SA WG3 Temporary Document

Page 3
-


3GPP TSG SA WG3 Security — S3#53
S3-081335
10 – 14 November 2008, Kyoto, Japan
Source:
Ericsson
Title:
KMS user authentication in TBS
Document for:
Discussion and decision
Agenda Item:
IMS media Security: TS 33.828
Work Item / Release:
Rel-8
1
Introduction
In the description of the ticket based system in clause 6.1 it is described how GBA is used to establish a security association between the KMS and a terminal. This contribution clarifies that also other means to establish such a security association can be used and points out that GBA is no prerequisite for the solution although it is a natural enabler in an IMS context. 
2
Discussion 
A precondition for a TBS key management scheme is that the users can establish a security association with the KMS. In the TR the security association establishment has been exemplified using GBA. 
If GBA is unavailable due to the fact that an ISIM/USIM is not used for user authentication, other types of credentials like username/password, client certificates, onetime passwords and server certificates can be used to for establishing mutual authentication between the user and the KMS. Such credentials may, but do not have to, be related to the user's credential used for IMS access.
It can further be noted that the KMS does not have to be operated by the IMS operator. It could be run by an enterprise or organization, which wants to have control of the key management for its media security. This is possible as the design of the  KMS user SA establishment can, as described above, be based on any type of credentials that the KMS operator finds secure enough.
3
Proposal
It is proposed that the pCR below is accepted for inclusion in the TR.
4
pCR
*****  Start of change  *****

6.1.4
Solution description 

A precondition for a key management scheme as discussed above is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In Figure 3, a conceptual architecture for the discussed key management system is depicted. 
Note that If GBA is unavailable due to the fact that an ISIM/USIM is not used for user authentication, other types of credentials like username/password, client certificates, onetime passwords  server certificates can be used for establishing mutual authentication between the user and the KMS. Such credentials may, but doesn't have to, be related to the user's credential used for IMS access.
Also note that the KMS does not have to be operated by the IMS operator. It could be run by an enterprise or organization, which wants to have control of the key management for its media security. This is possible as the design of the  KMS user SA establishment can, as described above, be based on any type of credentials that the KMS operator find secure enough.
. 
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Figure 3: Architecture for key management system

The key management when UE A wants to establish a secure media session with UE B follows the following steps:

1. UE A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.

If GBA cannot be used, the UE connects and authenticates to the KMS and establishes a shared key. The exact procedure for this is ffs but it is a straightforward exercise.
2. The UE establishes an authenticated (PKS-)TLS connection to the KMS according to TS 33.222.

3. The UE contacts the KMS and requests a key and a ticket to include in an INVITE to UE B. The ticket is confidentiality protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.

4. The KMS generates the key and the ticket and sends them to UE A.

5. UE A includes the ticket in the INVITE and sends it to UE B. 

6. The IMS core detects the INVITE and handles the ticket in such a way that a network function, if authorized, can get access to the master media key. To get the key the network function sends the ticket to the KMS with a request to receive the plaintext key.

7. UE B receives the INVITE including the ticket. 

8. The UE connects to the KMS using GBA based PSK-TLS. The KMS gets an authenticated user identity this way.

The comment in step 1 applies here as well.

9. The UE B sends the ticket to the KMS and requests the master media key contained in the ticket.


10. The KMS retrieves the master media key and other information from the ticket and checks that UE B is an authorized receiver of the master media key.

11. The KMS sends the master media key and the other needed information to UE B.

12. UE B accepts the invitation and use of media security.

If UE B is unregistered and INVITEs are retargeted to a media mailbox, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When UE B later wants to retrieve the media from the mail box, the ticket is first sent to UE B and UE B performs, in principle, steps 8 to 12 as described above, before the media is received.

Editor's Note: The following observations are made regarding the solution:

-
Use of GBA to establish the secure channel between a UE and the KMS is one possibility suitable for IMS when user authentication is based on ISIM. Other methods could be used if required. 

-
The signalling for key management is in general a SIP/SDP signalling issue and should be developed in cooperation with the IETF.

-
The applications/enablers relying on the key management system are in many cases OMA specified. The key management functionality should thus be developed by or in cooperation with OMA.

*****  End of change  *****
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