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1
Introduction
This contribution updates how keys for forking and retargeting can be generated and used in the Ticket Based System and proposes some updates to TR33.828. It describes how the key derivations for session and forking keys should be performed.
2
Discussion
Assuming that tickets carry keys, ticket keys, that may be reused for multiple sessions, then the key for a particular session can be derived from it by a simple modification via a key derivation function operating on a the ticket key and a random value determined by the sender. These modifications may be derived by the involved terminals themselves, given that the ticket key only is available to the two involved parties. 
Forking keys are also derived by modification of the a ticket key as described in the TR. Here the modification at the terminating side is performed by the KMS. This means that after forking modification the key to be used will only be shared by the two parties involved in the session. This means that the session key modification could be performed on the key modified for forking instead of directly on the ticket key. This would allow the forking key to be reused and further improve efficiency without influencing the security offered.  

Note that the same parameters used in the modification at the receiving side could be reused for all tickets submitted by the receiving terminal during the lifetime of a given security session between the UE and the KMS. This would allow the initiating party to learn the modifying value and adopt an optimistic approach and perform the modification even before the first SDP answer is received. This could be used to limit problems with early media and clipping. Only minimal additional state would be introduced in the KMS.
Key derivations for forking and session key generation can be specified  as follows: 

Key_AB = KDF_o ( KFD_i (Ticket Key, Mod_B), Mod_A)

Where Mod_A is the session key modifier defined by the initiating UE_A and Mod_B is the modifier applied by the KMS at the receiving end to generate the forking key.  The key derivation functions KDF_i and KDF_o should be different so that the roles of the modifying values cannot be interchanged. At the sending side, the terminal would perform all key modifications. At the receiving side the modification to guarantee receiver side unique terminal keys (KDF_i) should, as discussed above, be performed by the KMS while the session key modification (KDF_o) can be performed by the terminal itself.

3 
Proposal

To clarify the issues discussed above it is proposed that the pCR in attached document is accepted.

4
pCR

*****  Start of change *****

6.1.5
Variations and enhancements

6.1.5.1
Session keys 
To limit the load on the KMS the tickets could carry more long term keys which are transformed into session keys by the initiating side. Session key derivation could be simple and only rely on a random value generated by the initiator. The random value is transported to the receiving end together with the ticket to allow the session key to be derived there. The key derivation at the receiving end could take place either in the KMS or be performed by the terminal. If the key derivation is performed by the receiving end terminal, then only one access from the terminating terminal to the KMS is needed. If the key derivation is performed by the KMS, then the key in the ticket would never be directly exposed to a network element or terminal which would improve the security of the ticket key, but of course the terminating terminal would have to call the KMS for every session key it would need. The preferred solution varies depending on the required security level. 
6.1.5.2 
Key generation for forking
A similar approach can be taken to generate different keys for the different endpoints in a forking scenario. The terminating side modifies the ticket key by performing a key derivation function on the ticket key and some modifying value. To have strong assurance that the generated keys are unique per terminal, the key derivation function should be performed by the KMS. A similar idea is presented in the SDES solution. 
It should be noted that even if a terminal shouldn't be allowed to perform the modifying key derivation by itself, the same parameters used in the modification could be reused for all tickets submitted from the terminal during the lifetime of a security session between the UE and the KMS, e.g for the lifetime of the UE's GBA base key Ks in GBA. This would allow the initiating party to learn the modifying value and adopt an optimistic approach and perform the modification even before the SDP answer is received. This could be used to limit problems with early media and clipping. 
6.1.5.3 
Key derivations for session keys and forking

Denoting the session key modifier defined by the initiating UE_A by Mod_A and the modifier applied by the KMS at the receiving end by Mod_B the key derivation function should in principle be 

Key_AB = KDF_o ( KFD_i (Ticket key, Mod_B), Mod_A)

Where "Ticket key" is the key contained in the ticket. At the sending side, the terminal would perform all key modifications while at the sending side, the modification to guarantee receiver side unique terminal keys (KDF_i)  should be performed by the KMS and the session key modification (KDF_o) can be performed by the terminal itself. Note that the key derivation functions KDF_i and KDF_o should be different so that the roles of the modifying values cannot be interchanged.
*****  End of change *****
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