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1
Introduction
This contribution updates the Ticket Based System description and removes some editor's notes in Clause 6.1 in TR33.828.
2
Updates
Some editorial changes and corrections are proposed.

2.1 
Naming reference

The update introduces a naming reference for the solution framework described in Clause 6.1. The solution will be referred to as a Ticket Based System (TBS)

2.2
Removal of general editor's note
There is a general Editor's note in the beginning of clause 6.1 stating that

Further study is needed to determine whether the extra complexity brought about due to the support of deferred delivery can be justified.

It should be noted that the solution described is based on the general principle of using tickets for key management and distribution. Ticket based solutions are common and constitute a general class of key management and distribution systems that have many advantageous features as is shown by their common deployment, e.g. Kerberos. That they also can be made to support deferred delivery in an IMS media security context should only make them even more interesting to use. Finally, it should be noted that the TBS described in Clause 6.1. is a complete proposal in its own right. Thus this Editor's note should be removed.
2.3 

There is an Editor's note in the Requirements clause 6.1.1 stating that 

It needs to be further clarified how the list of requirements in this subclause relates to the list of requirements in clause 5.

To resolve this Editor's note, example references to requirements in Clause 5 have been added see pCR.

3 
Proposal

It is proposed that the pCR in clause 4 is accepted.
4
pCR
*****  Start of Change  *****
6.1
Kerberos-like Key Management Solution


This clause describes one possible approach based on a Kerberos-like Key Management Server (KMS). The KMS helps in the handling of keys for currently off-line users and may provide copies of keys to authorized network functions and middle-boxes. A "ticket" concept, also similar to Kerberos, is used to identify and deliver keys. The solution presented here will be referred to as a Ticket Based System (TBS)
6.1.1
Requirements

The 3GPP requirements in clause 5 together with the following list of requirements have been taken as a starting point for the design of proposed key management scheme. The key management system shall be able to support:

1. Security that can be used for any communication services offered over IMS, e.g. MMTel, PoC, and IM. (See e.g. requirements 19, 20, 45 and 46) 
2. Use cases involving forking, redirection and early media. (See e.g. requirments 13, 14 and 15)
3. Other important use cases as such as Voice-mail, Conferencing, etc. See e.g. requirements 19, 20, 45 and 46)
4. End-to-end security for the services mentioned in points 1. and 2. (See e.g. requirement 21) 
5. End-to-end security for services offering deferred delivery of media. (See e.g requirement 52)
6. Network functions operating on plaintext media, e.g. transcoders (breaking the end-to-end security). (See e.g. requirement 23)
7. Security termination in a network node. (See e.g. requirement 22)


*****  End of Change  *****
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