Page 1



3GPP TSG-SA WG3 Meeting #53 
(
S3-081327

Kyoto, Japan, September 2008


	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.401
	CR
	
	(

rev
	-
	(

Current version:
	8.1.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction of text on activation of security in E-UTRAN and consequences for Handover from E-UTRAN

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	28/10/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	The text on "If UP ciphering in E-UTRAN is activated…" needs to be clarified as ciphering shall always be activated in E-UTRAN (i.e. EEA0, EEA1, EEA2). Furthermore some text is missing on activation of security in general, and text on activation of security in UTRAN shall be referenced.

Deletion of text on mandatory integrity protection which is already captured by other clauses in TS 33.401.

The clause on E-UTRAN to GERAN handover refers to clause 9.2.1 and thus takes also into account the reuirements on activation of security in E-UTRAN.
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********************** start change **********************************

9.2
Handover

9.2.1
From E-UTRAN to UTRAN

NAS and AS security shall always be activated before handover from E-UTRAN to UTRAN can take place. Consequently the target system in the handover i.e. UTRAN RNC, shall always receive a key set from the MME during handover together with a Ciphering Algorithm Present IE in the UTRAN HO command. The security policy of the target PLMN determines the selected algorithms.

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME and the current NAS downlink COUNT value with the help of a one-way key derivation function KDF in the following way:

CK'||IK' = KDF(KASME, S10) MME shall transfer CK' || IK' with KSIASME to SGSN, UE and SGSN shall assign the value of KSIASME to KSI.. The KDF returns a 256-bit output, where the 128 most significant bits are identified with CK and the 128 least significant bits are identified with IK. S10 is the string where the input parameters are defined (see Annex A).

MME will also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE.

Editor's Note: FFS whether 4 LSB is ok for RAN2.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in an integrity protected message for verification that they were not changed in the message that informs about the selected NAS level security algorithms (e.g. NAS SMC Command, Attach Accept, or TAU Response).

MME shall transfer UE's UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

********************** end change **********************************
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