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1 Introduction
In this document we look at a very general approach towards solving the problem of unsolicited communication. The basic idea presented in this document is already discussed in TISPAN TR 187 009 what we do is to map the same in 3GPP IMS architecture and explain the different basic steps required in UC solution. At the end of this document a pCR is given for PUCI TR.
2 Overview

Unsolicited communication can be in different forms, see few example scenarios in S3-081301 on PUCI threats and requirements. The basic point is that any communication, even if UC, cannot be blocked by an operator without user consent. Further UC is a subjective matter and definition for a give message can differ from person to person. Thus the approach to this problem is in general first by identifying and then marking it. Marking informs the targeted party or other elements in the network about a potential UC based on which one can make a decision to accept, reject or do other processing on a communication request. Of course once a message is identified and marked action should be taken on it and that is the reaction phase. These different steps/phases and their relation is shown in Figure 1.
Roughly, there are two ways of identification (1) automatic, which can be done by different techniques, e.g. Turing test and (2) manual, where a user informs the operator of a UC and the action he/she wants the network to take on the given UC sender. For the manual case means can be implemented (and are implemented) to automate the procedure.
Marking indicates the likelihood that a message is UC, e.g. in e-mails. For a given communication, it would beneficial for the users to have a gray zone of extent of likelihood of a UC added with the minimum of three levels, i.e., yes UC – maybe UC – no UC. To increase the granularity of marking one can set threshold levels for yes, maybe and no.
Reaction to the message for a binary decision case can be blocking or letting it go. In e-mail cases blocking at the mail server is proper blocking but when the message goes in the junk folder then one can look at it as semi-blocking or a maybe case. Depending on available tools, for the maybe case one can go for further verification (part of automatic identification) or based on user setting act accordingly with the communication request. For a voice call, as an example, a user might prefer a maybe call to be sent to voice mailbox.
In the following we show where identification, marking and reaction can be placed in a IMS architecture.
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Figure 1 Relation between different steps in a solution against UC.

3 General Approach
This section shows a general approach towards countering UC in IMS. We show in a very high level where identification, marking and reaction can be placed, see Figure 2.
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Figure 2 Generic IMS architecture with PUCI elements.

As shown in Figure 2, identification, marking and reaction of/on a UC can happen almost anywhere be it in P-CSCF, S-CSCF, PUCI AS or UE. All the steps can be centralized or distributed. Depending on policy or request by UE B a communication request can be blocked at CSCF or PUCI AS and also at the UE. UE B can also provide feedback about UC via the Ut. Different interfaces shown in Figure 2 are standard interfaces but will require modification so as to carry the PUCI relevant information. Identification, marking and reacting is further detailed below; see Figure 1 for relation.
Identification
In 3GPP MCID service enables an incoming communication to be identified and registered. This solution still misses the functionality of automatic UC identification with user involvement and future prevention of calls from the same originator.

UC identification in IMS can be categorized as:

· non intrusive tests: call-signaling gets analyzed by an automatic mechanism to derive a marking;

· intrusive tests: a caller gets tested in an intrusive way with the objective to clearly identify a unsolicited communication attempt before the transaction reached the destination;

· feedback by user of a UC: this is an extension of the MCID where a user can, for example, define in advance a personal black-list, react during a call or give feedback an occurrence of UC to provide his/her personal preferences to prevent the future UC attempts.
Marking

Marking a communication attempt as UC is required to react appropriately. This can be at different granularity level as discussed in previous section.
Reacting

Reacting can be done by blocking the communication or re-routing to, for example, a mailbox or automatic answering service. In order to do this, specific filter rules and personal considerations have to be taken into account. Taking personal routing decisions for handling UC into account involves the previous marking as an indication for handling this specific UC attempt.
4 Conclusions
We propose that the text under General Approach is added in the PUCI TR in the section on General Approach.
************FIRST  CHANGE***************
7
Solution Alternatives

7.1
General Approach

This section shows a general approach towards countering UC in IMS. We show in a very high level where identification, marking and reaction can be placed, see Figure xxx.
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Figure xxx Generic IMS architecture with PUCI elements.

As shown in Figure xxx, identification, marking and reaction of/on a UC can happen almost anywhere be it in P-CSCF, S-CSCF, PUCI AS or UE. All the steps can be centralized or distributed. Depending on policy or request by UE B a communication request can be blocked at CSCF or PUCI AS and also at the UE. UE B can also provide feedback about UC via the Ut. Different interfaces shown in Figure xxx are standard interfaces but will require modification so as to carry the PUCI relevant information. Identification, marking and reacting is further detailed below; see Figure yyy for relation.

Identification
In 3GPP MCID service enables an incoming communication to be identified and registered. This solution still misses the functionality of automatic UC identification with user involvement and future prevention of calls from the same originator.

UC identification in IMS can be categorized as:

· non intrusive tests: call-signaling gets analyzed by an automatic mechanism to derive a marking;

· intrusive tests: a caller gets tested in an intrusive way with the objective to clearly identify a unsolicited communication attempt before the transaction reached the destination;

· feedback by user of a UC: this is an extension of the MCID where a user can, for example, define in advance a personal black-list, react during a call or give feedback an occurrence of UC to provide his/her personal preferences to prevent the future UC attempts.
Marking

Marking a communication attempt as UC is required to react appropriately. This can be at different granularity level as discussed in previous section.
Reacting

Reacting can be done by blocking the communication or re-routing to, for example, a mailbox or automatic answering service. In order to do this, specific filter rules and personal considerations have to be taken into account. Taking personal routing decisions for handling UC into account involves the previous marking as an indication for handling this specific UC attempt.
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Figure yyy Relation between different steps in a solution against UCI.
***********END  OF  CHANGE************
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