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	ANDSF security mechanism was given an exception in rel-8 by SA plenary. To meet the requirements of ANDSF security, UE and ANDSF server should establish a security association between them for confidentiality and integrity protection. UE and ANDSF server should also authenticate each other.
In SA3#52adhoc, SA3 decided to mandate one solution for ANDSF security and others for optional.

There are three methods in the discussion.

1) To use TLS to establish SA based on GBA and certificate-based authentication to ANDSF server and GBA-based, i.e. shared-secret authentication to UE.
2) To use PSK TLS to establish SA and use shared-secret authentication for both UE and ANDSF server.
3) Password-based
Method 1) can fulfill Rel-8 ANDSF security requirements. It proposes to use 1) to be rel-8 mandatory and others for optional. 
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12
UE-ANDSF communication security 

12.1      UE-ANDSF communication security requirements
In order to address the security of communication over S14 reference point (i.e. between UE and ANDSF), the following requirements apply: 

· UE and ANDSF shall be mutually authenticated; 

· The UE shall be able to verify that the ANDSF is authorized to serve it. 

· Signalling over S14 reference point shall be integrity protected

· Signalling over S14 reference point shall be confidentiality protected.  

· Signalling over S14 reference point shall be protected against possible replay attacks.  

12.2       UE-ANDSF communication security solution
To meet the above requirements of ANDSF security, UE and ANDSF server should establish a security association to protect the messages of Access Network Info Request and Access Network Info Response and then UE can make the access network selection and handover decision. Meantime, UE and ANDSF server should authenticate each other.  UE and ANDSF server can use the following mechanisms to meet the security requirements:
· To use TLS to establish SA based on GBA and certificate-based authentication to ANDSF server and GBA-based, i.e. shared-secret authentication to UE. This method is mandatory to use for ANDSF security.
· To use PSK TLS to establish SA and use shared-secret, i.e. GBA-based authentication for both UE and ANDSF server. This method is optional for ANDSF security.
· Password –based authentication. This method is optional for ANDSF security.
· NOTE: Roaming case is not involved in Rel-8 ANDSF security, i.e. the above security methods may only work in non-roaming case.
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