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********************** start first change **********************************

9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE security capabilities shall be sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

NOTEx1: TS 23.401 states conditions under which a valid P-TMSI or a P-TMSI that is mapped from a valid GUTI (“mapped GUTI”) is inserted in the Information Element “old P-TMSI” in the Routing Area Update Request. It depends on the old P-TMSI which security context can be taken into use after completion of the Routing Area Update procedure.
Cached context

If the UE sends the RAU Request with the “old P-TMSI” Information Element including a valid P-TMSI it shall also include the KSI relating to this P-TMSI. This KSI indicates the cached UMTS security context in the old SGSN. In this case the UE may include P-TMSI signature into the RAU Request. In case of an SGSN change keys from the old SGSN shall overwrite keys in the new SGSN if any. If the network does not have valid cached security context it shall run AKA.

NOTEx2: if the UE has a valid cached UMTS security context then this context is stored on the USIM according to TS 33.102 [4].

Mapped context

If the UE sends the RAU Request with the “old P-TMSI” Information Element including a mapped GUTI it shall also include the KSI equal to the value of the eKSI associated with the current EPS security context (cf. clause 3). The UE shall include the NAS-token into the P-TMSI signature IE. The MME shall transfer UE's UTRAN and GERAN security capabilities and CK' || IK' with KSI equal to the value of the eKSI associated with the current EPS security context to SGSN with Context Response/SGSN Context Response message. The MME and UE shall derive CK' and IK' from the current KASME and the current NAS downlink COUNT value indicated by the NAS-token received by the MME from SGSN as specified in Annex A. Keys CK' and IK' and KSI sent from the MME shall replace the keys and KSI in the target SGSN if any. Keys CK' and IK' and the KSI shall replace the currently stored values on the USIM. START shall be reset to 0 on both, SGSN and USIM.
NOTExx: The new derived security context (including CK’, IK’ and START value) replacing the old stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in the subsequent connection set-ups , and also for avoiding that one KSI indicates to two different key sets and consequently leads to security context desynchronization.
NOTEx3: An operator concerned about the security of keys received from another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the run of an idle mode mobility procedure. An example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the completion of the idle mode mobility procedure. 
SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output). NAS-token is derived as specified in Annex A. Both KASME and current NAS downlink COUNT are mandatory input parameters.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most significant bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS downlink COUNT value down to current NAS COUNT -L downlink values, i.e. the interval [current NAS downlink COUNT – L, current NAS downlink COUNT].. A suitable value for the parameter L can be configured by the network operator. The default value for the parameter L is 5 and maximum value 10. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event.

********************** end first change **********************************
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