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Abstract of the contribution:

This contribution presents protection mechanisms for software updates Security of H(e)NB. A pCR is attached to include this in appropriate section of chapter 7 for TR 33.820. 
1. Introduction

The requirement in the current TR has pointed out that the software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier. A method to verify Software updates is provided to meet this requirement.
The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-10).

************************************* start of change ************************************
7. 
Security solutions

Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 

…… (SKIPPED)……
7.x  Security mechanisms for OAM 
7.x.x Mechanism to verify the software updates 
Software update process will influent the integrity state of H(e)NB, One principle to verify the changes for the H(e)NB resulted by the software updates is that the platform integrity of the H(e)NB is verified before and after the software updates by the core network. 

The overview process of the mechanism can be depicted in figure 7.x, 

1. The software updates is initiated between the OAM server and the H(e)NB

2. The OAM server verifies the integrity of the H(e)NB to check if the security status of the H(e)NB is correct to perform the software updates, and computes the expected RIM (Reference Integrity Metric)of the H(e)NB after software updates and the RIM of the software the H(e)NB updated.

3. The software updates process is performed, during which the OAM server sent the RIM of the updated software to the H(e)NB.

4. H(e)NB installs the received software locally .After the software updates, the integrity of the H(e)NB will be re-measured to get the current TIM(Target Integrity Metric) of the H(e)NB.  
4’ Based on the received RIM of the software and the old TIM , H(e)NB computes expected TIM of the H(e)NB after software updates , and compares it with the current TIM to certify the software has been installed correctly .
    This step may be executed depending on the specific policy of the H(e)NB.

5. The H(e)NB sent a message to the OAM server about the completion, including the current TIM of the H(e)NB.

6. The OAM server compares the TIM of of the H(e)NB with the expected RIM in local, if they are matched, then updates the RIM of the H(e)NB in local, otherwise, appropriate measures should be taken.
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Fig. 7.x Overview process of the Mechanism to verify the software updates
Note: In Fig 7.x, the OAM server is an element lies in the core network. Other entities needed in implementation, such as SeGW of the network are omitted for the sake of simplicity of the process description. 

************************************* end of change ************************************
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2. Verify the integrity of the H(e)NB 
Compute the expected RIM of the H(e)NB after software updates
Compute the RIM of the software to be updated


6. Verify the integrity of the H(e)NB: compare the TIM of of the H(e)NB with the expected RIM in local and update the RIM of the H(e)NB in local


5. Software updates completed message, including the current TIM of the H(e)NB


4. Re-measure the integrity of the H(e)NB and get the current  TIM of the  H(e)NB 


 4'. compare the TIM with the  the computed expected TIM of the H(e)NB after software updates 






3. software updates process: besides software updates operation, the OAM server sent the RIM of the software as well to the H(e)NB


1. Software updates initiation



