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Abstract of the contribution:

This contribution proposes a method for performing the integrity verification of H(e)NB based on TrE. A pCR is attached to include this in appropriate section of chapter 7 for TR 33.820. 
1. Introduction

We propose a method for TrE based integrity verification of H(e)NB in this contribution.
The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-10).
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3.1
Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
…… (SKIPPED)……

Reference Integrity Metric: a value used to validate the result of a measurement taken before software or hardware is loaded or initialized (for execution). Typically a digest of compiled software and configuration data which can affect the engine trust state. [5]
Target Integrity Metric: Integrity Metric of a target object or component as measured by the measurement agent of that object. Typically this is a hash of a software image of the executable code of the object, along with its associated configuration data.[5]
7. 
Security solutions

Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 

…… (SKIPPED)……
7.5.4  Relations to trusted environments 
7.5.4.4 TrE based integrity verification
The current trust state (reflect the integrity status of the platform) of the object is represented by TIM, and the expected trust state of the object is depicted by RIM.  The TIM of the object will be firstly obtained, and then compared with the RIM, if they are the same, then the object’s integrity is proved to be normal, otherwise, the object’s integrity is in an abnormal status. By doing this, the trust state of the object can be verified.
As far as the TrE based H(e)NB integrity verification concerned, the current trust state (we will call it as integrity status in the following text) of the H(e)NB is measured by the TrE, and represented by the TIM. The RIM of the H(e)NB is hold by both TrE and core network, and it will be updated when the integrity status of the H(e)NB changes and be confirmed by the core network.
The overview process of H(e)NB integrity verification based on TrE is depicted in figure 7.x
1. The integrity verification procedure is initiated (the reason for the initiation can be at the initial connection with the core network, software updates or configuration on H(e)NB, etc.) between the H(e)NB and the OAM server.
2. The TrE measures the integrity of the H(e)NB, gets the TIM of the H(e)NB and compares it with the RIM of the H(e)NB located in the TrE to verify the integrity status of the H(e)NB locally.
3. The H(e)NB sends the TIM to the OAM server with the signature of the TrE.
4. The OAM server verifies the signature of the TrE to ensure the received TIM really reflects the integrity status of the H(e)NB, and verifies the integrity status of the H(e)NB as well (compares the received TIM with the RIM of the H(e)NB in local).
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Fig. 7.x   Overview process of H(e)NB integrity verification
In Fig 7.x, other entities needed in implementation, such as SeGW of the network are omitted for the sake of simplicity of the process description.
************************************* end of change ************************************
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