SA WG3

Page 1
-


3GPP TSG SA WG3 Security — S3#53
S3-081279
10-14 November 2008

Kyoto, Japan
Source:
Huawei
Title:
pCR on H(e)NB: contribution to section 7.5.4.2 TrE authentication
Document for:
Discussion and Decision

Agenda Item:
7.5 H(e)NB Security
Work Item / Release:
H(e)NB Security Study Item

Abstract of the contribution:

This contribution presents the H(e)NB authentication mechanism when the TrE is deployed on the H(e)NB. We propose it to be included in a section 7.5.4.2.
1. Introduction

TrE is both a logically and a physically unit .So the core network will authenticate not only the H(e)NB device identity, but also the TrE’s identity. This contribution will discuss how to authenticate the TrE by the core network and how to implement some H(e)NB related authentication, such as HPM authentication, location authentication and UE authentication, by TrE.
************************************* start of change ***********************************
7.5.4.2 TrE authentication  

TrE is a separate logical/physical entity inside H(e)NB, so it is necessary to authenticate TrE.
We think that the H(e)NB authentication will contain four elements as following:

a) H(e)NB device identity authentication as described on section 7.5.2;

b) TrE identity authentication which we will demonstrate in detail in this document;

c) The binding authentication of H(e)NB device identity and TrE identity;

d) The H(e)NB integrity verification which is implemented by the TrE. 

7.5.4.2.1 The authentication processing on H(e)NB initial authentication 
The flow on the figure x shows the H(e)NB authentication process including the steps above during the H(e)NB initial authentication:
Step 1:H(e)NB and SGW establish the IKE_SA_INIT;

Step 2,3,4,5: IKEv2 with certificates used for authentication is run between H(e)NB and SGW to mutually authenticate the TrE and SGW;

Step 7,8,9,10,11,12: The authentication of the H(e)NB device will happen between H(e)NB and AAA using EAP-AKA;

Step 13: AAA will verify the binding of the TrE and H(e)NB according to the record stored in AAA before;

Step 16: H(e)NB will cause TrE to implement H(e)NB integrity verification when it receives the EAP-Success and binding authentication success response.

Step 17:The integrity verification between TrE and core network will proceed. The integrity checking processing is beyond the scope of the document discussing;

Step18：After H(e)NB device authentication and TrE authentication, there will happen some authentications between H(e)NB and AAA or AHR, such as HPM authentication, location identification, UE authentication and so on;

Step19: When AAA finishing the authentication referred above, it will transfer the successful authentication data to the TrE in H(e)NB, and TrE is responsible for the safe storing of the data for the re-authentication.
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Figure x  the H(e)NB authentication based on TrE during initial authentication
7.5.4.2.2 The authentication processing on H(e)NB re-authentication
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Figure x  the H(e)NB authentication based on TrE during re-authentication
Step 0: When the H(e)NB re-authentication happens, H(e)NB will perform the device identity, TrE identity authentication and platform integrity verification;

Step1: There will be some H(e)NB related authentication, such as HPM authentication, location authentication and UE authentication. H(e)NB will initiate authentication request to TrE;

Step2: TrE will implement authentication based on the authentication data it has stored securely during H(e)NB initial authentication;

Step3: TrE will return authentication response to H(e)NB;

Step4: TrE will notify the core network the authentication result.
************************************* end of change ************************************
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