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Abstract of the contribution:

This contribution presents security mechanisms for OAM of H(e)NB. A pCR is attached to include OAM Security mechanisms in appropriate section of chapter 7 for TR 33.820. 
1. Introduction

The requirements for OAM security for H(e)NB have been identified in the current TR. The OAM traffic between OAM server and H(e)NB should be adequately protected. We propose two options for the protection of OAM traffic depending on the deployment of the network.
The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-10).

************************************* start of change ************************************
7. 
Common Security mechanisms solutions for H(e)NB
Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 

…… (SKIPPED)……
7.x  Security mechanisms for OAM 
In case that OAM server is placed inside the operator’s network, i.e., behind a SeGW： 
· OAM traffic could be protected hop-by-hop. Between H(e)NB and SeGW, OAM traffic is protected by IPsec tunnel. Network security mechanisms could be used to protect OAM traffic between SeGW and OAM server when the path from SeGW to OAM server is considered as insecure.

· OAM traffic could also be protected end-to-end. A secure tunnel, e.g. SSL, is established between H(e)NB and OAM server. OAM traffic is protected by such a security tunnel. 

In case that OAM Server is placed outside the operator’s network, i.e., the H(e)NB is directly connected to the OAM server, OAM server is exposed to attackers located in insecure network. Though secure tunnel, e.g. SSL, could be used to protect OAM traffic and prevent OAM server from being attacked, the risk of placing OAM server outside the operator’s network is higher than that of placing the OAM server inside the operator’s network. Robust security mechanisms between OAM server and H(e)NB should be carefully designed and implemented in this case.
************************************* end of change ************************************
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