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Abstract of the contribution:

This contribution presents security mechanisms for clock synchronization of H(e)NB, a pCR is attached to include clock synchronization security mechanisms in appropriate section of chapter 7 for TR 33.820.. 
1. Introduction

The requirement for clock synchronization security for H(e)NB has been identified in the current TR, the communication between time server and H(e)NB should be provided. This paper gives two options for the clock synchronization security mechanisms of H(e)NB.
The following pCR is against 3GPP TR 33.820 V1.1.0 (2008-10).

************************************ start of change ************************************
7. 
Common Security mechanisms solutions for H(e)NB
Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 
…… (SKIPPED)……
7.x
Clock Synchronization Security mechanisms for H(e)NB
The following sections describe the various implementation options that can be used for clock synchronization security mechanism.
7.x.1
Based on IPsec tunnel between H(e)NB and SeGW
The clock server should be located behind the SeGW, the communication between the clock server and H(e)NB is protected by the IPsec tunnel between H(e)NB and the SeGW. 
Considering the processing load of the IPsec may be high, if all the clock traffic is tunneled through the IPsec tunnel between H(e)NB and the SeGW then the performance of the SeGW and the IPsec tunnel may be adversely impacted. The following method can be adopted to alleviate the processing load of the IPsec tunnel: 

· Only part of clock synchronization messages shall be protected by the IPsec tunnel (e.g. the messages which be considered serious), and the others (e.g. the messages which be considered not serious or too long messages) shall not.
Note: There may be some security risks leaving some of clock synchronization messages unprotected, e.g., DoS attack to core network or H(e)NB. Care should be taken in considering what messages are to be protected or not protected. The detailed messages that are considered will be FFS;
Editor’s Note: Provisioning of the clock server needs to be considered as additional step for the purpose of comparing against different solutions.
7.x.2
Based on Security Protocols of the Clock Synchronization Protocols
Existing clock synchronization protocols with built-in security protocols can be used. For example, the Network Time Protocol (NTP) defines Autokey Specification to secure the clock synchronization, and IEEE 1588 also defines a security extension in its specification. 

When a Clock Synchronization Protocol is used for clock synchronization for H(e)NB, the security protocols can be used as Clock Synchronization Security mechanisms for H(e)NB.
************************************ end of change ************************************
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