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During the SA3 H(e)NB telco on Oct 22 2008, attending company representatives agreed that there should be a new section in the TR 33.820 for H(e)NB validation. 

InterDigital believes that the existing section 7.3 on Device Integrity Check is a natural placeholder for such a new section, and presents this contribution in which we propose a new section 7.3.1 on H(e)NB validation. 

Since H(e)NB is a network equipment owned by operator, the TR currently assumes that its integrity must be assured. 

We propose that there could be two broad categories of validation:

- Autonomous validation

- Remote validation

An autonomous validation comprises of procedures whereby the H(e)NB’s TrE tests the integrity of the H(e)NB and allows the H(e)NB to move on to perform other tasks that the H(e)NB is allowed to perform only after a successful test. 
A remote validation comprises of procedures whereby the H(e)NB’s TrE collects (e.g. by computing some measurements) evidence of the integrity of the H(e)NB and forwards it to a suitable function in the core network, that we call in this section a Platform Validation Entity  (PVE). The PVE then assesses the evidence, determines if the H(e)NB’s integrity is valid and subsequently also whether the H(e)NB can be allowed to interact with the core network. Steps for remote validation should take place in the H(e)NB only after it has started to a pre-defined secure start-up. Remote validation could be performed in conjunction with a device authentication procedure, in the same IKEv2 session.  
**start of changes**

7.3 
Device Integrity Check 

7.3.1  General

EAP-AKA authentication only validates the AKA credentials (contained in a TrE). This does not by itself address device authentication or validation and/or possible binding of hosting party authentication to device authentication (cf. sub-section 7.1). In addition a binding between validated device and EAP-AKA based authentication has to be performed.  In case of EAP-AKA authentication, two ways for achieving this are known:

1) Logical binding of the TrE holding the AKA credentials (e.g. UICC holding the USIM application) to the H(e)NB. During the EAP-AKA authentication the integrity of the device platform must be validated.

Note: There is no standard specifying such check. Also previous attempts of such check have been circumvented quickly (“cracked SIM-lock”).

2) Physically binding the TrE holding the AKA credentials to the H(e)NB. During the EAP-AKA authentication the integrity of the device platform must be validated.
In both cases above the actual integrity validation (for HW and SW) has to be performed by a hardware security component securely embedded into the H(e)NB. Note that normally credentials appropriate for EAP-AKA authentication and the related application stored in a physically bound TrE are not designed for the purpose of validating the binding of a removable hardware component to a hosting device.

7.3.2 H(e)NB Validation

7.3.2.1  General 

There are two possibilities for H(e)NB validation:

1. Autonomous validation

2. Remote validation

An autonomous validation comprises of procedure whereby the H(e)NB’s validity is assessed within the H(e)NB itself without depending on external network entities. 

A remote validation comprises of procedures whereby an external network entity, a Platform Validation Entity (PVE), assess the validity of the H(e)NB after it receives evidence for the validation generated by the H(e)NB’s TrE. Since SeGW is the secure end-point of the core network for the H(e)NB, and since remote validation should take place with an entity that can control access of the H(e)NB further into the network pending the result of the remote validation, SeGW is a preferred network entity as a PVE. Other entities, such as the HLR, AAA, or a wholly new PVE entity could also be considered. 
Validation of H(e)NB platform should preferably take place before device authentication, although validation after authentication should also be allowed. .
7.3.1.2  Autonomous Validation

If the TrE performs autonomous validation, the following steps could apply:

1.  The TrE checks if it has achieved a predefined state of secure start-up. 

2.  The TrE checks if a pre-defined portion of the rest of the H(e)NB that needs secure start-up has achieved a predefined states of secure start-up. 

3.  Further checks could take place either by the TrE itself or by a measuring component external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.

The network becomes indirectly aware of the fact that the H(e)NB has passed an autonomous validation test. For example, when the H(e)NB initiates device authentication or hosting party authentication procedures, the network can know that the H(e)NB ought to have passed its autonomous validation test. When explicit signalling, to the network, of the outcome of the validation is desired, such signalling should preferably precede device authentication. 

7.3.1.3  Remote Validation

If the H(e)NB’s validity is remotely validated, the following scenario could apply. 

1.  The H(e)NB starts up to a pre-defined secure state.  This step may comprise of the step 1 or steps 1 and 2 of the autonomous validation process described in section 7.3.1.2. 
2.  The H(e)NB requests the TrE to generate evidence of the platform validity for the H(e)NB,. 

3.  The TrE collects material to be used to produce such evidence from the rest of the H(e)NB. Such material could, for example, critical codes of the H(e)NB, credentials for the H(e)NB’s OS, equipment IDs, etc.  The TrE generates the evidence for the validate the H(e)NB, and cryptographically protect it (e.g. encrypt for integrity and/or confidentiality). 

4.  The TrE passes the protected evidence to the H(e)NB,  

5.  The H(e)NB forwards the protected evidence to the PVE, via SGW.

6.  The PVE evaluates the evidence and determines if the H(e)NB is trustworthy enough to allow it to continue on to perform device authentication. In case such evaluation is done at the AAA-server (or the HLR/HSS), the PVE should forward the validation evidence it receives from the H(e)NB to the AAA-server (or the HLR/HSS). The PVE forwards its judgement to HLR/AAA, and also informs the H(e)NB to go on with device authentication. 
Steps 4 to 6 above could be performed using the same IKEv2 session as is used for device authentication. 
**end of changes**
