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The section 7.4.3.2.2 of TR 33.820 v1.1.0 describes binding authentication of H(e)NB device and the H(e)NB’s hosting party. 
However, the procedures described in sections 7.4.3.2.2 do not consider that a H(e)NB’s Trusted Environment (TrE) is responsible for device authentication part of any combined authentication procedure.  

Quoting from Section 7.4 of the TR 33.820 v1.1.0, for ‘Mutual authentication of H(e)NB device and the operator’s network’, ‘Authentication algorithms using the credentials stored in the Trusted Environment (TrE) should be executed inside of the TrE. This authentication is mandatory. This mutual authentication shall include (or be tightly bound to) a validation of the platform integrity (i.e. TrE properties).’

Also, quoting from Section 7.4.3.2.2, ‘For the trustworthiness of the authentication assertions conveyed by the protocols described below, it is of paramount importance that all sensitive data remain protected by the TrE on the H(e)NB and the HPM. This means in particular that authentication secrets of the H(e)NB, representing the binding authentication of the H(e)NB, and the H(e)NB_EI should be securely stored in the TrE’. 
In light of these currently approved text in Section 7.4 of the TR on the roles of the TrE in device authentication, this pCR proposes modifications of the steps described in 7.4.3,2,2 for binding authentication of H(e)NB device and the hosting party. 
During the H(e)NB telcon on Oct 22, 2008, there were comments regarding this pCR claiming that the binding of device and H(e)NB authentication IDs had been discarded as a pursuable method during the September 2008 ad-hoc meeting, and, correspondingly, this pCR should be disregarded on that ground.  The author of this pCR would like to clarify from the SA3 chair and secretary whether that claim is true. Pending a negative confirmation of the claim, InterDigital would like the SA3 to review and consider adoption of the proposed changes into section 7.4.3.2.2 of TR 33.820 v1.1.0. 
**start of changes**

7.4.3.2.2 Binding of HPM ID and Device ID
The authentication system comprises the following entities:
H(e)NB, the equipment of home node B with a HPM inserted in. Every equipment has a unique EI (Equipment Identity) representing itself. The H(e)NB_EI is assigned by manufacturer. The H(e)NB_EI is stored securely in the TrE of the H(e)NB. 
SGW, Security Gateway, representing operator’s core network to perform mutual authentication with H(e)NB.
HLR/AAA server, Home Location Register for H(e)NB, including Authentication Center . Also, HLR stores the records of H(e)NB_EIs corresponding every HPM_ID, presenting the binding relationship of the H(e)NB_EI and the HPM_ID .AAA server performs binding authentication based on the records.
SGW forwards the EI of H(e)NB received from this H(e)NB itself to HLR/AAA server. HLR/AAA server compare it with the record. If they’re the same, then it can be ascertained that the H(e)NB is the legitimate equipment binding to the HPM.  
For the trustworthiness of the authentication assertions conveyed by the protocols described below, it is of paramount importance that all sensitive data remain protected by the TrE on the H(e)NB and the HPM. This means in particular that authentication secrets of the H(e)NB, representing the binding authentication of the H(e)NB, and the H(e)NB_EI should be securely stored in the TrE. Furthermore, the Hosting Party Identity and corresponding authentication secrets should also be securely stored in and processed only by the HPM. Secure channels should be used to transport all these data to the SGW.


Figure 3: Binding Authentication

(1) H(e)NB requests the TrE for H(e)NB_EI for binding authentication. 

(2) The TrE retrieves the H(e)NB_EI that it securely holds. 
(3) The TrE requests the HPM to forward HPM_ID to the TrE. If the TrE is capable of setting up a secure channel with the HPM, then the TrE should first set up a secure channel between it and the HPM, and send the request for HPM_ID protected by the secure channel.  
(4) The HPM forwards the HPM_ID to the TrE. If a secure channel is set-up in step (3) above between the TrE and the HPM, the forwarding of HPM_ID from the HPM to the TrE should be protected by the secure channel. 

(5) The TrR sends, through H(e)NB, a request, including HPM_ID and H(e)NB_EI, to the SGW to originate the binding authentication process.
(6) The SGW forwards the HPM_ID and H(e)NB_EI to the HLR/AAA to request the binding record .
(7) After receiving the HPM_ID, HLR/AAA searches for the H(e)NB_EI corresponding the HPM_ID. 
(8) HLR/AAA verifies the H(e)NB_EI from SGW. If it is the same with the registered record, binding authentication process succeeds. It can be judged that the HPM_ID is inserted in the legitimate equipment. 
(9) The HLR/AAA responds to SGW the binding Auth result.

(10) SGW forwards the H(e)NB the binding Auth result, which is forwarded to the TrE in the H(e)NB. 
(11) The TrE forwards the binding Auth result for the hosting party to the HPM. If a secure channel has been set-up between the TrE and the HPM, the forwarding of the hosting-party binding Auth result should be done under the secure channel. 
**end of changes**
_1278852686.vsd
H(e)NB


SGW


HLR/AAA


1. Binding Auth Init
(HPM_ID and H(e)NB_EI)


2. Forward HPM_ID and H(e)NB_EI


3. Search H(e)NB_EI corresponding to HPM_ID


4. Verify H(e)NB_EI from H(e)NB according to H(e)NB_EI from HLR


5. Respond Binding Auth


6. Respond Binding Auth



_1285721869.vsd
SGW


HLR/AAA


5. Binding Auth Init
(H(e)NB_EI, HPM_ID)


6. Forward 
H(e)NB_EI,  HPM_ID


7. Search H(e)NB_EI corresponding to HPM_ID 


8. Verify H(e)NB_EI


9. Binding Auths for device & HPM


10. Binding Auths for   device & HPM


HPM


TrE


11. Auths for HPM 


4. Forward HPM_ID


1. H(e)NB requests TrE for H(e)NB_EI.


3. Request for
 HPM_ID


2. TrE retrieves H(e)NB_EI



