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At SA3 ad-hoc meeting in September 2008, Infineon and Interdigital co-submitted S3-080942 that supplied a definition of the H(e)NB TrE in section 7 of the TR. During the review of the submission, the contributors were advised to revise the document based on comments received. The comments received included:
- There is too much detail in the section for a TR.

- A definition of the TrE should not try to predict the implementation

- Avoid use of the term ‘root of trust’

- The text needs to be aligned with HPM definition; remove referring to HPM data being stored inside TrE, or stating that HPM could be an internal function of the TrE

- Clarify the text so that it should not suggest, confusingly and erroneously, that the TrE should validate its own firmware

- Make formal evaluation optional, in case the TrE is a set of functions inside the processor

- Make it possible for cheap, basic TrEs, in case an operator is happy with that. Avoid the situation where the H(e)NB becomes one big TrE

- Remove references to unclear terms such as PEP and PDP. 

In this follow-up pCR, the contributors propose revised texts as a pCR against the latest TR 33.820 v1.1.0. The proposed section is chosen to be 7.2.2 since the current TR has a HPM definition section in 7.2.1. Since the proposed TrE definitions allude to the HPM, it appeared befitting to use section 7.2.2 for the proposed new text. 

The revised text addresses the comments listed above. 

The pCR went through a review from the H(e)NB telcos on October 22 and October 29, 2008. Comments received during the telcos, as recorded in the Rappoteur’s meeting minute sent later, included:
- The requirement regarding 3rd party evaluation may not be part of security discussion but needs to be captured as guideline or recommendation. 
- Since TrE definition should provide basic TrE, the advanced TrE definition should be put as a note. 
- We need to verify if unresolved Editor’s note is OK for TR publication
- It should not the algorithms or functions of the TrE that should be ‘unknowable’ to the external entities; rather, it should be ‘data computed from’ such algorithms or functions that should be unknowable to the external entities. 
The current pCR document incorporated these remarks. 
Since the proposed new section 7.2.2 is still entirely new against the TR 33.820 v1.1.0, we chose not to use change track marks active for of the proposed new text against the original text of the Section 7.2 of the TR 33.820 v1.1.0. The only use of Track Mark change done in the pCR text below was for the re-numbering of the section headings, since 7.2.2 Trusted Environment (TrE) is proposed as a new section. 
**start of changes**

7.2.2 Trusted Environment (TrE)

A Trusted Environment (TrE) is a logically separate entity and set of functions and resources within a H(e)NB. The TrE is a trustworthy environment for the execution of software and the storage of sensitive data, as well as for the protection of particular hardware functions, where needed. 
The TrE should provide isolation of the TrE versus surrounding. Software executables and data to be secured in the TrE are functionally and informationally separated from the H(e)NB as a whole and protected from unauthorized access and tampering. Moreover, data produced through execution of functions within the TrE should be practically unknowable to external entities. The security of the TrE should be assured by physical security of appropriate component(s) and storage that protects data it holds from unauthorized access and tampering. 

A TrE should be protected by a secure start-up process, where the TrE is locally ensured to reach a determined, trustworthy state in a normal start-up or boot process. Secure start-up may extend further to the operating system and other secure programs at operation time. 
A TrE should have its own, unique identity (TrE_ID) that is bound to the identity of the H(e)NB itself. For simplicity, the TrE_ID stored within the TrE may be used interchangeably with the H(e)NB_EI.  
A TrE should provide protected functions needed to perform H(e)NB device authentication with a SGW. 
The TrE should be pre-provisioned with any required security-sensitive functions, cryptographic keys and other credentials that relate to the H(e)NB’s identity using a secure, out-of-band process. The TrE should be capable of securely authenticating its identity to authorised external entities using standardised protocols. These entities can validate a TrE_ID as being that of a valid, issued, TrE and hence H(e)NB. 

A TrE  may have cryptographic capabilities such as symmetric and asymmetric encryption and decryption, hash-value generation and verification, random number generation, and digital signature creation and verification. A TrE may be able to set up and use secure channels with other parts of the H(e)NB, e.g. the HPM. 

Since a H(e)NB is a network element, third-party evaluation of the sensitive TrE may be requested by an operator. Alternatively, TrEs may be exempt from any such evaluation, at the discretion of the operator. 

Note:
Whether and how the TrE should be evaluated is out of the scope of this TR. A guideline on this may need to be provided in the future. Such a guideline may include recommendations on use of evaluation methodologies accepted widely industry-wide. 
Protective measures that may be applied include support and enforcement of a security policy for the TrE and the ability to convey assertions about the trustworthiness of the TrE to an authorized external verifier. 

Note:
A more advanced TrE could provide additional security functions and algorithms that associate the TrE to the HPM or data the HPM holds. This TrE may also provide isolation of multiple functions inside it, with different software executables, data and possibly hardware functions which may be separated from each other. Additionally, secondary identities for these functions may be embedded, based upon prior authentication with the entity which can verify the TrE through standardised secure protocols. Additional functions are typically provisioned by download after the H(e)NB is deployed.

7.2.3 Device Integrity Check 

**end of changes**
