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The above co-signers propose changes to Network Architecture Alternative 1. A redundant note is deleted. Some notes and sentences are altered for clarification. An addition is made to the Downloading and Provisioning function. In addition to the specific changes described below, the section should be checked to ensure that the correct acronyms “VO” and “N3G-ICP” should be used throughout.

**Start of 1st change**

5.2.2.3.3
MID-Related Services
5.2.2.3.3.1
General

MID-Related Services (MRSs) are concerned with supplying required MIDs to the M2ME. They are further categorized as follows:

· USIM/ISIM Discovery and Registration Services (DRS)

· USIM/ISIM Downloading and Provisioning Services (DPS)


. 
** end of 1st change**
** start of 2nd change**

5.2.2.4.3
U(I)SIM Download and Provisioning Function (DPF)

This is a function for managing the downloading and provisioning of the USIM/ISIM applications and credentials to the M2ME. 

In order to perform the secure provisioning of the USIM/ISIM applications and their parameters to the M2ME, the DPF needs to support the following functions:


· Receive some addressing information for the client from SHO or RO(ICF) to access the client, or alternatively rely on OMA-DM bootstrapping for inducing the M2ME to connect to the DPF
· Receive the authorisation from the SHO or RO (ICF) to provision the M2ME. This could include a security token for communicating with the M2ME.

· Receive from the SHO the USIM/ISIM application and credentials package to be downloaded. Alternatively the DPF could generate this from stored rules and advise the SHO of the credentials that have been downloaded to the M2ME.

· Provision the USIM/ISIM application and credentials to the M2ME. 

· Perform future updates to a USIM/ISIM application or credentials to the M2ME and future provisioning of new applications. 

· Notify the SHO of a successful or unsuccessful provisioning event.  

Note: 
The provisioning of the USIM application to the M2ME, likely involves the existence of
a) a TRE platform key for which the application secrets are sealed
b) A platform credential (by the PVA) certifying the public part of the platform key  

Note:  
If the platform credential by the PVA is stored on the M2ME, and read by OMA-DM only at provisioning time, the SHO cannot produce the encrypted USIM application provisioning blob in advance (prior to OMA-DM provisioning). An alternative is that the respective device platform credentials are managed centrally by the PVA that issued them in the first place, and e.g. accessible on request to the SHO.
In addition to functions required to perform secure provisioning of the USIM/ISIM applications and their parameters to the M2ME, the DPF also supports the following function:

· Authenticate the claimed identity and integrity of the M2ME and/or TRE and decide if USIM/ISIM provisioning is allowed according to relevant SHO security policies
** end of 2nd change**

** start of 3rd change**
5.2.2.6
Network Architecture

This section describes the network architecture that utilizes the Operational Roles defined above. We describe the network architecture by giving examples of steps taken for the M2ME to be remotely provisioned with the correct U(I)SIM application and credentials under the architecture considered.
5.2.2.6.1
Network Interactions for U/ISIM Provisioning  in case of Authenticated Access – Alternative 1. 

The following steps constitute one set of example procedures whereby the downloading and provisioning of U(I)SIM on the M2ME can take place where the M2ME accesses a 3G VO’s network in its initial network access. Thus, the VO provides the air interface to the M2ME in this scenario:
1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 

Note:  In order to be able to perform client authentication for initial attachment to the VO’s network, the M2ME may need to support an algorithm which is shared by all the M2ME’s and the VO. Such an algorithm could be MILENAGE, with customization parameters that are common. It is not possible to use a proprietary algorithm.

2. The VO contacts an RO’s (ICF). Note that in some cases the RO may be co-located with the VO.

3. The RO transfers AVs for the claimed PCID to the VNO.  The VNO uses these to authenticate the PCID/M2ME. 

4. If authentication of the PCID/M2ME by the VO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at RO and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to RO.
5. The M2ME connects to the RO using IP connectivity provided by the VNO’s network. Internally, the RO forwards the PCID from its ICF to its DRF function. 
6. The RO aids the M2ME to find its SHO, or itself finds the correct SHO for the M2ME.

Editor’s note: Exactly how the RO (DRF function) will aid the M2ME to discover the SHO is FFS. 

7. The RO connects to the SHO and registers the M2ME for connection to the SHO’s network.

8. The SHO requests a PVA (or requests the RO to request the PVA) to validate the authenticity and integrity of the M2ME. 

9. The PVA validates the authenticity and integrity of the M2ME.

10. The PVA sends the validation results back to the SHO.

11. The SHO, upon receiving a positive validation, contacts  the RO (DPF function) and authorizes provisioning of the U(I)SIM application to the M2ME.

12. The RO (DPF function) downloads a MID object to the M2ME.

13. The M2ME provisions the downloaded MID into the TRE and reports the success/failure status of the provisioning to the RO (DPF function). 
14. The RO (DPF function) reports the success/failure status of the provisioning back to the SHO.

Note that the steps described in 1. to 14. above must be further assured of appropriate types and levels of security. For example, the steps 10 to 14, involving the downloading and provisioning of the MID, may be secured by use of the OMA DM protocol and the RO (DPF function) (acting as server). In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done by way of using the OCSP protocol and the PVA (acting as a server). 

The above steps are depicted in the following figure. Note that in this figure, the dark-green arrows indicate connections between the operators, service providers, and validation authorities, and black solid arrow indicates the air interface for the initial network access from the M2ME to the VO’s network, and the blue dashed arrows indicate the connections between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network, and the blue dotted arrows indicate the connections between the M2ME and the RO (DRF and DPF functions) and the PVA, over the air interface of the VNO’s network and the IP connectivity provided by the RO (ICF function). 
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Figure X: Network authentication and MID Provisioning in the M2ME, in the case of 3G authenticated access (Alternative 1)
In many real-life situations, there are only two operators physically present to provide access and services for an M2ME. They would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO would also be the VNO that the M2ME initially accesses. 
Further, we can also envision that in some cases the role of the PVA and the DPF may be hosted by the SHO. 

Furthermore, in some cases, the VNO and SHO could be the same physical operator, although they will be logically separate entities until the M2ME has declared the identity of its SHO.

These many alternative sets of network interactions are not shown in the present document.

5.2.2.6.2
Network Interactions for U/ISIM Provisioning in case of Initial Network Access by a N3G-ICP

In this scenario, the M2ME communicates with a N3G-ICP, where the latter may operate WLAN or DSL access and may allow unauthenticated (or non-3G authenticated) access to the RO’s network for registration and provisioning purposes:

The steps are the same as above, except for the following differences:
· The M2ME accesses a N3G-ICP .  The M2ME is either authenticated using a non-3G mechanism (which is out of scope of this document), or given unauthenticated access to a network for registration purposes.

· The RO’s ICF is not needed, as the N3G-ICP provides a direct IP connection to an RO (DRF).

After this stage, and until the M2ME connects to the network using SHO’s U(I)SIM credentials after downloading and provisioning them, all communication between the M2ME and the various network entities is done via the IP connectivity provided by the N3G-ICP.  
5.2.2.6.3
Details for Network Interactions

5.2.2.6.3.1
Initial Attach

The ideal case is that the PCID follows the same format as the IMSI and therefore that the VNO does not have to be M2M-aware.  The “MCC” and “MNC” fields in the IMSI/PCID will indicate to the VNO SHO which entity it should contact to obtain authentication vectors to authenticate the PCID with.

The PCID is created by the CCIF. There are several possibilities in CCIF as an entity in the network architecture:

1. The M2MES is its own CCIF, and creates the PCID. The M2MES then provisions the PCID into the M2ME . 

2. The CCIF is operated by a third-party entity. The CCIF issues the PCID, and then sends it to the M2MES, which then provisions it into the M2ME. 

When a PCID is presented from the M2ME to a VNO, the VNO can contact, on the basis of the MCC and MNC fields in the PCID/IMSI, the DRF for that M2ME and obtain authentication vectors that can be used to authenticate the M2ME prior to it being given temporary network access.  

Editor's Note: The shortage of IMSI numbers could be an open issue to resolve. For instance, PCIDs no longer required by a M2ME could be re-allocated. This is FFS. Furthermore, a group of M2MEs could share the same PCID. We have to consider that the core network will not allow concurrent connectivity to M2MEs with same PCIDs. The measures for M2MEs should be FFS

** end of changes**
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