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================= START OF CHANGE ==================
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
Access Security Management Entity

CP
Control Plane 

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

E-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GUTI
Globally Unique Temporary Identity
KDF
Key Derivation Function
MAC
Medium Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

S-TMSI
S-Temporary Mobile Subscriber Identity

UE
User Equipment

UP
User Plane

================= END OF CHANGE ==================
================= START OF CHANGE ==================
7.2.4
Security mode command procedure and algorithm negotiation

7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)

· 





b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the UE security capabilities of the currently serving network entity

c) UE Security capabilities shall include the supported ciphering and integrity protection algorithms for E-UTRAN, but also for UTRAN/GERAN if supported by the UE. The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.

================= END OF CHANGE ==================
================= START OF CHANGE ==================
Annex A (normative):
Key derivation functions

A.1
KDF interface and input parameter construction

The input parameters and their lengths shall be concatenated into a string S as follows:

1.
The length of each input parameter in octets shall be encoded into two-octet string:

a)
express the number of octets in input parameter Pi as a number k in the range [0, 65535];

b)
Li is then a two-octet representation of the number k, with the most significant bit of the first octet of Li equal to the most significant bit of k, and the least significant bit of the second octet of Li equal to the least significant bit of k.

EXAMPLE:
If Pi contains 258 octets then Li will be the two-octet string 0x01 0x02.

2.
String S shall be constructed from n input parameters as follows:

S = FC || P0 || L0 || P1 || L1 || P2 || L2 || P3 || L3 ||... || Pn || Ln

where:

FC is single octet used to distinguish between different instances of the algorithm,

P0 ... Pn are the n input parameters, and

L0 ... Ln are the two-octet representations of the corresponding input parameters.

3.
The final output, i.e. the derived key is equal to the KDF computed on the string S using the key Key. The present document defines the following KDF:

derived key = HMAC-SHA-256 (Key, S),

as specified in [10] and [11], which has the KDF identity 1.

All key derivations for EPS shall be performed using the key derivation function (KDF) specified in this Annex. This clause specifies the set of input strings, Si, to the KDF (which are input together with the relevant key). For each of the distinct usages of the KDF, the input parameters Si are specified below. 


NOTE:
The value 0x01 for parameter FC is used by TS 33.220 [8], so the numbering starts at 0x02 in the present document to ensure that no input collisions will accidentally occur.

================= END OF CHANGE ==================
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