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Overview of our comments:

The following comment contribution proposes device certificate-based authentication as an alternative solution which not only mitigates the threat “Inserting a valid authentication token into a manipulated H(e)NB” but is also beneficial for a number of reasons. Certificate-based authentication allows for true device authentication and obsoletes the combined authentication which was suggested in the original contribution,
Thus we ask SA3 to agree as working assumption that authentication using device certificates only is the preferred solution.
Detailed comments can be found below inserted in the text.
Abstract of the contribution:
This contribution propose to modify chapter “7.1 Security mechanisms for HNB” of H(e)NB security TR.

1 Introduction

The threat lead by H(e)NB with removable authentication credentials has been discussed by SA3 group and recorded in current HNB security TR. This contribution is to discuss further how to mitigation the attack. We propose a possible solution to this.
2 Background
2.1 Threat Description7
In TR of H(e)NB Security, the third common threats to H(e)NB is list as following:

3) Inserting a valid authentication token into a manipulated H(e)NB.

Prerequisites: H(e)NB authenticates to the network with a removable token (e.g. a UICC) or an embedded UICC or TPM that can be physically removed (i.e. case 3 and 4). 

Description: User inserts/installs valid authentication token into a fake H(e)NB.

Impact: A device (manipulated H(e)NB) with some other functionality (re-flashed H(e)NB, or an H(e)NB from another, incompatible manufacturer), can identify itself to the operator using a valid credential, and proceed with any kind of security violation. The consequences on the unknowing user are due to manipulations of the H(e)NB.

Threats to assets: 

1) Threats to H(e)NB: Introduce malicious configuration changes
2) Threats to user: eavesdropping, impersonation of legitimate user due to H(e)NB manipulation.

3) Threats to operator: Attacks to the infrastructure (radio, core), misuse of user channels, changed signalling. 

Mitigation: A non-removable authentication token is helpful to mitigate the risk. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner could only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just only at the H(e)NB.

2.2 Necessity and possibility of introducing a removable UICC

H(e)NB is an entity of PLMN network as well as a user equipment of H(e)NB owner. H(e)NB identity represents not only equipment identity but also H(e)NB subscriber identity,.It is necessary to take H(e)NB owner subscription management into account.
While the theat exist indeed if removable token is adopted. It may be possible that introducing device authentication or binding removable token to certain H(e)NB in order to mitigate the risk, which may need a combination of a removable token and an onboard token. We try to introduce some method to perform this. 

3 Possible Implementation
The main point of the method is that operator does not only verify the xSIM card but also the binding relationship of the H(e)NB equipment with the card inserted.
The authentication system comprises the following entities:
H(e)NB, the equipment of home node B with a removable card inserted in. Every equipment has a unique EI(Equipment Identity)represent itself. The H(e)NB_EI is assign by manufacturer.
SeGW, Security Gateway, representing operator’s core network to perform mutual authentication with H(e)NB.
HLR/AAA server, Home Location Register for H(e)NB, including Authentication Center . Also, HLR stores the records of H(e)NB IDs corresponding every xSIM card. AAA server performs binding authentication based on the records
SeGW forwards the EI of H(e)NB received from this H(e)NB itself to to HLR/AAA server. HLR/AAA server compare it with the record.If they’re the same, then it can be ascertained that the H(e)NB is the egitimate equipment binding  to the xSIM card.  
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Figure 1 Binding Authentication
(1) HNB sends request, including IMSI and H(e)NB_EI, to the SeGW to originate the binding authentication process ;

(2) The SeGW forwards the IMSI and H(e)NB_EI to the HLR to request the binding record .
(3) After receiving the IMSI, HLR researches the H(e)NB_IE corresponding the IMSI. 
(4) HLR verifies the H(e)NB_EI from SeGW. If it is the same with the registered record, binding authentication process succeeds, It can be judged that the IMSI is inserted in the legitimate equipment. The HLR/AAA responds to SeGW the binding Auth result.

(5) SeGW responds to H(e)NB the binding Auth result .
This method depends on H (e) NB_EI sent by the entity is true, not forged.
There are two ways to achieve the prerequisite.
1, H(e)NB_EI is treated as onboard token secret. It is stored in H(e)NB a secure domain i.e. from which outsider cannot retrieve it.
Meanwhile, it is transport in cryptograph encrypted by a key (e.g, CK derived from AKA algorithms or Ki stored in xSIM.)
In this way ,the original attack ,which can be achieved easily only by removing the card becomes more difficult. The attacker must implement physical damage.

2, SeGW performs device authentication to verify the H(e)NB_ID before binding authentication.
If a combinations of the a xSIM card with an onboard certificate is used. The binding process would be as following:

(1) Each H(e)NB preset a shared secret during production. The H(e)NB_ID——>shared secret list are  configured in SeGW or other core network equipment.

The SeGW perform pre-shared mode IKE agreement  with H(e)NB to verify the said H(e)NB_ID is true.
(2) Each H (e) NB is configured a digital certificate. 

The SeGW perform certificate mode IKE agreement with H(e)NB to verify the said H(e)NB_ID is true.

Equipment certificate or the pre-shared key can be pre-configured by H(e)NB equipment manufacturers.
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Figure 2 Device and Binding Authentication 
In step 2, CP is sent from SeGW to H(e)NB for requesting version information (version payload has been defined in IKEv2 protocol).

In step 3, H(e)NB_EI is carried in version payload. A token is carried in vendor payload or in version payload. Token is calculated by a secret(private key or shared key) and NONCEi and NONCEr.

In step 3a, SeGW verify token.

In step 5, AAA get binding of IMSI and H(E)NB_EI;

In step 11, SG sends H(E)NB_EI and IMSI to AAA for verifying binding.

3 Conclusion
To mitigate the threat, combination of a removable token and an onboard token is an approach. Maybe further study and discussion is needed. The method showed above is an option. 
Comment
The threat can also be mitigated without the need for a combination of a removable and an onboard token by using device authentication based on certificates. This authentication solution is described and analyzed in the p-CR submitted by NSN as document S3-080795 for SA#52. This p-CR contains a comparison between device certificate-based and EAP-AKA-based authentication for H(e)NB.

Description of solution

The H(e)NB uses a built-in device certificate for authentication to the SeGW. The certificate-based device authentication solution incorporates both H(e)NB device validation and authentication of the H(e)NB contracting party (in former terminology called H(e)NB owner) while relying on a single identity.
In order to enforce per-device access control, the verified device identity is looked up in a white list maintained by the H(e)NB device identity server. Such server can be a stand-alone element, or this functionality can be integrated in the security gateway. The white list is a positive list which collects the device identities of those H(e)NB devices that are allowed by the operator to be connected to the core network due to valid contracts.
It is recommended to store the private key of the device certificate in a trusted environment on the H(e)NB.

Advantages of certificate-based device authentication

Besides mitigating the threat discussed in the above contribution, additional benefits can be achieved by the device certificate authentication solution:

A) Impact on overall system security

1. Protection of authentication credential

Comparing the two options of authentication credential storage i.e. authentication credentials stored in secure HW within the platform and for UICC-based solutions it can be concluded that the probability for removal and/or mis-use of the authentication credential environment (UICC or auth credential in secure HW) is significantly higher for the UICC-based solution despite the possible existance of countermeasures locking the UICC to the secure HW.
2. (D)DoS attacks

Any host can initiate a negotiation with the SeGW, but since the attacker should not have a valid certificate, this will end up in a (D)DoS attack. This may affect the SeGW and the H(e)NB subscription server, but not the rest of the core network functions. (D)DoS attacks will therefore have no effect on the rest of the operator’s network.
Additionally, if the SeGW checks the device certificate for validity against the root certificate, then any request from a device not possessing a valid certificate and private key will be refused by the SeGW itself, and is not forwarded to the H(e)NB subscription server. Thus the attack can be kept local to one SeGW without affecting the H(e)NB device identity server and the other SeGWs. Only devices with valid certificates and private keys may launch attacks reaching to the H(e)NB device identity server.

3. Security of session keys

If a secure environment inside the H(e)NB is available for storing the private key, it can also be used for the implementation of a secure storage of the session keys. But even without a secure environment, the physical interfaces may be easily designed to complicate reading of the data on the wire (ball-grid array chips plus multi-layer boards).

B) Impact on existing infrastructures

1. Need for additional functionality in the network

The combined solution as proposed by Huawei needs additional entries in the HSS/HLR for each H(e)NB. Also new user profiles have to be defined to prevent the mis-use of H(e)NB USIMs for ordinary mobile or application access. Also additional load on HSS/HLR is expected, in particular after e.g. a power failure, when all H(e)NBs try to re-connect. This even can affect the authentication of ordinary subscribers, which is clearly not wanted.
A separate database, the H(e)NB device identity server, holding the device identity information of the H(e)NBs is required for the certificate-based only authentication.
The H(e)NB device certificate transmitted in the IKEv2 run is verified in the SeGW with the corresponding public key(s). Only if the verified device identity is contained in the database, the HeNB is authorized to access the Core Network. All additional functionality may be contained in the access network to restrict impact on core network.

2. Impact on existing signalling and on HSS/HLR

Existing signalling is not impacted by an authentication based on device certificates only, as the identity of the H(e)NB device is looked up in the device identity server database which processes the request by itself. Processing the H(e)NB certificate verification including the retrieval of H(e)NB device identity data does not affect the HSS/HLR.

C) Impact on Femto-specific infrastructures

1. Impact on H(e)NB manufacturing

The manufacturing process entails the handling of sensitive confidential key material which requires trust of the operator in the manufacturer for the provisioning of the certificates. With the trusted environment, the H(e)NB vendor faces additional costs of the chip and of the accompanying software.
Such effort is necessary for the combined solution proposed by Huawei and also the device-certificate only solution. Thus here is no advantage of the combined solution.
2. Impact on H(e)NB distribution and (initial) configuration
If the certificate, trusted by the operator, is pre-installed in the H(e)NB, initial configuration can be accomplished automatically on the first connection of the device to the user’s network (zero touch configuration). Requiring trust from the operator to the vendor is natural, as the operator is accepting the network element by that particular vendor into the own private network. The necessity to establish the initial trust automatically guarantees that only devices from approved vendors are granted access.
A certificate for device identity is necessary to be provided by the vendor for the combined solution proposed by Huawei and also the device-certificate only solution. Advantage of the device-certificate only based solution is that no additional provisioning of a UICC must take place.
3. Compromise of credential

The compromise of a vendor root certificate necessitates removing all devices that use the compromised certificate from the white list. Therefore, the vendors need to inform the operators about the compromise, which necessitates a process to notify the affected operators about the compromise in a standardized way.
This is similar for both solutions.

4. Re-assignment of credential (private sale of device, change of operator)
If a user changes the operator, the white lists managed by the H(e)NB device identity servers of old and new operator need to be updated.

With the combined solution as proposed by Huawei, two different credentials have to be transferred or renewed. This is a disadvantage for the combined solution.

Conclusion

Certificate-based authentication is a self-contained additional authorization subsystem within the 3GPP architecture, relying on approved universal and flexible security mechanisms. Although there is no need for a PKI at the operator, some structural effort for the handling of the certificates is required. Certificate-based authentication allows for true device authentication without the need for additional measures. Using a device certificate-based authentication solution in particular obsoletes a combined authentication, which would involve higher costs, structural complexity and operational efforts for multiple authentication infrastructures. Besides, the security of the certificate-based solution does not depend on a locking mechanism between the authentication credential and the device as with USIM application-based credentials, but includes an inherent strong cryptographic binding between the device and the authentication credential.
3GPP
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