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Introduction

At SA3#51, SA3 has sent an LS (S3-080502) on AS and NAS message protection which requested to list in RAN2 and CT1 specifications the messages that are allowed to be sent without integrity and/or confidentiality protection. CT1 has progressed the work (see incoming LS C1-081869), but the work in RAN2 has not progressed since SA3#51, due to lack of time in RAN2#62 control plane session. It is even unsure if RAN2 is willing to have an exception list (in TS 36.331 or other spec), as discussed in RAN2#62 ([1]). 

In order to accelerate the discussions (the next RAN2 meeting is the week after SA3#52) this document discusses a list of unprotected RRC messages and contains a proposal to include a list to TS 33.401 as fallback solution. But before going to the detailed message discussion, we highlight in section 2.1 the importance of an exception list.
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Discussion on RRC message protection

2.1
Issues in LTE security

In LTE (access stratum level), the security is to great extent dependent on UE and eNB implementations. This brings some issues, which are related to the list of the messages, and are therefore discussed below more in detail.

2.1.1
RAN2 decision on messages before activation of security

In RAN2 has decided that almost any message can be sent to the UE before the SMC (SecurityModeCommand) message, based on the analysis and proposals made in [2] RAN2#61, which were agreed ([3], [4]). Only in cases of handover and establishment of DRBs ([User] Data Radio Bearers) the security needs to be activated first. Also the condition for re-establishment is that the security was activated before the connection was lost.

So it may need to be ensured in TS 33.401 that the cases when AS SMC (following a decision of the MME not to sent the NAS SMC) will not be sent (cfr TS 33.102 e.g. emergency calls without USIM) are properly listed, but this issue seems independent from the inclusion of the AS messages exception list (the list of messages which are never protected). Such cases would be known by the UE and shall be supervised by the UE (Cfr TS 33.102 for the UTRAN case).

2.1.2
UE behaviour in case of missing initial security activation

Even though some of the procedures can be performed only after the activation of security, the current TS 36.331 [5] does not define, how a UE should behave if the rules are not followed. In general, the UE behaviour is not defined for erroneous network behaviour. However, in this case there is a potential security threat if the network sends deliberately messages without required initial security activation:

For example, assume that a rogue eNB sends an RRCConnectionReconfiguration message, to establish DRBs, without sending a prior SMC message to the UE. 

· Section 5.3.1.1[5] (RRC Connection Control) specifies that E-UTRAN does not establish DRBs before activation of security

· Section 5.3.1.2 [5] (Security) specifies the actual security mechanisms from RRC point of view

· Section 5.3.4.3 [5] (Reception of the SecurityModeCommand by the UE) does not cover the case, where the expected SMC message is not received

· Section 5.3.5 [5] (RRC connection reconfiguration) specifies only, in 5.3.5.2, that establishment of other RBs (including DRBs) is possible for E-UTRAN only when AS-security has been activated.

· Section 5.3.9.3 [5] (DRB addition/ modification) no security check is performed.}}}
Because the RRC specification doesn’t specify how to handle UE behaviour for the example described above, the response is up to UE implementation. The UE may, e.g., reject the RRCConnectionReconfiguration message, or enter RRC_IDLE. One allowed implementation is that the UE accepts the command, and establishes the DRBs according to the RRCConnectionReconfiguration sent by the rogue eNB.

2.2
Messages in 36.331

Below is the list of messages as in the latest 36.331, section 6.2.2 [5]. 


DLInformationTransfer

HandoverFromEUTRAPreparationRequest (CDMA2000)

MasterInformationBlock

MeasurementReport

MobilityFromEUTRACommand

Paging


RRCConnectionReconfiguration

RRCConnectionReconfigurationComplete

RRCConnectionReconfigurationFailure

RRCConnectionReestablishment


RRCConnectionReestablishmentComplete

RRCConnectionReestablishmentReject

RRCConnectionReestablishmentRequest

RRCConnectionReject


RRCConnectionRelease


RRCConnectionRequest


RRCConnectionSetup


RRCConnectionSetupComplete


RRCStatus



SecurityModeCommand


SecurityModeComplete


SecurityModeFailure


SystemInformation


SystemInformationBlockType1


UECapabilityEnquiry


UECapabilityInformation


ULHandoverPreparationTransfer (CDMA2000)


ULInformationTransfer
In UTRAN, the RAN level integrity protection (and verification) is performed on RRC, while in E-UTRAN it is on PDCP layer. As consequence, similar procedural description as in UTRAN RRC specification (section 8.5.10) is not feasible in E-UTRAN RRC specification. In E-UTRAN RRC specification, the operations related to the security are documented in context of relevant procedures. Hence, the messages need to be summarised separately. 

Possible reasons for not protecting RRC messages had been listed in S3-080502:

-
because the message needs to be sent before the SMC activation.

-
because the message is of broadcast type.

-
because too much complexity would be involved

Under the first bullet point, these are the messages needed in the establishment of SRB1. In addition to the establishment of SRB1, also several NAS messages need to be exchanged before the security can be activated on AS level. These are sent in UL and DLInformationTransfer RRC messages.

As a “sub-case” of this bullet point: the messages for re-establishing the connection, except for the RRCConnectionReestablishmentComplete, which is sent after the security has been re-activated. In addition to these, also the message for rejection of re-establishment has to be sent as unprotected (the reason for rejection may be that the security context is lost in the network, hence protection is not feasible). 

The second bullet point mentions broadcast messages. For sake of unambiguity, the Paging message should be mentioned separately.

In addition to the list in S3-080502, also the message to indicate the unsuccessful security activation has to be unprotected. 

All exceptions seen are listed in next clause.
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Proposed exception list

Based on latest information on TS 36.331, the following list is proposed:  

	Reason for excluding protection
	AS Message
	Restrictions

	Broadcast and paging messages
	Paging
	

	
	SystemInformation
	

	
	MasterInformationBlock
	

	
	SystemInformationBlockType1
	

	NAS messages, SRB1 establishment, release or reconfiguration, before activation of security
	DLInformationTransfer
	See Note 1

	
	ULInformationTransfer
	See Note 1

	
	
	

	
	RRCConnectionReject
	

	
	RRCConnectionRelease
	See Note 1 (For releasing SRB1 only)

	
	RRCConnectionRequest
	

	
	RRCConnectionSetup
	

	
	RRCConnectionSetupComplete
	

	
	
	

	
	
	

	
	
	

	Reestablishment: messages before security restored, or reestablishment rejection
	RRCConnection Reestablishment
	

	
	RRCConnection ReestablishmentRequest
	

	
	RRCConnection ReestablishmentReject
	

	Failure in security mode command procedure
	SecurityModeFailure
	


Table X-1; AS messages which are allowed to be sent unprotected
Note 1: These messages are sent as protected after activation of security.
	
	HandoverFromEUTRAPreparation Request
	

	
	MeasurementReport
	

	
	MobilityFromEUTRACommand
	

	
	RRCConnectionReconfiguration
	

	
	RRCConnectionReconfiguration Complete
	

	
	RRCConnectionReconfiguration Failure
	

	
	RRCStatus
	

	
	UECapabilityEnquiry
	

	
	UECapabilityInformation
	

	
	ULHandoverPreparationTransfer
	

	
	RRCConnectionReestablishment Complete
	


Table X-2; List of AS messages, which are sent as protected after activation of security (see also Note 1 in table X-1).  
According to current RAN2 decisions and 36.331, there are no restrictions for sending the messages before the activation of security (except for that RRCConnectionReconfiguration for establishing data radio bearers or SRB2, or for handover, and RRCConnectionReestablishment cannot be sent as unprotected). However, due to security reasons, justification is needed also for these messages before allowing them to be sent unprotected (i.e. before allowing them to be sent prior to activation of security).

All other messages shall be integrity and confidentiality protected, except for SecurityModeCommand and SecurityModeComplete, which are only integrity protected.
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Proposal

It is proposed to approve the CR S3-080790 (fitting the proposed list in section 3) conditionally. In case the RAN2 LS response would indicate that they have decided and performed the inclusion of the exception list in TS 36.331 then the proposed CR on TS 33.401 to this meeting (S3-080790) can be withdrawn for SA-Plenary presentation in September. It is proposed that SA3 sends an LS to inform RAN2 that

a) it is essential that an exception list with proper justifications and restrictions is documented:

b) SA3 have conditionally agreed a CR to TS 33.401.

c) RRC messages, which are on the list X-2 can be sent unprotected (i.e., before activation of security) only in justified cases; Justification has to be worked out further.

d) UE behavior has to be specified for reception of RRC messages that shall be protected by E-UTRAN and shall only be sent after SMC setup (if SMC shall be sent), but are received before activation of initial security (otherwise, the behavior is dependent on UE implementation, leading to possible security risks)
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