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Background

According to TS 23.402 v.8.2.0 an optional network element named Access Network Discovery and Selection Function (ANDSF) may be implemented in the EPS architecture. A description of ANDSF can be found in TS 23.402 v.8.2.0, Clause 4.8 (Network Discovery and Selection) and Clause 8.5 (Handover with Access Network Discovery and Selection). 

Basically, if implemented, ANDSF is able to influence the UE during handover between 3GPP Access and Trusted / Untrusted Non-3GPP IP Access, by providing it with appropriate network discovery and selection information and policies (e.g. on Inter-system mobility policy, on Access network discovery and selection). For instance, ANDSF might be used to prevent the UE from handing over towards a specific network access or to induce the UE to select a specific network access instead of another. 
Discussion 

During SA2#65 meeting (Prague 12-16 May 2008) the attached CR TD S2-084333 (against TS 23.402) on ANDSF - Removal of editor’s note about privacy was approved. According to its cover page, the editor’s note in subject was removed as potential security issues relating to UE /ANDSF communication will be handled by SA3 and hence TS 33.402 is affected. 

In addition to the privacy issues, possible malicious usages of ANDSF should also be investigated within 3GPP SA3 and counteracted, if seen appropriate. For instance, it would be important to evaluate if and how a certain UE could be maliciously “diverted” towards a malicious ANDSF (to induce it to a wrong behaviour) and, if applicable, how this scenario may be counteracted. For the sake of clarity, a list of potential troubles that might arise in case the UE is in touch with a malicious ANDSF is provided hereafter: 
· The UE might be induced to connect to non-3GPP accesses that are either not authorized or not preferred by the home operator. In the former case the UE would experience lower performance (e.g. higher battery consumption, higher handover latency) and potential denial of service, since any attempt to connect to the non-3GPP accesses suggested by the malicious ANDSF would fail. In the latter case, the UE would end up connecting to non-3GPP accesses classified by the home operator as lower priority choices, with a potential impact on the home operator’s revenues (e.g. the UE might be induced to select a non-3GPP access provided by a third party operator even in presence of non-3GPP accesses owned by the home operator). An attacker owning a non-3GPP access network may use a malicious ANDSF to re-direct traffic to his own network to increase his revenue.

· By properly adjusting the validity of the inter-system policies, the UE might be induced to contact the ANDSF more frequently than necessary, thus generating a higher signalling overhead on the radio interface. The advantage for an attacker is not clear, but maliciously or sloppily designed policies could harm the network operator. 
· If instructed with fake inter-system policies and/or access network discovery and selection information, the UE might frequently attempt to handover from 3GPP to non-3GPP accesses, and vice versa, with a potential network overload due to an unexpected number of inter-system mobility events. The advantage for an attacker is not clear, but maliciously or sloppily designed policies could harm the network operator.
Proposal 

It is proposed to address potential security issues related to UE/ANDSF communication within TS 33.402. A possible way forward is suggested in the companion CR TD S3-080642. It is a prerequisite of any security solution to conduct a proper threat analysis.
If a solution to secure UE/ANDSF communication cannot be specified by 3GPP SA3 within the Rel-8 timeframe, it is proposed to send a LS to 3GPP SA2 proposing to postpone ANDSF to Rel-9, as a way to keep the alignment between TS 23.402 and TS 33.402 and avoid security issues related to possible ANDSF misusages.
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