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1. Introduction
This document adds another threat to Home (e)NodeB threat analysis. It’s for discussion and decision for inclusion in the TR. Please find the related Pseudo CR in S3-080 798.
2. Detailed description

A H(e)NB must be seen as a sensitive network element connected via an unsecure link and operated in an unsecure location. For example it is possible to interrupt the supply of electricity, to interrupt the link to operator’s core network, or to increase the temperature. The radio interface between H(e)NB and mobile terminals must be secured at a level that is equivalent to macro cells. Beyond this it must not be possible to circumvent these implemented security means by performing said environmental attacks. It must not be possible to decrease the level of security or user’s privacy in a H(e)NB below the level of a macro cell by e.g. rebooting the H(e)NB, increasing the temperature, interrupting the communication link, or lower the voltage of the power supply.   
3. Threat
Environmental attacks against H(e)NB
Prerequisites: The attacker is able to change environmental influences like power supply, temperature or communication link of a H(e)NB.
Description: H(e)NB security mechanism may be circumvented or security lowered
Probability: Probable
Impact: harmful
Threats to assets:

1) H(e)NB: Environmental attacks may introduce some degradation of H(e)NB lifetime
2) Users: Confidentiality and privacy issues
3) Operator network: Integrity and confidentiality issues
Mitigation: Environmental attacks robust Implementation; monitoring of power supply, temperature, data connection
Requirement: Environmental attacks robust Implementation
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