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Abstract
SA3#51 sent an LS to SA2 in S3-080496 asking certain questions relating to the exchange of parameters on UE and network properties during authentication for non-3GPP access to EPC. The reply from SA2 can be found in S2-083547 = S3-080xxx. This paper discusses the conclusions to be drawn from this reply LS. The main conclusions are: 

· a CR to TS 33.402 is needed to cover stage 2 aspects of the parameter exchange during access authentication. A draft CR is provided in the companion contribution S3-080756.
· related stage 3 work in TS 24.302 is expected to be needed by CT1. 

· IETF work on extensions to EAP-AKA to carry the necessary information may be beneficial through providing greater flexibility compared to configuration-based solutions and reducing error cases. If this IETF work is completed within the Release 8 timeframe it should be taken into account in TS 33.402 and TS 24.302. The impact on TS 33.402 is expected to be relatively small. If not, Release 8 can be completed without incorporating the IETF extensions. These would then be targeted for Release 9. 

Introduction 

EPS procedures for accessing the Evolved Packet Core (EPC) via non-3GPP access network defined for stage 2 in TS 23.402 (architecture) and TS 33.402 (security) allow a number of variants. These include:

 - different procedures for trusted and untrusted access; 

 - different procedures for different mobility modes (PMIP, DSMIPv6, MIPv4, IP address preservation or not).

Furthermore, both UE and network entities may support UMTS procedures defined for 3G-WLAN interworking in TS 23.234 and TS 33.234 for certain types of access networks, including WLAN. EPS and UMTS architecture and procedures are different. One of these differences lies in the access authentication procedure based on EAP-AKA, cf. TS 33.402 clause 6.2 and TS 33.234 clause 6.1.1.1. 
Therefore, a UE supporting EPS and attaching to a non-3GPP network has to take certain decisions during the attachment procedure:
a) initiate EPS (authentication) procedures or UMTS (authentication) procedures; 
b) in case of EPS, initiate procedures for trusted or untrusted access;

c) in case of EPS or UMTS (cf. Rel-8 work on I-WLAN mobility), initiate host based mobility procedures, if applicable.

d) in case of UMTS, initiate procedures for Direct IP access (similar to trusted EPS access) or 3GPP access (similar to untrusted EPS access);
In this paper, we focus on EPS and do not discuss UMTS-related aspects. 
A network entity, in particular the 3GPP AAA server, faces the corresponding choices. In EPS, according to TS 23.402, the network selects the mobility mode. But the UE then must have a way to know the mobility mode selected by the network.
TS 23.402 does not explicitly state who, UE or network, takes the decision for a), b) and c). But it should be taken into account that the choice of the procedures will, in general, not only depend on the procedures supported by the UE and the network, but also on the service requested. The latter cannot be known by the network at the time of attachment, while the UE properties may or may not be known. But, even if the UE takes the decision for a), b), and c), the network entities need to have sufficient information to be able to determine which procedure is to be run, and they also need to have the possibility to disallow a certain choice made by the UE.
3GPP SA3 identified the above problems at their meeting #51 in April 2008 and sent an LS to SA2. The reply from SA2 is discussed in the next section. 
Conclusions from SA2’s reply LS: 

The reply LS from 3GPP SA2 to SA3 can be found in S2-084415 = S3-080652.

The relevant questions from SA3 are repeated below for the convenience of the reader. The numbering of the questions below is as in the LS. We comment on the replies in the following.
3) How does the UE know which non-3GPP access network offers access to EPC and which to UMTS core? 
and 

6) In case the EPC offers also legacy services, how does an EPC entity decide whether to handle a UE request according to EPS procedures or legacy procedures?
The reply to question 3) refers only to the distinction between trusted and untrusted access to EPS, and not to the distinction between EPS and UMTS. It is not clear from the reply how a UE could find out that the non-3GPP access network is connected to a 3GPP network supporting only UMTS procedures or only EPC procedures. This is relevant for the UE in particular because the authentication procedures for the two cases differ. 
The reply to question 6) states “SA2 assumes that the network can distinguish based on an indication from the UE whether the UE wants to connect to I-WLAN or EPS services.” So, the 3GPP AAA server similarly needs to know whether to run UMTS or EPC authentication procedures. But it is left open how this indication is provided.
We see three, not mutually exclusive, possible solutions to the problems raised in questions 3 and 6. As solutions may co-exist, rules need to be established, information from which solution takes precedence. These solutions are presented in ascending order of complexity. 

· a configuration-based solution: the UE or network entities may be configured to use only UMTS or only EPS procedures, possibly taking into account information on the access network. (Example: eHRPD networks provide only access to EPC, not the UMTS core); 
· transport of information about the UE’s capabilities in the NAI used in EAP identity responses. Cf. TS 23.003, in particular the CR C4-081323, where NAIs with the labels “wlan” and “epc” respectively have been defined. A new label “epcwlan” could also be added indicating that the UE supports both, UMTS and EPC authentication procedures.
· transport of information about the UE’s and the 3GPP AAA server’s capabilities in extensions to EAP-AKA. The latter would have to be defined in the IETF. 
A CR is proposed in S3-080756 where corresponding text is added to resolve an editor’s note there. The details are assumed to be dealt with in TS 24.302. 

2) How does the UE decide whether to attach via non-3GPP access to EPC or UMTS core?

SA2 replied “Access authentication according to I-WLAN (to UMTS core) will, if successful, only provide access to “WLAN Direct IP Access … A rel-8 UE requesting direct access to a Packet Data Network (via PDN GW) should therefore always try to use EPC procedures in a trusted non-3GPP IP access.”  But this reply raises the follow-on question: “How does the UE know whether it should request direct access to a Packet Data Network.”? 
It may be the case that the UE’s needs (e.g. based on the requested service) could be satisfied by both, EPS or UMTS (I-WLAN). If the core network supports both types of procedures (cf. question 3) then the UE needs a criterion to select between the two. In the absence of such a criterion, a default behaviour should be specified. This question is relevant for SA3 as it relates to the selection of the authentication procedure. It is, however, not considered a task for SA3, but rather for SA2 and CT1, to define a corresponding mechanism. It is therefore proposed to point SA2 and CT1 to this open issue.
1) How does the UE know whether the non-3GPP access network is trusted or untrusted?

The reply LS from SA2 points to the CR S2-084128 to TS 23.402 agreed at SA2#65. This CR states that the UE either operates on the basis of pre-configured policy in the UE or “If the non-3GPP access supports 3GPP-based access authentication, the UE discovers the trust relationship during the 3GPP-based access authentication”. 
Based on this reply, we see three possibilities, not mutually exclusive, for the UE to find out whether the access network is trusted. As solutions may co-exist, rules need to be established, information from which solution takes precedence. 

· by configuration. The configuration may be by access type or access network. With many small networks or in a dynamic environment, this approach may become infeasible.
· by trial and error. This approach may be combined with the former.
· by carrying the information “trusted” / “untrusted” in an extension to an EAP message. This alternative would require work at the IETF. 
It is our understanding that the stage 3 details of the appropriate alternatives fall within the remit of CT1. We would also like to note that it is not clear to us how the UE knows that the non-3GPP access supports 3GPP-based access authentication. 
4) How does the UE know which mobility procedure to run over non-3GPP access?

The reply LS from SA2 points to TS 23.402, clause 4.1.3, where the IP Mobility Management Selection is specified. The network selects the mobility mode based on information from the UE if available. If no information is available from the UE, PMIP is selected.
Please note that questions 3 and 4 are not completely independent as MIPv4 is possible only over trusted access.

We would like to add that the means by which the UE sends this information is addressed in the CR C1-082019 to TS 24.302 agreed at the last 3GPP CT1 meeting. This CR states that, during network access authentication, the UE may provide an explicit indication about the supported mobility protocol by using a yet-to-be-defined attribute in the EAP-Response/AKA-Identity message payload. This would require work at the IETF or, possibly, by 3GPP.We propose to point out to CT1 that an EAP /AKA-Identity exchange is optional and that another possibility would be to carry the mobility mode-related information in the EAP-Response/AKA-Challenge message, which is mandatory. This latter possibility would avoid an extra roundtrip in case the EAP /AKA-Identity exchange was not performed for other reasons anyhow. However, it is our understanding that this question falls within the remit of CT1, and we do therefore not express any preference here. This would require work at the IETF or, possibly, by 3GPP.
5) How are legacy UEs served in case an operator decides to migrate his core network to EPC?

The reply confirms that an operator may deploy both EPC and non-EPC networks such as I-WLAN and refers back to the discussion on questions 2 and 3 above. We do not see any additional issues here.
Additional open issue – definition and transport of access network identity
The EPS-specific authentication protocol requires a key derivation step involving the access network identity. The precise definition of the access network identity is access network-specific and may be decided by the SDO responsible for the non-3GPP access network. 
· However, the access network identity needs to be specified in 3GPP specifications as it needs to be known to the UE, the 3GPP AAA server and the HSS for the purpose of key derivation.
· Furthermore, the access network identity, which is assumed to be available in the access network, needs to be conveyed to the UE across the access network and to the 3GPP AAA server across the STa interface.

We see two, not mutually exclusive, ways to achieve this. As solutions may co-exist, rules need to be established, information from which solution takes precedence.  

· by link layer means. However, not all link layers may be able to do this, depending on the desired granularity of the access network identity. 
· sending the access network identity inside EAP request / AKA-challenge. This would require work in the IETF. 

Cf. also the proposed CR in S3-080756. 
Considerations on 3GPP release planning and dependency on IETF work
The possible solutions for the above issues included solutions, which would require work at the IETF, in particular extensions to EAP-AKA. It is our understanding, after talking to relevant IETF people, that there is a good chance that these extensions could be completed within the Rel-8 timeframe. If the effort in the IETF succeeds then this solution should be adopted as it provides the highest degree of flexibility and possibly also a better performance by avoiding additional roundtrips through failure cases. 
However, there should be a fallback position, just in case the IETF work cannot be completed within the Rel-8 timeframe (currently Dec 2008). This fallback position consists in adopting for Rel-8 the solution alternatives mentioned in the previous section, which do not depend on IETF work, and add the IETF solutions in Rel-9.
It is considered feasible for Rel-8 to accept this fallback position in particular because the non-3GPP access networks decided by the SA plenary to be most relevant for Rel-8, namely non-3GPP cellular networks (i.e. cdma networks) are largely unaffected by the above questions. 

· cdma access networks connect only to the EPC, not to UMTS core networks; 

· cdma access networks may be considered trusted in practical deployments;

· cdma access networks are likely to always use PMIP;
· cdma access networks will be able to carry a suitably defined access network identifier at the link layer.

Conclusions

Approve companion CR to 33.402

send LS to CT1 CT4 SA2 attaching the above paper. (draft LS to be produced)






















































