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1. Introduction
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Figure  1 . Problem with the same  mapped context  

During SA3#51 a problem of context synchronization was found when cached security context is used. This contribution addresses the context freshness for mobility from E-UTRAN to UTRAN/GERAN. See also the overview problem description contribution (S3-080665).
Figure 1 describes the problem, which is also described in the editor’s note in the TS 33.401 v1.1.0:
Editor's Note: The following problems needs to be addressed at inter RAT handover:

1. There must be a way to derive the K_eNB in the UE and in the MME before the handover request message is sent from the MME to the eNB. This can be solved by using setting NAS COUNT to zero in case the mapped EPS security context always provides a fresh K_ASME.

2. When a cached EPS security context exists, and the UE moves from E-UTRAN to UTRAN, the CK/IK derived in UTRAN will always be the same as long as the K_ASME is the same (this is a problem for UTRAN). This, in turn results in that when the UE moves back into E-UTRAN the same mapped K_ASME would be used with a NAS COUNT of zero and hence the K_eNB as well as the NAS keys will be the same again (this is a problem for E-UTRAN).

3. Key separation between different target eNBs when doing handover from UTRAN/GERAN to E-UTRAN is solved by using a cached EPS security context or by running an AKA in E-UTRAN as soon as possible after the handover and needs no further consideration.

2. Context freshness with LTE cached context during intersystem mobility from LTE to UTRAN/GERAN
As the editor’s note points out the problem is that when the cached security context is used in E-UTRAN the same mapped context from the same KASME is created and provided to the target system (GERAN or UTRAN), which results as a key stream re-use in the target system. To solve this problem the mapped security context should be made fresh.
In E-UTRAN the KeNB is made fresh by using the current NAS uplink COUNT value as the key derivation parameter. Since the NAS uplink COUNT is continuous during the lifetime of the KASME, it is ensured that the resulting KeNB is also fresh and unique. The similar mechanism can be used to freshen the mapped security context that is transferred from E-UTRAN to UTRAN. However, the NAS downlink COUNT value suits better for this purpose as it is used for NAS-token derivation as well. (“NAS downlink ==> away from E-UTRAN, NAS uplink ==> towards E-UTRAN”)
Both idle and active mode mobility needs to be considered. For idle mode mobility it is the UE that sends the first message to the network. This message is the RAU Request towards the SGSN and includes the NAS-token. On active mode mobility the E-UTRAN sends a Handover Command message to the UE. This message includes the needed radio level information for connecting to the UTRAN/GERAN network.
2.1 NAS downlink COUNT synchronization

During idle mode mobility the NAS-token is received by the MME when SGSN requests UE’s context from the MME. Since the NAS-token is calculated by using the current NAS downlink COUNT value and allows MME to verify the used NAS downlink COUNT value, there is no synchronization problem during intersystem idle mode mobility. MME just needs to verify the NAS-token and use the same NAS downlink COUNT value to derive a fresh mapped security context for UTRAN/GERAN.

During active mode mobility it is not clear whether both UE and MME have synchronized NAS downlink COUNT values. Thus, it is proposed that the MME provides 4 or more least significant bits of the current NAS downlink COUNT for the source eNB that can then include the bits into the Handover Command. This way UE knows what NAS downlink COUNT value the MME uses to derive the fresh mapped security context for the target system.
3. Proposals
It is proposed that the current NAS downlink COUNT value is used to derive fresh mapped security context for the UTRAN/GERAN from E-UTRAN. This ensures that the key stream never repeats when mapped security context is used in E-UTRAN to UTRAN/GERAN mobility.
For idle mode mobility the NAS-token can be used to identify the NAS downlink COUNT that is used to derive the mapped security context for the UTRAN/GERAN.
For active mode mobility the Handover Command shall include 4 or more least significant bits of the NAS downlink COUNT value that is used to derive the mapped security context. 

We also propose to send LS to RAN2 about using 4 or more bits in the Handover Command and add an editor’s note in TS 33.401 that indicates that RAN2’s agreement is needed.
The accompanying CR (S3-080746) implements these proposals.
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