1

3GPP TSG SA WG3 Security — SA3#52
S3-080739
23rd – 27th June 2008 

Sophia-Antipolis, France

Source:
Nokia Corporation, Nokia Siemens Networks

Title:
IDLE mode IRAT key freshness from UTRAN to E-UTRAN

Document for:
Discussion and decision

Agenda Item:


Work Item / Release:
Rel-8

1. Introduction

There is a key freshness problem when key caching is used in Rel8 SGSN and UE uses mapped security context when doing TAU from UTRAN/GERAN to E-UTRAN (see further S3-080665). Since the same keys can be activated in the UTRAN/GERAN and transferred to the E-UTRAN MME multiple times, the same K’ASME created from CK and IK in the SGSN is used multiple times. This contribution addresses the idle mode mobility case, when the cached security context on E-UTRAN side is not readily used or available (S3-080664 addresses the handover case) 

2. TAU Procedure protection and K’ASME freshness on IDLE mode IRAT mobility

Security requirements

The requirement is that the K’ASME needs to be fresh during idle mode mobility from GERAN/UTRAN to E-UTRAN, otherwise old messages can be replayed and subsequent idle to active mode change (with mapped security context) could result in reuse of KeNB. 

To avoid replay attacks for both up and downlink directions, both UE and the network need to provide unpredictable input to the key derivation when mapped security context is used. This is a known problem and can be solved by using a three way handshake with nonces from both UE and MME.

Also, the K’ASME itself needs to be freshed, not only NAS and AS level keys, as if the K’ASME is not freshed, there is a possibility that e.g. during algorithm change between MMEs the same NAS keys are re-used as in the previous mobility case from UTRAN/GERAN to E-UTRAN. Reason is that the NAS keys (and KeNB) are derived from the static parameters, like KASME and NAS algorithm.

Providing K’ASME freshness with three way handshake with mapped context
UE shall add a random parameter 32bit NONCEUE to the TAU Request message and shall not protect the message (unlike it is currently stated in the TS 33.401). MME then creates 32bit NONCEMME and fresh K’ASME based on NONCEUE and NONCEMME. From the fresh K’ASME MME creates NAS keys. UE does the same.
MME sends TAU Accept, where both the NONCEUE and NONCEMME are included so that UE can verify that the MME used the right NONCE. UE verifies the TAU Accept message. Since, the MME needs to verify the successful execution of the procedure UE needs to respond with the TAU Complete message protected with the new NAS keys.

Using cached security context
If UE has cached security context for the E-UTRAN network it shall use it to protect the TAU Request. Also, the corresponding cached context NAS uplink COUNT is used in the TAU Request message. Since, the UE can not know whether the MME still has the cached security context or not, it shall include the NONCEUE into the TAU Request message for the possible case that the network wants to use mapped security context (e.g. for performance reasons) instead of cached security context.

UE indicates in the TAU Request both the mapped context (KSISGSN) and cached context identifiers (KSIASME). The KSISGSN points to the mapped security context that was allocated on the UTRAN side. KSIASME points to the cached context that was allocated on the E-UTRAN side.

3. Other TAU procedures

TAU procedure can also be run during periodic TAU inside E-UTRAN and after handover to E-UTRAN. There is also the possibility that cached security context is used instead of the mapped security context.

For TAU procedure after the handover, the S3-080664 already describes how to create fresh mapped K’ASME. Thus, there is no need to add this three way handshake to TAU in connected mode.
The NONCE usage makes the TAU procedures different for these cases. However, the NONCEs shall be used in the TAU procedure for intersystem idle mode mobility from GERAN/UTRAN to E-UTRAN. There is no need to use the NONCEs on other cases.

4. Proposals

We propose to add the solution described in section 2 to the TS 33.401 with the accompanying CR in S3-080740.

We also propose to send LS to CT1 and SA2 to inform them about the security procedure.
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