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=====================================1st changes begin============================

6.1.2
Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more EPS authentication vectors (RAND, AUTN, XRES, KASME) from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure 6.1.2-1: Distribution of authentication data from HE to MME

An EPS authentication vector is derived from the authentication vector defined in TS 33.102 [4] clause 6.3.2. To derive the key KASME in the HE,  the KDF as specified in Annex A is used which shall contain following mandatory input parameters: CK, IK and SN identity.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors from the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of EPS authentication vectors and retrieve them from the HSS database or may compute them on demand. 

NOTE 1: For KASME the possibilities for pre-computation are restricted due to the PLMN-binding.

The HE sends an authentication response back to the MME that contains the requested information.  If multiple EPS authentication vectors had been requested then they are ordered based on their sequence numbers.

=====================================1st changes end============================

=====================================2nd changes begin============================
7.2.4
Security mode command procedure and algorithm negotiation

7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption and RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms

NOTE 1: It is ffs whether the above bullet about “SN-wide policies” is needed.

ME Security capabilities shall include the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE capabilities were not bidden down.

d) The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME. The ME security capabilities apply to both AS and NAS level security.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB shall select the AS level algorithms based on 

a. Its locally allowed and supported ciphering and integrity protection algorithm configuration. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this list, which is ordered according to priority.

.

b. The UE capabilities including supported ciphering and integrity algorithms. UE capabilities are included in the UE context provided from the MME to the serving eNB (S1 interface) or transferred from source eNB to the target eNB during eNB handovers (both x2 and S1 interface handover cases). If the UE capabilities do not contain at least one common ciphering and integrity algorithm entry with the eNB local configuration (see a) and MME provided allowed AS level algorithm lists (see b) then the SMC procedure fails.

g) Selected AS and NAS algorithms may be different at a given point of time.

At handover from a source eNB to a target eNB, the source eNB shall include the UE security capabilities in the handover request command. The target eNB shall select the best algorithm from the UE security capabilities according to the prioritized local list of algorithms. In the path-switch message, the target eNB shall send the eNB ID of the source eNB and the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

eNB security capabilities shall not be sent from eNBs to the MME for AS algorithm selection purposes.

7.2.4.2
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to NAS, RRC and UP ciphering as well as NAS, RRC integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the KSIASME for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the KSIASME in the message. See figure 7.2.4.2-1. 

The NAS security mode complete message from UE to MME is integrity protected with the selected NAS algorithm indicated in the NAS security mode command message and NAS integrity key based on KASME indicated by the KSIASME in the NAS security mode command message. 

 NAS ciphering at the MME starts after receiving the NAS security mode complete message. NAS ciphering at the UE starts after sending the NAS security mode complete message (TS 33.102[4]).

Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change).
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Figure 7.2.4.2-1: NAS security mode command procedure

Editor’s Note: it is ffs if the security mode command also includes a list of allowed RRC and UP algorithms from which the eNB may choose and which can be checked UE. Further parameter are also still TBD 

7.2.4.3
AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.2.4.3-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the KSIASME for KASME. This message shall be integrity protected with RRC integrity key based on KASME indicated by the KSIASME. 

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on KASME indicated by the KSIASME. 

RRC and UP ciphering at the eNB shall start after receiving the AS security mode complete message. RRC and UP ciphering at the UE shall start after sending the AS security mode complete message.

AS security mode command always changes the AS keys.

Editor’s Note: It is for further study, whether the SMC procedure does not affect the AS (PDCP) uplink and downlink SN or HFN values (RAN2). As when keys are fresh, it does not matter from ciphering and integrity protection point of view whether AS COUNTs are reset or not. In case they are not reset, the threshold value needs to be taken care of.

Editor’s Note: It is for further study, whether the RRC and UP ciphering algorithms are combined, i.e. no separate algorithm identifier for RRC and UP but one common AS level ciphering algorithm id.
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Figure 7.2.4.3-1: AS security setup

=====================================2nd changes end============================
=====================================3rd changes begin============================
9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedures

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A.MME and UE shall derive the NAS keys and KeNB from K'ASME.
SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

If EPS does not have the previous EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the previous EPS security context indicated in the TAU Request, The newly generated keys or the previous EPS security context shall be taken into operation as soon as possible.
9.2.2.2 Key Derivation during Handover

SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function KDF as specified in Annex A. 

K'ASME = KDF(CK || IK) . MME and UE shall derive the NAS keys and KeNB from K'ASME.

During UTRAN to E-UTRAN HO, MME sets NAS COUNT equal to zero and uses it with K’ASME (derived from CK and IK) to derive Kenb by applying the KDF defined in annex A for IDLE to CONNECTED transition. The MME distributes the KeNB to the eNB in the Handover Request message. The UE derives the KeNB in the same way the MME did.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor's Note: The following problems needs to be addressed at inter RAT handover:

1. There must be a way to derive the K_eNB in the UE and in the MME before the handover request message is sent from the MME to the eNB. This can be solved by using setting NAS COUNT to zero in case the mapped EPS security context always provides a fresh K_ASME.

2. When a cached EPS security context exists, and the UE moves from E-UTRAN to UTRAN, the CK/IK derived in UTRAN will always be the same as long as the K_ASME is the same (this is a problem for UTRAN). This, in turn results in that when the UE moves back into E-UTRAN the same mapped K_ASME would be used with a NAS COUNT of zero and hence the K_eNB as well as the NAS keys will be the same again (this is a problem for E-UTRAN).

3. Key separation between different target eNBs when doing handover from UTRAN/GERAN to E-UTRAN is solved by using a cached EPS security context or by running an AKA in E-UTRAN as soon as possible after the handover and needs no further consideration.

=====================================3rd changes end============================
=====================================4th changes begin============================
10.2.2 From GERAN to E-UTRAN

10.2.2.1
Procedures

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

If EPS does not have the previous EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the previous EPS security context indicated in the TAU Request, The newly generated keys or the previous EPS security context shall be taken into operation as soon as possible.

10.2.2.2
Key Derivation during Handover

SGSN shall transfer CK and IK to MME in the relocation request message. MME shall derive K'ASME from CK and IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

During GERAN to E-UTRAN handover, the MME sets the NAS COUNT equal to zero and uses it with K’ASME (derived from CK and IK) to derive Kenb by applying the KDF defined in annex A for IDLE to CONNECTED transition. The MME distributes the KeNB to the eNB in the Handover Request message. The UE derives the KeNB in the same way the MME did.

Editor's Note: The following problems needs to be addressed at inter RAT handover:

1. There must be a way to derive the K_eNB in the UE and in the MME before the handover request message is sent from the MME to the eNB. This can be solved by using setting NAS COUNT to zero in case the mapped EPS security context always provides a fresh K_ASME.

2. When a cached EPS security context exists, and the UE moves from E-UTRAN to GERAN, the CK/IK derived in GERAN will always be the same as long as the K_ASME is the same (this is a problem for GERAN). This, in turn results in that when the UE moves back into E-UTRAN the same mapped K_ASME would be used with a NAS COUNT of zero and hence the K_eNB as well as the NAS keys will be the same again (this is a problem for E-UTRAN).

3. Key separation between different target eNBs when doing handover from UTRAN/GERAN to E-UTRAN is solved by using a cached EPS security context or by running an AKA in E-UTRAN as soon as possible after the handover and needs no further consideration.
=====================================4th changes end============================
=====================================5th changes begin============================
A.3 KeNB derivation function used at ECM-IDLE to ECM-CONNECTED transition, ECM-IDLE mode mobility, transition away from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED and key change on-the-fly (S2)

When deriving a KeNB from KASME and the NAS COUNT in the UE and the MME the following parameters shall be used to form the input S to the KDF.

-
FC = 0x03,

-
P0 = Uplink NAS COUNT,

-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

Editor's NOTE: The length of NAS COUNT is pending verification from CT1.

The input key shall be the 256-bit KASME.

=====================================5th changes end============================
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