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1. Introduction
The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The key set identifier is allocated by the network（e.g. MME）only during authentication, and sent to the mobile station and stored together with the KASME.  KSIASME in EPS corresponds to KSI in UMTS and CKSN in GSM. KSIASME and KSI have the same format. KSIASME and KSI is three bits.
The purpose of the KSI is to make it possible for re-use of the key set CK,IK during subsequent connection set-ups.  When the KSI value contained in the Initial L3 message (e.g. attach request) is equal to the KSI value stored in the network (SGSN) side, SGSN consider the KSI associated CK, IK can be reused without invoking the authentication procedure. ( Please refer to <33.102> figure 14：Local authentication and connection set-up for detail procedure.)    
In ideal logic, for both the UE and network side, when the key set identifier KSI are the same, then the associated key set are the same. And then the key set (e.g. CK and IK)can be reused. 
But in some condition, there will be security context desynchronization during the key set reuse. Actually, after the key derivation between different network type （e.g. derive CK,IK from KASME）without KSI(KSIASME ) updating, Although the Key set identifier are the same, but the key (e.g. CK,IK) are not suited for reuse.  
2. Discussion

See the example of security context desynchronization, steps are arranged according to the sequence:

1. UE is active in EPS, after UE had been authenticated in EPS, KSIASME and the associated KASME are stored in ME. CKps ,IKps  (associated with KASME ) and KSIASME are stored in USIM ( as show in figure 1) . 
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Figure 1
2. When UE handover from EUTRAN to UTRAN, the new CKps’ and IKps’  will be derived in the ME(instead of USIM) , the KSI’ value ( assume the key set identifier of CKps’ IKps’ is named KSI’) is equal to KSIASME allocated in old EPS( as show in figure 2). As the same in the network side, SGSN get the new derived CKps’ and IKps’ and KSI’( equal to KSIASME ) from old MME. 
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                          Figure 2 
3. When the ME is power down ( no detach message sent to the network) in UTRAN, the new CKps’ and IKps’ will be deleted in the ME( assume KASME is stored in the ME),  But SGSN still keep the UE security context including CKps’ , IKps’  and KSI’ ( equal to KSIASME ) in certain period. CKps , IKps  (associated with previous KASME in EPS) and KSIASME are still stored in USIM. ( as show in figure 3)
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Figure 3
4. When UE is power on within the expired time, the ME gets the security context(CKps , IKps KSIASME ) from USIM  ( as show in figure 4), and initiates the RRC connection establishment( please refer to <33.102> figure 14：Local authentication and connection set-up).
 Then UE sends the Initial L3 message (e.g. attach request) to SGSN including the key set identifier KSIASME.

[image: image4.emf]USIM ME

Kasm

e

UE

IKps

USIM ME

 KSI

ASME

CKps

IKps

CKps

IKps

KSI=KSI

ASME

SGSN

CKps’

Ikps’

KSI=KSI

ASME


Figure 4
5. SGSN compared the value of KSIASME  read from L3 message with the local stored KSI’, Since they are equal, SGSN consider the KSI associated CK, IK can be reused without invoking the authentication procedure. 

Actually, although the key set identifiers are the same, But the associated CK,IK key sets are difference.

ME has the originally CKps and IKps produced in EPS AKA,  But the SGSN stored CKps’ , IKps’ derived from KASME during inter-RAT handover. 
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<33.102> figure 14：Local authentication and connection set-up
This security context desynchronization result in failure of security mode command message integrity verification. According to 25.331，UE will ignore it, and hence SGSN will resend the SMC message until timer expired. So, in this scenario the UE can not connect to the network without special procedure (e.g. try to power off and power on).

This contribution give analysis on this issue and will recommend proposal for how can avoid the strange user experience from technical point of view. Following proposals are made:
· Proposal1   ME marks the STARTps value in the USIM as invalid after EPS AKA.
After EPS AKA, ME marks the STARTps value in the USIM as invalid by setting the STARTps to THRESHOLD, deletes the cipher key and the integrity key stored on the USIM and sets the KSI to invalid.
When the CKps IKps in USIM are reused, new AKA will be triggered as STARTps value is equal THRESHOLD.

This proposal is simpler and has no change to network element.
· Proposal2   differentiated key set identifier between EPS key (KASME )and UMTS key(CK,IK) 
Add one bit to differentiate EPS key set identifier ( for KASME ) from  UMTS key(for CK,IK) set identifier to avoid KSIASME can be used as KSI and vice versa. 
This proposal need to change both the UE , SGSN, also MME. Will made a big change of KSI.

· Proposal3
New key set identifier allocated after key derivation in inter-RAT mobility.
When the key derivation happened in ME，network side（e.g. SGSN）will allocated a new KSI (or change the KSI value based on the old KSI, e.g. KSInew =KSIold  +1)，and synchronize with the UE ( in ME) , the key set identifier in USIM keep unchanged. In this way, when the CKps, IKps in the USIM are transferred to ME ( as step 4 ,figure 4 in above), the KSI value in SGSN and ME are difference, new AKA will triggered.
This proposal is more complex, and also need to change the network element, such as SGSN.
Due to the comparison above, this document recommend proposal 1 to avoid security context desynchronization.
The following CR proposed to marks the STARTps value in the USIM as invalid after EPS AKA 
3. Proposal
It is proposed that SA3 agree the following CR.
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