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Abstract of the contribution:

The following captures the email discussion on H(e)NB authentication credential. 
It is recommended that based on the discussion, the table that was in S3-080388 can be used as a basis with some expansion to include additional columns and/or rows when we do the comparison.  Some of the discussion and questions raised are related to implementation and/or operations of system which are beyond authentication and/or authentication credentials, and therefore should only be considered for discussions other than the current topic.

1. Some Basics
         Authenticating Entity
         H(e)NB
         Subscription to H(e)NB
         Definition 
         authentication credentials: 
        credentials to correctly identify a H(e)NB
         subscriber
        H(e)NB Service subscriber
        Regular 2/3/4G subscribers (e.g. H(e)NB Service Subscriber’s relatives) who are allowed to used an authorized H(e)NB to access Operator’s services
2. Expand columns (authentication method) and rows (security aspects to compare)
         Columns, in addition or in replacement of what is currently in S3-080388 

         USIM-based
        UICC
        Non-UICC
         Non-UICC based method
        shared secret
         Digital certificates
         Combination of the above or any other means
         Rows, in addition or in replacement of what is currently in S3-080388:
         Impact on H(e)NB manufacturing
         Security of storage
        Removable storage
        Non-removable storage
         Impact on operator network
         Credential cloning
         Credential revocation
         Credential re-assignment
         Ability to re-use authentications to address other H(e)NB security requirements (credentials reside in H(e)NB
        cryptographically secured boot
        Signed s/w and configuration update
         cryptographically protected backhaul 
         Authentication protocols
        Need to reuse existing CN authentication servers and security GW
         EAP-AKA
         AKA and EAP-AKA prevent spread of key compromise
         Alignment with other SDO (TISPAN WG5, HGI, WiMAX, WiFi Alliance, OMA DM, DSL Forum’s TR069)  
         NDS/IP
3. Software/Application/Configuration Download and Management 
         Connection to Network
         H(e)NB connects to network on insecure link
         Protection and secure management of H(e)NB s/w configuration and user plane data beyond authentication
         Need to validate H(e)NB system state internally (or by remote party)
         Remote and/or locally authorized management
         Protection of system state configuration, and application data
4. Threats and requirement not covered
         Threats not covered:
         6,7,9,11,13,14,18,19,20,22,23,24
         Requirement not covered:
         6,7,8,9,10,13,14,15,17,18,19,22,23,25
5. Unresolved questions
         Would there be separate IMSI range for H(e)NB?
         How to avoid stolen H(e)NB USIM for fraud roaming?
         Do HLR have spare capacity for millions of H(e)NB?
         What is cost of per ID(IMSI) of HLR vs AAA?
         Can existing MAP procedures be re-used?
         How to prohibit malicious MAP_SEND_AUTHENTICATION_INFO request to get hold of keys?
         How to fight DDoS potential towards HLR in that any internet host can trigger AKA?
         For download application, why has to be USIM and not others?
         USIM is designed for USIM purpose only and may not be secure to reuse for other applications
         Define more general terms as in 33.812, such as MID credentials and MID Engine
         Is H(e)NB a Secure “box” platform?
         How much of 33.812 can we re-use?
          Re-use analysis and conclusions in 33.812 when deciding on provisioning, storage, execution and management of credentials
        M2m device is end-user terminal and holds subscriber credentials
        H(e)NB is a network device which does not sink or source user traffic and does not hold subscriber credentials
         Maybe yes maybe no, SA3 may need to define NE equivalent of IMSI and K to match entries in network databases
         H(e)NB has to cope with derived credentials (CK/IK, etc) for many subscribers
          Need to look at the agreed use cases and “connectivity services” in 33.812
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