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1 Introduction
In S3-080313, presented at SA3#51, the need for the counter check procedure (also known as "periodic local authentication") was questioned. Since an injection attack is detectible in the eNB and UE due to packet duplicates, the procedure has no use as long as the UE is within radio coverage from the eNB. However, a particular attack scenario was described where the UE loses the radio connected (e.g., due to empty battery), where the counter check procedure would appear to be useful.
This contribution argues that neither this attack scenario is valid, and proposes that the counter check procedure is removed from TS 33.401.

2 Analysis

2.1 Recap of discussion at SA3#51

All the following preconditions (as already noticed by SA3) must be met for the counter check procedure to be useful:
1. Ciphering is not used on either UP nor RRC
2. For injection of downlink packets, the eNB must not be sending data simultaneously to the UE

3. For injection of uplink packets, the UE must not be sending data simultaneously to the eNB

1) is a clearly valid precondition, since it is the core reason for why anyone would like to introduce the counter check procedure in the first place (the assumption is that an attacker injects packets, but the attacker is not able to break the encryption algorithms).

2) was discussed in SA3#51, and the conclusion was that if the eNB was sending packets to the UE simultaneously as the attacker, the UE would detect the unusual amount of duplicate sequence numbers, and would probably handle this as an error case similar to bad radio conditions or a malfunctioning eNB. In any case, the situation would be detected/acted upon and the attack window would not be long. Note that this gives the exact same capability as the counter check procedure (detection of malfunction/de-synchronization)
3) is the analogous situation for the uplink, and again the situation will be detected and acted upon, limiting the attackers time to perform the attack.

It was further noted during SA3#51 that the counter check procedure is not widely used in UMTS (which was again pointed out by RAN2 in R2-082243).
2.2 Further analysis
The situation where the counter check procedure would be useful is hence one in where no ciphering is applied to UP or RRC, and for some reason (e.g., empty battery) the UE has lost the connection to the eNB, but the eNB still believes that the UE is in RRC_CONNECTED state. At this point the attacker assumes the UE's place and continues using the user plane connection to inject its traffic.
As stated in clause 5.1.4.1 of TS 33.401, integrity protection shall be provided for NAS and RRC traffic. This means that even if ciphering is not used, integrity protection of RRC is still applied. Hence, as soon as the eNB runs any RRC procedure (which should be frequently) the attacker will not be able to reply and the connection will be dropped by the eNB (possibly after a few retries).
This implies that as long as there is integrity protection of the RRC traffic the attacker's window of opportunity is very short. There is of course a situation where there is no integrity protection of the RRC connection, and that is during emergency calls with a UICC-less UE; but this is a very rare case (which is out of Rel-8, but will probably be included in later releases).
In fact, the counter check procedure needs to be carried in integrity protected RRC messages itself. An attacker would know the sequence numbers from the PDCP packets observed when the victim UE was still RRC-CONNECTED, and could also know the HFN part of the PDCP COUNT, since it is reset to zero on each IDLE to CONNECTED transition as well as on handovers. So, if the counter check procedure does not use integrity protected messages it is useless, since the attacker would be able to reply correctly to the requests.
3 Conclusion and proposal

Given the new arguments provided in Section 2.2 in addition to the already available arguments in Section 2.1, there is no reason to specify this additional procedure, which adds negligible value and will only increase the cost of design/testing.
It is proposed that the counter check procedure is removed from TS 33.401, and that the CR in S3-080690 that implements this is approved.
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