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Introduction

During SA3#51 following editor's Note was captured in TS 33.401 sections 9.2.2.2 (Key Derivation during Handover) and 10.2.2.2 (Key Derivation during Handover): 

"Editor's Note: The following problems needs to be addressed at inter RAT handover:

1. There must be a way to derive the K_eNB in the UE and in the MME before the handover request message is sent from the MME to the eNB. This can be solved by using setting NAS COUNT to zero in case the mapped EPS security context always provides a fresh K_ASME.

2. When a cached EPS security context exists, and the UE moves from E-UTRAN to GERAN, the CK/IK derived in GERAN will always be the same as long as the K_ASME is the same (this is a problem for GERAN). This, in turn results in that when the UE moves back into E-UTRAN the same mapped K_ASME would be used with a NAS COUNT of zero and hence the K_eNB as well as the NAS keys will be the same again (this is a problem for E-UTRAN).

3. Key separation between different target eNBs when doing handover from UTRAN/GERAN to E-UTRAN is solved by using a cached EPS security context or by running an AKA in E-UTRAN as soon as possible after the handover and needs no further consideration."

The first note hints that it is required that a mapped EPS security context shall always be fresh. This mapped security context
 derived during the inter-RAT handover is derived from the security context available in the source system. The second note looks closer at a scenario where, with the current specification of inter-RAT key derivations in TS 33.401 there will be a problem with key freshness in both GERAN/UTRAN when starting from E-UTRAN with a cached security context with multiple handovers from the same cached security context.

Section 2 of this contribution provides a description of the key freshness problem that needs to be solved in the different directions, not only during inter-RAT handover but also for idle mode mobility.

Section 3 sketches the assumptions made, and the rationales on which several companion contributions have been written (S3-080664/663, S3-080745/746, S3-080739/740, S3-080741/742, S3-080743/744) that include proposed solutions for the different cases that needed to be solved.
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Key freshness problems

In case of security context caching either in an S4 SGSN or an MME it has to be ensured that that multiple derivations of a mapped security context for the target system do not result in the same security context (keys and counter) for the target system. This needs to be ensured for both idle and active mode mobility. Sections 2.1 and 2.2 describe the problems (described for the handover) that arise if no freshness parameters are used for the mapped key derivations.

2.1 The SGSN caches the security context

In this case the mobility starts from an S4 SGSN with cached context serving UTRAN/GERAN towards an MME.

Key reuse is possible in E-UTRAN when the UE moves between UTRAN and E-UTRAN multiple times. The S4 SGSN
 which interworks with the MME provides the same cached CK and IK multiple times for the MME due to the key caching in the SGSN. MME uses the mapped security context based on K'ASME derived from CK, IK because MME did not cache a security context, or has already deleted it, or prefers to use the mapped context for performance reasons in HO. This results in K'ASME repetition in E-UTRAN and all resulting NAS keys and the KeNB which is sent to the eNB, are the same.  Note that RRC and UP keys likely are not the same due to the 16bit C-RNTI binding in target eNB, depending on the randomness properties of C-RNTI.

2.2
The MME caches the security context.

In this case the mobility starts from the MME with cached context towards an SGSN in dependent of the release of that SGSN. 

Key reuse is possible if the UE moves between UTRAN and E-UTRAN multiple times. MME uses the same cached KASME, which results as the same CK and IK in UTRAN side. Due to the FRESH parameter usage on UTRAN side the key stream for integrity protection is not repeated unless the FRESH is the same which is highly unlikely, but the ciphering key stream with CK is repeated as the START value is 0 (no previous context). For GPRS there is no key stream reuse problem as the parameter INPUT (used in the cipher stream generation) relies on some random input. However as it can happen that after an handover from E-UTRAN to GERAN a subsequent handover to UTRAN is performed in the same SGSN, it necessary to provide a fresh security context already from the MME such that it is ensured that the key derivation for the legacy systems are uniform and ensure freshness regardless of the HO scenario's subsequent to the mobility from E-UTRAN.
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Assumptions and solution rationales for providing inter-RAT key freshness
- Pre Rel-8 SGSN does NOT use cached MM (security) context.

So the problem does potentially occur with Rel-8 SGSN and MME's. To be more exact, according to the SA2 specifications the Gn/Gp SGSN (both pre Rel-8 and Rel-8) will not cache a security context, while the S4 SGSN may cache a security context. 
- The use of a mapped security is preferred for the handover case.

The direct use of a cached security context in the target system (if available) seems attractive from a security point of view; however the target system may have deleted the security context. Only the use of a mapped security context during handover can avoid the error cases which would lead to dropped communications. However directly using the cached context may be possible, and then the security benefit of the optimization has to be weighted against the extra impacts and possible error handling.

- A solution independent of the SGSN or MME version is preferred.

As it may be unknown for the target system if the source system applies caching, a key freshness solution could be applied always between MME and SGSN. This will simplify and unify the key handling between SGSN and MME. 

- A solution shall minimize the overhead imposed on handover signalling.

- For idle mode mobility, failure cases and larger overhead could be more tolerated then for the Handover cases.

- Solutions should not rely on running AKA immediately after the inter-RAT change.

Running AKA in the target system after the Inter-RAT mobility ensures a fresh security context in the target system. But it also requires running a key change on the fly (possible in E-UTRAN only) to take the new security context into use. Dependent on the user’s mobility it could be possible that a handover back to the initial source system occurs. In other words all data exchanged before the key change on the fly following an AKA can potentially would use an already used key stream.

- Solutions which impact EPS/E-UTRAN only are preferred.

Changes to Rel-8 SGSN's seem possible however the existence of pre-Rel-8 SGSN makes that any state or parameters created within a Rel-8 SSGN when forwarding the security context between SGSNs will be dropped.

- The top-level keys - from where all keys are derived - shall be refreshed, refreshing some lower level keys only is not enough.

If only NAS keys or AS keys are refreshed then the K'ASME will still be the same and not fresh. Then there are problems like e.g. for algorithm changes between MMEs that the same NAS keys (compared to the previous handover to E-UTRAN with a mapped security context) are re-derived from the old K'ASME.

- No state shall be created in the UTRAN/GERAN parts of terminals, impacts shall be avoided or minimized.

This reflects the assumption above that impacts to EPS/E-UTRAN are only preferred. It is a good practice and principle to keep the security engines independent between EPS/E-UTRAN and other systems, but also to make the UE implementation independent of the SGSN release version.

- A solution shall not imply upgrades of UTRAN or GERAN network and radio elements.
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Conclusion

It is proposed to discuss the above rationales before discussing the approval of the mentioned companion contributions and CRs in the introduction of this contribution.











































� This is a security context which was received from an SGSN and then converted.


� The assumption is that an S4 SGSN may cache a security context (similarly as an MME). The S4 SGSN is an Rel-8 SGSN with an S4 reference point. The Gn/Gp SGSN behaves also in the Rel-8 version like a Rel-7 SGSN and does not handle cached contexts. 
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