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At SA3#51, Huawei and Orange proposed a table for comparing H(e)NB authentication credentials in S3-080388. The document was rejected but it spawned an email discussion afterwards. During the email discussion several companies suggested that the table proposed in S3-080388 was not comprehensive enough and that the current entries in both columns (authentication methods) and rows (criteria of comparison) were not sufficient. 

The current document proposes a pCR for Section 7 with a sub-section and text describing comparison of H(e)NB authentication methods. The proposed text includes a new, expanded table for comparing H(e)NB authentication schemes, including those for credentials. We have retained some of the existing wordings in the table from S3-080388 and indicated them using a red font color, to differentiate them from new texts in the table.  
** start of new text**
7.1    Comparison of H(e)NB Authentication Methods
Two types of authentication are required in the context of H(e)NB; they are device authentication and subscription authentication. In this discussion we consider that xSIM should be used for subscription authentication. 
Three broad categories can be used to categorize and compare the authentication methods.  

· Authentication not based on AKA and not linked to subscriber
· Authentication based on EAP-AKA but not linked to subscriber

· Authentication based on xSIM (i.e., linked to subscriber)

Under each of the three categories, there may be one or several possible methods for authentication. Each of these methods then is compared against the same set of comparison criteria, broadly divided in the following categories: 
· What is authenticated?
· Implementation and manufacturing 

· Deployment and maintenance

· H(e)NB management
· Security issues

One can group one or more comparison criteria under each of these comparison-criteria categories. The following table summarizes the comparison of the H(e)NB authentication methods. 
	
	 Authentication not 
based on AKA
	Authentication based on EAP-AKA
	Authentication based on xSIM

	 What is authenticated?
	Authentication of HeNB itself.  Not linked to subscriber authentication.  
	HeNB is authenticated indirectly by authentication of subscriber through xSIM

	 Implementation and manufacturing
	Method
	Certificate
	Certificate supported by Trusted Environment (TRE)

	Trusted Environment (TRE) supporting downloadable EAP-AKA functionality
	xSIM on removable UICC
	xSIM on embedded UICC
	Combination of xSIM on removable UICC and a certificate

If certificate is held by Trusted Environment (TRE), then benefits/issues of “Certificate supported by Trusted Environment” applies here
	“Expanded” UICC with downloadable xSIM
	Trusted Environment (TRE) supporting downloadable xSIM

	
	Authentication
 mechanism
	Certificate based mechanism for authenticating IP network element


	HW security anchor + secure boot and capability to validate to external verifier


	Solution provides EAP-AKA authentication, and is transparent to the operator. 


	xSIM AKA
	xSIM AKA
	xSIM AKA
	Future UICC with capability to download and reconfigure xSIM provides anchor for security of xSIM based AKA authentication 
	Solution provides xSIM compatible authentication, and is transparent to the operator. 



	
	Availability of Solutions
 in the Market


	Industry standard certificate based mechanisms for authenticating IP network elements have been available already for long time.


	Solutions to authenticate any network element according to standardized mechanisms are available in market.

Cost savings due to removal of UICC form factor


	Solutions for downloadable EAP-AKA are not yet available but are likely to be relatively easily developed and integrated into the TRE
Cost savings due to removal of UICC form factor


	Measures to ensure resistance to unauthorized UICC removal require solutions that may not be either widely available or proven in the market
	Solutions widely available


	Solutions utilizing both removable UICC and certificates may not be widely available yet. 
	Solutions not yet widely available


	Solutions for downloadable xSIM available in the market, and can be easily integrated into the TRE.
Cost savings due to removal of UICC form factor



	
	Manufacture 
of H(e)NB
	Certificate can be personalized during manufacturing. 
	Root credentials can be personalized in the H(e)NB during manufacturing.

TRE of H(e)NB can be taken ownership and personalized at roll-out or at any later stage over the air. 


	Root credentials can be personalized in the H(e)NB during manufacturing.

TRE of H(e)NB can be taken ownership and personalized at roll-out or at any later stage over the air. 


	No secure personalization of H(e)NB. 

xSIM can be personalized by the operator.

	No secure personalization of H(e)NB .

xSIM can be personalized by the operator 
	No secure personalization of H(e)NB .

xSIM can be personalized by the operator. 

Certificate can be personalized during manufacturing.
	xSIM can be personalized by operator
	Root credentials can be personalized in the H(e)NB during manufacturing.

TRE of H(e)NB can be taken ownership and personalized at or after roll-out. 

xSIM personalization at any later stage over the air

	 Deployment and maintenance
	 Requirements on Operators for support for Initial Roll-Out

	Impose new PKI deployment requirement to operators without PKI.  Otherwise requires operator to depend on external PKI.
Potentially applicable procedures have been defined in 33.210 and 33.310.
	PKI requirements are very limited (certificate storage, PCA optional) 

May be integrated with AAA server. AAA server and subscription server needed.
Potentially applicable procedures have been defined in 33.210 and 33.310.
	PKI requirements are very limited (certificate storage, PCA optional) 

May be integrated with AAA server. AAA server and subscription server needed. 
	AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234.
	AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234
	AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234.
	AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234
	PKI requirements are very limited (certificate storage, PCA optional) 

May be integrated with AAA server. AAA server and subscription server needed. 

	
	Serviceability after Initial Deployment
	PKI methods for certificate management, e.g., online enrolment and revocation

Wide range of methods exist in terms of efforts required, from local list of certs to full-fledged operator PKI with revocation by OCSP and possibly cross-certification issues. 


	Reconfiguration and SW updates can be remotely and securely done using standardized trusted computing mechanisms.  

Additionally PKI methods for certificate management are available.
Wide range of methods exist in terms of efforts required, from local list of certs to full-fledged operator PKI with revocation by OCSP and possibly cross-certification issues. 

	Reconfiguration and SW management can be remotely and securely done using standardized trusted computing mechanisms. Solutions available.


	Many post-initial-deployment services (e.g. change of xSIM configuration, update of xSIM functions, etc) require expensive dispatch of trained personnel by operators

	Many post-initial-deployment services (e.g. change of xSIM configuration, update of xSIM functions, etc) require dispatch of personnel as well as recovery of the H(e)NB box itself for any reconfiguration or SW updates, resulting in service discontinuity and high expenses
	Many post-initial-deployment services (e.g. change of xSIM configuration, update of xSIM functions, etc) require dispatch of personnel as well as recovery of the H(e)NB box itself for any reconfiguration or SW updates, resulting in service discontinuity and high expenses
	Reconfiguration and SW updates may be remotely performed.


	Reconfiguration and SW management can be remotely and securely done using standardized trusted computing mechanisms.



	 H(e)NB management
	 H(e)NB configuration management
	No functionality provided
	Trusted Environment (TRE) supported configuration changes can be remotely enforced by standardized mechanisms, e.g. remotely enforced software updates
	Trusted Environment (TRE) supported configuration changes can be remotely enforced by standardized mechanisms, e.g. remotely enforced software updates
	No functionality provided 
	No functionality provided
	No functionality provided
	No functionality provided
	Trusted Environment (TRE) supported configuration changes can be remotely enforced by standardized mechanisms, e.g. remotely enforced software updates 

	
	 H(e)NB owner management
	No functionality provided
	Easily supports change of owners of H(e)NB by standardized protocols (take ownership)


	Easily supports change of owners of H(e)NB by standardized protocols (take ownership)


	No functionality provided
	No functionality provided
	No functionality provided
	No functionality provided
	Easily supports change of owners of H(e)NB by standardized protocols (take ownership)



	
	 ACL management
	No functionality provided
	Standard methods for ACLs managed by secure client software (trusted service)
	Standard methods for ACLs can be managed by secure client software (trusted service)
	No functionality provided
	No functionality provided
	No functionality provided
	No functionality provided
	Standard methods for ACLs can be managed by secure client software (trusted service)

	 Security issues
	Security of credential
	Physical security mechanisms have to be deployed in H(e)NB which need to be there for protection of both credential;
	Proven physical security for root credentials storage and usage, due to protection by secure HW anchor.
	Proven physical security for root credentials storage and usage, due to protection by secure HW trust anchor. 

Owner credentials protected by trusted client software. Additional orthogonal HW features can scale up security


	Physical security is provided for credentials within UICC


	Physical security is provided for credentials within UICC

 
	Physical security is provided for credentials within UICC 
	Proven security of credential, even if H(e)NB does not deploy physical security mechanisms 
	Proven physical security for root credentials storage and usage, due to protection by secure HW trust anchor. 

Owner credentials protected by trusted client software. Additional orthogonal HW features can scale up security



	
	H(e)NB configuration security
	No functionality provided
	H(e)NB state secured by secure boot process. Verifiable by the network via attestation. Remotely enforced updates
	H(e)NB state secured by secure boot process. Verifiable by the network via attestation Remotely enforced updates
	No functionality provided
	No functionality provided
	No functionality provided
	No functionality provided
	 H(e)NB state secured by secure boot process. Verifiable by the network via attestation Remotely enforced updates

	
	H(e)NB owner identity
	 Support for ownership change can be provided but would require PKI infrastructure
	Standardized trusted compartment for owner. Remotely verifiable functioning...
	Standardized trusted compartments for owner..


Management (owner install, revoke, migration) of credentials for EAP-AKA can be done remotely 

Easily supports change of owners of H(e)NB 

Easily supports change of owners of a particular EAP-AKA credential.
	No support for change of owners, because only the UICC is authenticated. 

UICC replacement in he field is costly 
	No support for change of owners, because only the UICC is authenticated
	No support for change of owners, because only the UICC is authenticated. 

UICC replacement in the field is costly
	xSIM management (owner install, revoke, migration) may be done remotely May support change of owners of xSIM
	Standardized trusted compartments for owner.

xSIM management (owner install, revoke, migration) can be done remotely 

Easily supports change of owners of H(e)NB 

Easily supports change of owners of xSIM

	
	ACL/CSG security
	n/a
	ACL/CSG can be stored in protected storage and managed by trusted client software that can be remotely verified. 
	ACL/CSG can be stored in protected storage and managed by trusted client software that can be remotely verified.
	Not supported by the UICC by itself
	Not supported by the UICC by itself
	Not supported by the UICC by itself
	Not supported by the UICC by itself
	ACL/CSG can be stored in protected storage and managed by trusted client software that can be remotely verified. 

	
	Credential used in rogue H(e)NB
	Physical security mechanisms are needed.


	Physical security for root credentials of platform.

Hard to clone or steal.
	Physical security for root credentials of platform. 

Hard to clone or steal. 

Owner credentials are bound to a single platform, i.e. H(e)NB
	Credential is hard for attacker to clone or steal, but on-line cloning on the unprotected UICC interface is possible.;

Valid credentials may be used to authenticate a non-approved H(e)NB, which poses a security threat. Some mechanisms can mitigate the threat.

Physical mechanism should consider the security of interface between removable xSIM and rest of H(e)NB.
	Credential is hard for attacker to clone or steal, but on-line cloning on the unprotected UICC interface is possible.  
	Credential is hard for attacker to clone or steal, but on-line cloning on the unprotected UICC interface is possible.
	Hard for attacker to steal, but on-line cloning on the unprotected UICC interface is possible. 
	Physical security for root credentials of platform. 

Hard to clone or steal. 

Owner credentials are bound to a single platform, i.e. H(e)NB

	
	 Robustness against Net-side attacks
	n/a
	 SW and data can be  protected as part of secure boot, making it hard for attacker to replace them 

Configuration data stored in protected storage 
	SW and data can be  protected as part of secure boot, making it hard for attacker to replace them 

Configuration data stored in protected storage


	Not provided by UICC by itself
	Not provided by UICC by itself
	Not provided by UICC by itself


	Not provided by UICC by itself


	SW and data can be  protected as part of secure boot, making it hard for attacker to replace them 

Configuration data stored in protected storage



	
	Provides trust anchor for applications other than authentication


	n/a
	Provides trust anchor for applications of the H(e)NB other than those for authentication
	Provides trust anchor for applications of the H(e)NB other than those for authentication

This can be a cost saver; security for functions other than authentication can be taken up by the same trusted environment

Additional remote platform attestation at any time can be an added benefit for better end-point security


	Not provided by UICC by itself
	Not provided by UICC by itself
	Not provided by UICC by itself


	“Expanded” UICC could provide security for H(e)NB applications other than authentication


	Provides trust anchor for applications of the H(e)NB other than those for xSIM-based authentication

This can be a cost saver; security for functions other than authentication can be taken up by the same trusted environment 

Additional remote platform attestation at any time can be an added for better end-point security

	
	Aligned with authentication of macro eNodeB’s (in TS33.401)
	Yes 

Certificate-based authentication is considered required for macro eNodeB in 33.401)
	Yes

Certificate-based authentication is considered required for macro eNodeB in 33.401)
	No, as of 05-2008
	No, as of 05-2008
	No, as of 05-2008
	No, as of 05-2008
	No, as of 05-2008
	No, as of 05-2008
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