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Abstract of the contribution:

This contribution discusses a key derivation function negotiation between UE and HSS.
1 Introduction

In the future, some new secure key derivation function may be invented and used, the UE and HSS may be upgraded and supported two or more key derivation function. So, a key derivation function negotiation mechanism between UE and HSS is need. This contribution discusses a key derivation function negotiation between UE and HSS.

2 Analyses
In TS 33.401 A.1 KDF interface and input parameter construction, it reads:

“……
All key derivations shall be performed using the negotiated key derivation function (KDF). This clause specifies the set of input strings, Si, to the KDF (which are input together with the relevant key). For each of the distinct usages of the KDF, the input parameters Si are specified below. 

If another KDF is negotiated between the UE and the MME, the interface to that KDF shall be the same, i.e., the input to that KDF shall be the relevant 256-bit key and a string S, which shall have the same formats as described in this annex, and the output shall be a 256-bit long key. It shall be possible to negotiate at most 4 KDFs. 

……” 

However, it is possible that HSS, eNB and MME have a different security capability and support a different key derivation function (KDF). So, the key derivation function between UE and HSS, UE and eNB, UE and MME should be negotiated respectively. The key derivation function negotiation procedure between UE and MME, UE and eNB can be same as the NAS and AS algorithm negotiation procedure, i.e. UE notifies its supported KDF to MME and eNB, then MME and eNB select one KDF and indicate the KDF to UE in NAS SMC and AS SMC message. How negotiate the KDF between UE and HSS? This discussion proposes the possible solutions.
3 Possible Solutions
If HSS is notified the KDFs supported by UE, HSS can select one KDF used to derive Kasme according to the local policy and send the selected KDF to UE. In this way, HSS and UE have negotiated the KDF of Kasme. There are two mechanisms to negotiate the KDF of Kasme possibly:

1. MME sends the KDFs which supported by UE to HSS, HSS selects one KDF and sends this KDF to MME, and then MME will notify the selected KDF to UE. 

2. MME sends the KDFs which supported by UE to HSS, HSS selects one KDF and sets certain bits of AMF field in AUTN to notify the selected KDF to UE. 

 The particular procedure is as follows:
Alternative 1:
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Figure 1 The KDF negotiation of Kasme
1. UE sends Attach/TAU Request message to eNB, the UE network capability which included in Attach Request/TAU message will include the KDFs of Kasme supported by UE. 
2. MME receives the Attach/TAU forwarded by eNB.

3. MME decides to run an AKA.

4. MME sends Authentication Data Request message to HSS, the KDFs of Kasme supported by UE is included in Authentication Data Request message. 
5. HSS receives the Authentication Data Request and achieves the KDFs of Kasme supported by UE, and then HSS selects one KDF used to derive Kasme according to the local policy.

6. HSS sends Authentication Data Response message to MME, the selected KDF of Kasme is also included in this message.   
7. The following AKA procedure is performed successfully.

8. MME sends NAS Security Mode Command to UE. This message includes KSIasme, ME security capability, ENEA, ENIA, NAS-MAC, and the selected KDF of Kasme by HSS is also included in this message.
9. When UE receives NAS Security Mode Command, the selected KDF of Kasme by HSS is known by UE, i.e. the KDF of Kasme between UE and HSS is negotiated successfully.
Alternative 2:
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Figure 2 The KDF negotiation of Kasme

In figure2, the steps from 1 to 4 are same as the steps in figure 1.

In the step 5, HSS selects a KDF and sets certain bits in the AMF field of AUTN to indicate the selected KDF of Kasme. In the following AKA running, UE receives User authentication request (i.e. in the step 7 ) which included RAND and AUTN, checks the certain bits and knows the selected KDF of Kasme by HSS. The KDF negotiation of Kasme between UE and HSS is completed successfully.




4 proposal

.We kindly suggest SA3 to agree the following bullets:
· To agree the above two alternatives as two possible solutions for KDF negotiation between UE and HSS and to put into TR33.821.
· Before SA3 accept the inclusion of this feature in rel-9 or later, SA3 needs to balance the possible solutions on complexity and benefit for KDF negotiation between UE and HSS. 
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