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Abstract of the contribution:
This contribution propose to modify chapter “7.1 Security mechanisms for HNB” of H(e)NB security TR.

1 Introduction

The threat lead by H(e)NB with removable authentication credentials has been discussed by SA3 group and recorded in current HNB security TR. This contribution is to discuss further how to mitigation the attack. We propose a possible solution to this.
2 Background







1) 
2) 
3) 
As per contribution S3-080899, device authentication is mandatory and Host Party Module (HPM) authentication is optional.  In addition, HPM authentication may be performed either stand-alone or bundled with device authentication.


 We try to introduce some method to perform this. 

3 Possible Implementation
The main point of the method is that operator does not only verify the HPM but also the binding relationship of the H(e)NB equipment with the HPM inserted.
The authentication system comprises the following entities:
H(e)NB, the equipment of home node B with a HPM inserted in. Every equipment has a unique EI(Equipment Identity)represent itself. The H(e)NB_EI is assign by manufacturer.
SeGW, Security Gateway, representing operator’s core network to perform mutual authentication with H(e)NB.
HLR/AAA server, Home Location Register for H(e)NB, including Authentication Center . Also, HLR stores the records of H(e)NB IDs corresponding every HPM. AAA server performs binding authentication based on the records
SeGW forwards the EI of H(e)NB received from this H(e)NB itself to to HLR/AAA server. HLR/AAA server compare it with the record.If they’re the same, then it can be ascertained that the H(e)NB is the legitimate equipment binding  to the HPM.  
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Figure 1 Binding Authentication
(1) HNB sends request, including HPM_ID and H(e)NB_EI, to the SeGW to originate the binding authentication process ;

(2) The SeGW forwards the HPM_ID and H(e)NB_EI to the HLR to request the binding record .
(3) After receiving the HPM_ID, HLR researches the H(e)NB_IE corresponding the HPM_ID. 
(4) HLR verifies the H(e)NB_EI from SeGW. If it is the same with the registered record, binding authentication process succeeds, It can be judged that the HPM_ID is inserted in the legitimate equipment. The HLR/AAA responds to SeGW the binding Auth result.

(5) SeGW responds to H(e)NB the binding Auth result .
This method depends on H (e) NB_EI sent by the entity is true, not forged.
There are two ways to achieve the prerequisite.
1, H(e)NB_EI is treated as onboard token secret. It is stored in H(e)NB a secure domain i.e. from which outsider cannot retrieve it.
Meanwhile, it is transport in cryptograph encrypted by a key (e.g, CK derived from AKA algorithms or Ki stored in HPM.)

2, SeGW performs device authentication to verify the H(e)NB_ID before binding authentication.
If a combinations of the HPM with an onboard certificate is used. The binding process would be as following:

(1) Each H(e)NB is provisioned witth a shared secret during production. The H(e)NB_ID——>shared secret list are  configured in SeGW or other core network equipment.

The SeGW perform pre-shared mode IKE agreement  with H(e)NB to verify the said H(e)NB_ID is true.
(2) Each H (e) NB is configured a digital certificate. 

The SeGW perform certificate mode IKE agreement with H(e)NB to verify the said H(e)NB_ID is true.

Equipment certificate or the pre-shared key can be pre-configured by H(e)NB equipment manufacturers.
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Figure 2 Device and Binding Authentication 
In step 2, CP is sent from SeGW to H(e)NB for requesting version information (version payload has been defined in IKEv2 protocol).

In step 3, H(e)NB_EI is carried in version payload. A token is carried in vendor payload or in version payload. Token is calculated by a secret(private key or shared key) and NONCEi and NONCEr.

In step 3a, SeGW verify token.

In step 5, AAA get binding of HPM_ID and H(E)NB_EI;

In step 11, SG sends H(E)NB_EI and IMSI to AAA for verifying binding.

3 Conclusion
We proposed to include the above as an option when a HPM is present in H(e)NB. 
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