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Introduction
For ACL (Access Control lists) of HeNB, it was agreed that ACL should be created and modified by authorized party only, in this contribution, we give a detail analysis about the following aspects. 
1) The relationship between HeNB and UE.
2) Some secure methods to create and modify the ACL.

3) Which NE the ACL should be in, HeNB, MME or HSS?
The trust relationship between HeNB and UE.
For an UE user, a HeNB may be untrusty, so maybe an UE user don’t want to use a HeNB if he can’t make sure whether the HeNB is secure or not. So, if the owner of the UE don’t want to use the HeNB, the owner of the HeNB shouldn’t add the user to the ACL.

For a HeNB, an UE maybe unwelcome, Maybe he think that an unauthorized UE use it will add his costs, etc. So, if the owner of the HeNB don’t want an UE to use the HeNB, the UE shouldn’t be added to the ACL.
So, to add an UE to a ACL,it is very important that the owner of the HeNB and the owner of the UE should agree with each other.
Two secure methods to create and modify the ACL
M1: Username/Password
When adding an UE to a ACL, the owner of HeNB should provide the username/password of the HeNB and the owner of UE should provide the username/password of the UE, only both Username/Password are correct, then an UE can be added to an ACL successfully. 
M2: SMS confirmation

When adding an UE to a ACL, first the owner of HeNB try to add an UE to the ACL, then inform the UE by SMS, if the owner of the UE agrees to be a member of the ACL, he confirms it by SMS, if he disagrees, he denies it by SMS. 

Which NE the ACL should be in, HeNB, MME or HSS?
There are three NEs that an ACL can be in, HeNB, MME and HSS.
1) ACL in HeNB
If ACL is in HeNB, it isn’t easy to provide security to an UE. Considering the two methods provided above, for M1, where is the username/password stored? If it is stored in the HeNB, how can the UE believe that the HeNB is secure enough? For M2, maybe the HeNB can send a SMS to the UE, but maybe a re-flashing HeNB can’t do that.
Moreover, considering the privacy of UE, the HeNB shouldn’t have the UE ID.
2) ACL in MME

If ACL is in MME, it is easy to complete the two methods above. 

For M1, a HeNB and an UE can provide the Username/Password by website or by calling the service center of an operator. This method is widely used now.
For M2, when MME received the request from a HeNB to add an UE to its ACL, MME send a SMS to the UE, when the UE confirm it, MME add the UE to the ACL. This method is widely used too.
3) ACL in HSS/HLR
If ACL is in HSS, it is easy to use the above two methods too, just like the ACL in MME.

However, If ACL is in HSS, it will add too much load to the HSS, because maybe there are many HeNBs in a HSS, that will lead many signallings about ACL to be treated with.
Conclusion and Proposal
In this contribution, we give some analysis about ACL, just as given above, we propose SA3 can take the following two conclusions into account:

1. To add an UE to an ACL, the owner of the HeNB and the owner of the UE should agree with each other. We kindly propose SA3 to accept it as a new requirement of HeNB.
2. The right NE ACL should be in is MME, We kindly propose SA3 to accept it as the basis for future discussions.
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