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1. Introduction

This contribution proposes new text to the chapter on security solutions as a result of the evening session on H(e)NB security.

The results of this evening session shall be included into the TR to have a permanent record of the findings.

2. Summary

This contribution gives an overview of the intended authentication solutions.
3. pCR

The following pCR is against 3GPP TR 33.XXX V0.2.0 (2008-4), TDoc S3-080528.
**************************** begin change ************************************

7.x
H(e)NB Authentication Principle
Editor’s Note: This section should be the first sub-section of section 7, as it gives an overview.
The following authentications are necessary for H(e)NB authentication:

a)
Mutual authentication of H(e)NB device and the operator’s network. Authentication algorithms using the credentials stored in the trusted environment (TrE) should be executed inside of the TrE. This authentication is mandatory. The two parts of the mutual authentication have the following properties:

a1)
The identity of the H(e)NB is authenticated by the network. The credentials for this authentication shall be stored in a TrE in the H(e)NB.

a2)
The identity of the operator’s network (e.g. represented by Security Gateway – SeGW) is authenticated by the H(e)NB. This authentication may either authenticate the operator’s network in general, or the particular SeGW contacted by the H(e)NB.

Note 1: This mutual authentication shall include (or be tightly bound to) a validation of the platform integrity (i.e. TrE properties).

b)
Authentication of the contracting party by the operator’s network: The identity of the contracting party is authenticated by the operator’s network.
This authentication is optional.
This authentication may be performed in two ways:

b1)
The authentication of the contracting party is based on credentials contained in a separate Contracting Party Module in H(e)NB. This authentication is performed as additional step over authentication according to a) above.

Editor’s Note: Binding of authentication according to b1) to authentication according to a) is ffs.
b2)
The authentication of the contracting party is bundled with the device authentication, i.e. there is no additional authentication step after authentication according to a) above.

Editor’s Note: It is ffs if the method of binding of identity of contracting party to identity of H(e)NB is within scope of this section or within scope of this document.
Note 2: If no contracting party is existing (e.g. the operator itself provides the H(e)NB), then authentication b) may not be relevant.

Note 3: The authentications described above refer to the authentication of the H(e)NB itself. UEs with valid subscriptions accessing the operator's network via H(e)NB are authenticated with their own credentials by the network (e.g. USIM contained in UE).

**************************** end change ************************************
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