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1 
Introduction
Requirements for IMS media plane security are still under discussion in SA3. This contribution reviews different factors which should be considered when making the final decision on the set of requirements to be applied and makes some recommendations.
2 
Analysis
The discussion about IMS media security in SA3 has been revolving around e2ae and e2e protection. 

The target for e2ae protection is to establish a security level for IMS media which would be comparable with the access protection in cellular systems. This solution is definitely 3GPP IMS internal and it has no interoperability requirements against other SIP based systems
The target for e2e protection is not as well defined. Some statements indicate that the e2e solution just should be an optimized solution for e2ae as e2e protection would not require any network functions for encryption/decryption. Other statements indicate that a more "true" e2e protection should be offered. 
It should be noted that the protocols for the actual media plane protection are uncontroversial as the working assumption is to use the well established protocols like SRTP and PSK-TLS. Thus the open issues are with respect to how the key management solution is designed.

As there are no issues with the target for the e2ae media protection the remainder of this contribution concentrate on different implications by different choices for the e2e solution.

Target user groups: Many user groups have well established security requirements for protection of their communication, e.g. enterprises, national security and public safety (NSPS) organizations, and government authorities. We believe that it is essential that the e2e media protection we develop will be able to satisfy the needs of these user groups. If not we will see the development of competing solutions outside of 3GPP, probably with poorer characteristics than what could be developed within 3GPP making use of IMS a less attractive solution compared to special purpose networks.
Service offering: How will end-to-end media protection be marketed? Is it going to be a subscribed service or is going to be a service which is free for everyone and always applied to all media streams? The marketing choice will influence the requirements and the requirements will influence the marketing possibilities.
If end-to-end encryption is going to be offered as a subscribed service, operators will have to provide service level agreements and make commitments about the level of protection offered. Having well-defined points of trust in the system would ease establishing the required security levels. 
Image: When the term end-to-end encryption is used, it is generally interpreted as a statement that protected media cannot be intercepted or changed en route due to its protection, including attacks on its the key management. In the IETF requirements draft the attack scenario driving the security requirements is an active attacker having access to both the media and the signalling path. In this situation the system shall protect media and detect attacks. If the general opinion about the IMS e2e media protection solution won't match common expectations on e2e media security, one might fear that this will reflect negatively on the security work done in 3GPP and especially on the SA3 work. The track record of SA3 has so far has always shown it to be a group seriously interested in providing the best security possible (given, boundary conditions such export control and cost benefit).
Interoperability: From a user perspective it would be beneficial to have an e2e solution which would allow interoperability with other SIP based systems. 
3 Conclusion

The conclusions to drawn above is that the 3GPP solution for e2e media security key management should 

1)
be designed in such a way that operators can offer services satisfying NSPS and other high security organizations' requirements. 

2)
have a security level comparable with the IETF solution, i.e. protect both the media path and the key management handling and signalling.
3)
allow easy assessment of the security level offered by having well defined entities that may handle keys and plaintext media.
4)
allow simple and efficient protection of security critical functions 
5)
allow easy control and verification of security level

6)
maintain the SA3 security image

The above requirements can be fulfilled with a framework solution based on a Kerberos like ticket based key handling as indicated in clauses 6.1(Kerberos-like Key Management Solution) and  6.3 (MIKEY based solution). 

4 Proposal
It is proposed to modify requirement 5 in TR 33.828 as follows:

4.
It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay by unauthorized entities on access network interfaces and access network nodes. Authorization shall be based on need-to-know. Attackers may have access to both the media and the signalling plane
5.
It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay by unauthorized entities on core network interfaces and at core network nodes. Authorization shall be based on need-to-know. Attackers may have access to both the media and the signalling plane

6.
It shall be possible to provide a security level satisfying high security conscious user groups. Lower security levels satisfying operators and the vast majority of users may be provided. 
6a. Lawful intercept requirements.shall be satisfied
It is furthermore proposed to accept the following bullets as working assumptions 
· The key management shall be based on a Kerberos like ticket concept based on MIKEY 

· Use of different media security solutions shall be under operator control via registration of e2e security capabilities in the system.
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