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================== START OF CHANGE 1 ==================
7.3
UP security mechanisms

7.3.1
UP confidentiality mechanisms

The user plane data is ciphered by the PDCP protocol between the UE and the eNB as specified in TS 36.323 [12].
The input parameters to the 128-bit EEA algorithms as described in Annex X are an 128-bit cipher key KUPenc as KEY, an 8-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

RRC integrity protection is provided by the PDCP layer between UE and eNB.
The input parameters to the 128-bit EIA algorithms as described in Annex X are an 128-bit integrity key KRRCint as KEY,, an 8-bit bearer identity BEARER corresponding to the signalling bearer identity, the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4.2
RRC confidentiality mechanisms

RRC confidentiality protection is provided by the PDCP layer between UE and eNB.
The input parameters to the 128-bit EEA algorithms as described in Annex X are an 128-bit cipher Key KRRCenc as KEY, an 8-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
NOTE:
Since the BEARER identities for Signalling Radio Bearers (SRBs) that are used for RRC messages are different from the BEARER identities used for radio bearers used to carry user plane data there will not be collisions between the input parameters.

================== END OF CHANGE 1 ====================
================== START OF CHANGE 2 ==================
8
Security mechanisms for non-access stratum signalling

8.1
NAS integrity mechanisms

Input parameters to the 128-bit EIA algorithms as described in Annex X are an 128-bit integrity key KNASint as KEY, an 8-bit bearer identity BEARER which shall equal the constant value 0x00, the direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed  as follows:
COUNT :=  0x00 || NAS OVERFLOW || NAS SQN 
Where
- the leftmost 8 bits are padding bits including all zero's.
- NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.
- NAS SQN is the 8-bit sequence number carried within each NAS message. 
NOTE:
The BEARER identity is not necessary since there is only one NAS signalling connection per pair of MME and UE, but is included as a constant value so that the input parameters for AS and NAS will be the same, which simplifies specification and implementation work.


8.1.1
NAS integrity activation

NAS integrity shall be activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the NAS security context is deleted. The NAS security context may only be deleted if UE is in EMM-DEREGISTERED. While the NAS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the UE security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS integrity tag is 32 bit. The full NAS integrity tag shall be appended to all integrity protected messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS integrity tag shall be appended to the NAS service request message. 

8.2
NAS confidentiality mechanisms

The input parameters for the NAS ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 8.1, with the addition that the length of the key stream to be generated by the encryption algorithms.
================== END OF CHANGE 2 ==================
================== START OF CHANGE 3 ==================
Annex X
(normative):
Algorithm input and output parameters
X.1 128-bit ciphering algorithm

The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, an 8-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 1 for uplink and 0 for downlink.
Figure X.1-1 illustrates the use of the ciphering algorithm EEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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Figure X.1-1: Ciphering of data 

Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
X.2 128-Bit integrity algorithm

The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, an 8-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e MESSAGE. The DIRECTION bit shall be 1 for uplink and 0 for downlink.
Figure X.2-1 illustrates the use of the integrity algorithm EIA to authenticate the integrity of messages.
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Figure X.2-1: Derivation of MAC-I (or XMAC-I)

Based on these input parameters the sender computes a 32-bit message authentication code MAC-I using the integrity algorithm EIA. The MAC-I is then appended to the message when sent. The receiver computes XMAC-I on the message received in the same way as the sender computed MAC-I on the message sent and verifies the data integrity of the message by comparing it to the received MAC-I.
================== END OF CHANGE 3 ==================
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