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5.1
User-to-Network security
*** First change starts***

5.1.1
User identity and device confidentiality

User identity confidentiality is as defined by TS 33.102 [4] subclause 5.1.1

From subscriber's privacy point of view, the MSIN (also IMEI) should be confidentiality protected. 
The UE shall provide its equipment identifier IMEI(SV) to the network, if the network asks for it. 

The IMEI shall be securely stored in the terminal.
The UE shall not send IMEI(SV) to the network on a network request before the NAS security has been activated. 
The IMEI(SV) shall be sent in the NAS protocol.
Note：In some cases, e.g., the very first attach procedure, MSIN has to be sent to network in cleartext. When NAS confidentiality protection is beyond an operator option, IMEI (SV) can not be confidentiality protected.
*** First change ends*** 
5.1.2
Entity authentication

Entity authentication is as defined by TS 33.102 [4] subclause 5.1.2

5.1.3
User data and signalling data confidentiality 

5.1.3.1
Ciphering requirements

Ciphering may be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining. RRC signalling confidentiality is an operator option.

The NAS signalling may be confidentiality protected.

NOTE 1:
RRC and NAS signalling confidentiality protection is recommended to be used.

Editor's NOTE: It is for ffs which of the NAS and RRC messages cannot be confidentiality protected. 

User plane confidentiality protection shall be done at PDCP layer and is an operator option.

NOTE 2:
User plane confidentiality protection is recommended to be used.

NOTE 3:
The MAC layer does not provide confidentiality protection.
5.1.3.2
Algorithm Identifier Values

All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00002"      128-EEA0      Null ciphering algorithm
"00012"      128-EEA1      SNOW 3G

"00102"      128-EEA2      AES

The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EEA0,128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering. 

UEs and MMEs shall implement 128-EEA0,128-EEA1 and 128-EEA2 for NAS signalling ciphering.
Editor's Note: The modes of operation of Snow 3G and AES need FFS

5.1.4
User data and signalling data integrity

5.1.4.1
Integrity requirements

Integrity protection shall be provided to NAS and RRC-signalling.

User plane packets between the eNB and the UE shall not be integrity protected.

NOTE:
The MAC layer does not provide integrity protection.

5.1.4.2
Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00012"      128-EIA1      SNOW 3G

"00102"      128-EIA2 
 AES
The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. 

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection.

Editor's Note: The modes of operation of Snow 3G and AES need FFS

*** Second change starts***

*** Second change ends***
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