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Introduction

This note gives a first draft proposal for how to construct the algorithms 128-EEA2 (LTE confidentiality algorithm based on AES) and 128-EIA2 (LTE integrity algorithm based on AES).  The proposals are based on the counter and CMAC modes of AES operation.
CONFIDENTIALITY ALGORITHM 128-EEA2
The input parameters for 128-EEA2 are the 128-bit cipher key CK; a 32-bit COUNT; an 8-bit BEARER; and a single bit DIRECTION.

I propose to base 128-EEA2 on the use of 128-bit AES [3] in CTR mode [1, section 6.5].

CTR mode requires us to specify a sequence T1, T2, …, Ti, … of 128-bit counters.  I propose to construct the initial counter block T1 as follows:
The most significant 64 bits of T1 consist of COUNT0 .. COUNT31 │ BEARER0 .. BEARER7 │ DIRECTION │ 023.  These are written from most significant on the left to least significant on the right, so for example COUNT0 is the most significant bit of T1.
The least significant 64 bits of T1 are all 0.
Subsequent counter blocks are then obtained by applying the standard integer incrementing function mod 264 to the least significant 64 bits of the previous counter block.

The AES key is equal to CK0 .. CK127, with CK0 being the most significant bit.
INTEGRITY ALGORITHM 128-EIA2
The input parameters for 128-EIA2 are the 128-bit integrity key IK; the data string MESSAGE, written as MESSAGE0 .. MESSAGELENGTH-1; a 32-bit COUNT; an 8-bit BEARER; and a single bit DIRECTION.  A 32-bit MAC output is required.
I propose to base 128-EIA2 on the use of 128-bit AES [3] in CMAC mode [2].

The secret key input to the CMAC computation is IK0 .. IK127, with IK0 being the most significant bit.
The other input to CMAC mode is a bit string M of length Mlen (see [2, section 5.5]).  M is constructed as follows:
M0 .. M31 = COUNT0 .. COUNT31
M32 .. M39 = BEARER0 .. BEARER7
M40 = DIRECTION
M41 .. M63 = 023  (i.e. 23 zero bits)

M64 .. MLENGTH+63 = MESSAGE0 .. MESSAGELENGTH-1
and so Mlen = LENGTH + 64.

AES in CMAC mode is used with these inputs to produce a Message Authentication Code T of length Tlen = 32.  T is used directly as the 128-EIA2 output MAC0 .. MAC31, with MAC0 being the most significant bit of T.
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