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Next modified section
9.2.1 MIPv4

9.2.1.1 General

MIPv4 FACoA and DSMIPv6 host based mobility protocols are supported over S2a and S2c interfaces respectively TS 23.402 [5]. 

The MIPv4 security is based on MIP Authentication extensions as defined in RFC 3344 [17].  The MIPv4 signalling messages shall be protected between the UE and the node acting as HA (i.e PDN GW) using MIP authentication extensions and optionally between the UE and the node acting as FA (non-3GPP access specific). 

9.2.1.2
Bootstrapping of MIPv4 FACoA parameters

9.2.1.2.1 Procedures


[image: image1]
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Figure 9.2.1.2.1.-1: MIPv4 bootstrapping 

The event that triggers Authentication and Authorization in step 1 or in step 3 between the Trusted Non-3GPP IP Access and the EAP Server cfr.TS 23.402 [5].

1)
The Non-3GPP access specific authentication procedure based on EAP-AKA is performed as specified in the section 6.2. Depending on the type of non-3GPP access system, the PDN GW address (HA address) may be determined at this point. The details of this procedure and IPMM protocol selection procedure are specified in TS 23.402 [5]. If the network selects mobility management protocol as MIPv4 FACoA for the UE, then the UE and the EPC derive the keys required for MIPv4 bootstrapping. 

The key EMSK that result from the EAP-AKA authentication procedure is used to derive MIPv4 bootstrapping keys. Section 9.2.2.1 shows the derivation of MIPv4 bootstrapping keys in the UE and in the 3GPP AAA server and the key distribution from the 3GPP AAA server to the mobility agents. The trusted non-3GPP network receives a set of mobility keys and other keys in the Access-Accept message as a result of successful authentication. These include FA-RK, and HA-RK (with its SPI and lifetime).

2)
The UE sends a Registration Request (RRQ) message to the FA as specified in TS 23.402 [5]. The UE includes the MN-HA Authentication Extension and optionally the MN-FA Authentication Extension as specified in RFC 3344 [17].  

3)
In some non-3GPP access networks, the RRQ triggers the access authentication procedure TS 23.402 [5]. The Non-3GPP access specific authentication procedure based on EAP-AKA is performed, if an authentication procedure is not preformed in step 1. 

Editor’s Note: MIPv4 key derivation and distribution for this scenario is FFS.

4)
The FA processes the message according to RFC 3344 [17] and validates the MN-FA Authentication extension if present. The FA then forwards the RRQ message to the PDN GW. The RRQ message is protected between the FA and the PDN GW. 

Editor’s Note: Whether the RRQ message protection between the FA and the PDN-GW is using  HA-FA Authentication extension as specified in RFC 3344 or using NDS/IP based security is FFS.

5) 
The selected PDN GW obtains Authentication and Authorization information from the AAA/HSS. 


6)
The PDN GW validates the MN-HA authentication extension. After successful authentication extension validation, the PDN GW sends a Registration Reply (RRP) to the UE through the FA. The RRP message is protected between the PDN GW and the FA.

Editor’s Note: Whether the RRP message protection between the PDN-GW and the FA is using HA-FA Authentication extension as specified in RFC 3344 [17] or using NDS/IP based security is FFS.

7)   The FA processes the RRP according to RFC 3344 [17]. The FA then forwards the RRP message to the UE. The FA includes the MN-FA authentication extension, if the FA received MN-FA authentication extension in the RRQ message. 

8)
The UE validates the MN-HA authentication extension and MN-FA authentication extension, if present.

9.2.1.2.2 MIPv4 Key Derivation

The Mobile IP Root Key (MIP-RK) is generated at the 3GPP AAA Server and the UE. The MIP-RK is generated from the EMSK using the following formula:

MIP-RK = KDF (EMSK, “Mobile IP Root Key” | "\0" | length)



Where:

"\0" is a NULL octet (0x00 in hex)
length is a 2 octet unsigned integer in network byte order 
KDF in this clause is as specified in [x]
Editor’s Note: The label “Mobile IP Root Key” is to be registered with IANA.



The length of the MIP-RK is 64 octets. The lifetime of MIP-RK is set to the lifetime of EMSK. The MIP-RK is stored in the 3GPP AAA Server. At the 3GPP AAA Server each user session is associated with a single MIP-RK. The MIP-RK is used to generate mobility keys. The MIPv4 keys are generated at the 3GPP AAA Server and at the UE. The keys generated at the 3GPP AAA Server are transported to the HA and the Authenticator in the trusted non-3GPP network by the use of the AAA protocol.

Editors Note: It is FFS the mechanism to handle the MIPv4 keys during EAP re-authentication.

Security Parameter Indices (SPI) is generated from the MIP-RK as follows:

MIP-SPI = the 4 most significant bytes of HMAC-SHA256 (MIP-RK, "SPI Mobile IP Root Key ")

The MIP-SPI is derived at the UE and at the 3GPP AAA server. It is used by the UE, HA, and 3GPP AAA server to identify the MN-HA key used to compute the MN-HA Authentication Extension in the RRQ message. In addition, MIP-SPI is distributed to the authenticator during Access Authentication, in AAA protocol attribute FA-RK-SPI, to identify the FA-RK key. FA-RK key and FA-RK-SPI will be used to further derive MN-FA key and MN-FA-SPI, to compute the MN-FA Authentication Extension in the RRQ message. When the lifetime of the MIP-RK expires the lifetime of the SPIs derived from it shall also expire.

Editors Note: The mechanism to avoid SPI collisions is FFS.

The derivation of mobility key is given below:

MN-HA-MIP4 = HMAC-SHA1(MIP-RK,"MIP4 MN HA Key" | HA-IPv4 | MN-NAI)
The lifetime of all MN-HA keys shall be set to the lifetime of the MIP-RK. 

Editors Note: If the HA IP address is not determine in step 1 of subclause 9.2.2, then the MN-HA-MIP4 key derivation procedure is FFS. 

The derivation of FA-RK and MN-FA mobility keys are given below:

FA-RK = HMAC-SHA1(MIP-RK, "FA-RK")

MN-FA = HMAC-SHA1(FA-RK, "MN FA" | FA-IP | MN-NAI)

The FA-RK is generated by the 3GPP AAA Server and distributed to the Authenticator. It is used by the Authenticator to derive MN-FA keys as requested by the FA. The MN-FA key is derived based on the FA-IP address to separate keys between different FAs for the same authentication session. The lifetime of FA-RK and MN-FA shall be set to the lifetime of the MIP-RK. The SPI associated with the MN-FA (MN-FA-SPI) is set to the same value of FA-RK-SPI distributed during Access Authentication. 

The HA-RK and its context is created by the 3GPP AAA server assigning the HA to an authenticating subscriber. The context includes its SPI and lifetime. A different 160-bit random HA-RK is created for every HA.

FA-HA = HMAC-SHA1(HA-RK, "FA-HA" | HA-IPv4 | FA-CoAv4 | SPI)

The SPI for any FA-HA key shall be set to the SPI of the HA-RK it is derived from.

The HA-RK is distributed to the Authenticator and to the HA to derive FA-HA keys. A FA-HA key is generated by the Authenticator for a specific FA-HA pair if requested by this FA. 

In contrast to FA-RK, the HA-RK and derived FA-HA keys do not depend on a MIP-RK generated as result of EAP-AKA authentication. Hence, they are not bound to individual user or authentication sessions, but to Authenticator-AAA or FA-HA pairs, respectively. HA-RK and FA-HA keys are only generated on demand. Nevertheless, HA-RK key along with the SPI and lifetime values are delivered to the Authenticator during network access authentication of a UE (i.e., it is piggybacked). The lifetime and SPI of HA-RK is managed by the 3GPP AAA server. The same SPI value is used symmetrically (i.e., both in MIP RRQs and MIP RRPs). 

	HA-IPv4
	IP address expressed as a 32-bit value of the HA as seen from the FA and as reported in the Mobile messages.

	FA_CoAv4
	Address of the FA expressed as a 32-bit value as seen by the HA.

	FA-IPv4
	Address of the FA expressed as a 32-bit value as seen by the UE.

	MN-NAI
	User NAI provided in the MIP Registration Request


The lengths of the resulting keys are 160-bits.

Editor’s Note: Whether the RRQ/RRP message protection between the PDN-GW and the FA is using HA-FA Authentication extension as specified in RFC 3344 or using NDS/IP based security is FFS. If NDS/IP based security is selected, then no need to derive HA-RK and HA-FA keys.

End of modified sections
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7. MIPv4 Registration Reply MN-HA Authentication Extension and MN-FA Authentication Extension]


 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





6. MIPv4 Registration Reply [[MN-HA Authentication Extension and FA-HA Authentication Extension]





 





 





 





 





 





 





.4. MIPv4 Registration Request [MN-HA Authentication Extension and FA-HA Authentication Extension]





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





3. Authentication and Authorization





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





2. MIPv4 Registration Request [MN-HA Authentication Extension and MN-FA Authentication Extension]
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