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1. Introduction

The current version of KeNB “forward” security solution in the TS 33.401 is quite complex and separates the different handover types for the UE. An LS from RAN2 (R2-082890) to SA3 (cc RAN3) also indicates that RAN2 is very much in favour of a simplified solution that works for all handover cases and does not distinguish between the handover types. This contribution proposes some simplifications. 

2. KeNB forward security simplification

2.1 Simplification Overview 

The proposals in this contribution build on the basis of X2 handover solution, which we further simplify to make the overall solution more efficient. This solution also works for the S1 handover.
The original contribution can be simplified even further: KeNB are indexed and assigned directly by the MME. To ensure synchronization, the key index Ki is communicated with the handover command. This way, the eNB does not need to be involved in key derivation for X2 and S1 type handovers

If the the same index Ki is sent twice by the network to the UE, key chaining will be used to derive a new key from the current KeNB[Ki]. This is of relevance not only for handovers, but also for RRC connection re-establishment, where the AS counters are reset to zero but the index Ki remains the same.

Description of the key handling:

On initial context setup, the MME shall derive the first key KeNB[0] from KASME and NAS_Count. The MME shall also calculate the next key KeNB[1] = Sx(KeNB[0]) = KDF(KeNB[0], KASME). The MME shall communicate these two key values to the Serving eNB.

Upon handover, the MME will compute further keys as needed with the same key derivation KeNB[Ki+1] = Sx(KeNB[Ki]) = KDF(KeNB[Ki], KASME) and send them to the appropriate eNB.

At any point in time a serving eNB is always in possession of  two keys: KeNB[Ki] for the current key index Ki, and KeNB[Ki+1] for the next key index Ki+1.

Communication between UE and Serving eNB will be encrypted and integrity protected using RRC and U-Plane keys derived from KeNB[Ki].
Description of the handover procedures:
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Figure 1: key refresh during inter MME handover
X2 type handover (steps without relevance to key establishment are omitted):

2. To prepare intra-MME handovers, the Serving eNB shall forward KeNB[Ki+1] and Ki+1 to the Target eNBs.

4. To execute the handover, the Serving eNB shall include Ki+1 in the handover command.

5. The UE can now derive the key KeNB[Ki+1]=KDF(KeNB[Ki], KASME).
7. UE derives RRC and U-Plane keys from KeNB[Ki+1] to be used for communication between UE and Target eNB. 

8. Target eNBE derives RRC and U-Plane keys from KeNB[Ki+1] to be used for communication between UE and Target eNB. 

9. The Target eNB shall include the current key index Ki+1 in the path switch command to the MME. The MME shall verify that this parameter is increasing.
12. The MME shall compute the KeNB[Ki+2]
13. The MME shall return KeNB[Ki+2] to the Target eNB together with Ki+1.
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Figure 3: Key refresh at handover with MME relocation
S1 type handover (steps without relevance to key establishment are omitted):

2. The Source eNB sends a handover required message to the Source MME. This message shall include Ki+1 and KeNB[Ki+1].
3. The Source MME shall perform context transfer to the Target MME, including KeNB[Ki+1], Ki+1, and KASME.
If one hop forward security is required:
4. The Target MME shall derive KeNB[Ki+2] and KeNB[Ki+3].
5. The Target MME forwards KeNB[Ki+2] and KeNB[Ki+3] to the target eNB together with Ki+2.

7. The target MME sends Ki+2 to source MME.

8. The source MME shall send Ki+2 to the source eNB .

9. The source eNB shall send Ki+2 in the handover command to the UE.

10. The UE shall derive keNB[Ki+2]=KDF(KeNB[Ki+1], KASME) 
12. UE derives RRC and U-Plane keys from KeNB[Ki+2] to be used for communication between UE and Target eNB. 

14. UE derives RRC and U-Plane keys from KeNB[Ki+2] to be used for communication between UE and Target eNB. 

If one hop forward security is not required:

4. The Target MME shall derive KeNB[Ki+2]. 

5. The Target MME forwards KeNB[Ki+1] and KeNB[Ki+2] to the target eNB together with Ki+1.

7. The target MME sends Ki+1 to source MME.

8. The source MME shall send Ki+1 to the source eNB .

9. The source eNB shall send Ki+1 in the handover command to the UE.

10. The UE shall derive keNB[Ki+1]=KDF(KeNB[Ki], KASME)
12. UE derives RRC and U-Plane keys from KeNB[Ki+1] to be used for communication between UE and Target eNB. 

14. UE derives RRC and U-Plane keys from KeNB[Ki+1] to be used for communication between UE and Target eNB. 

Key chaining:

There may be situations when AS counters are reset but Ki is not increased. For example this may occur during RRC re-establishment, or during handovers that do not increase Ki. Whenever that happen, the UE and eNB shall derive a new key called a chained key from the key currently in use with the following key derivation:

chKeNB[0] = KDF(KeNB[Ki]) = Sy(KeNB[Ki]) 
chKeNB[j+1] = KDF(chKeNB[j]) = Sy(chKeNB[j]), j>0

The original KeNB belonging to the current index Ki is retained as it is required for calculation of KeNB[Ki+1]

Functional definition of KeNB[Ki]

KeNB[Ki+1]=KDF(KeNB[Ki],KASME), Ki>0
Synchronization of KeNB[Ki]

Let Kj be the new index and Ki the current index. Execute the following algorithm:

Assert(Kj – Ki < 4)
Repeat


KeNB[Ki + 1] = KDF(KeNB[Ki],KASME)


Ki = Ki + 1

Until Ki == Kj
Key derivation functions:

KeNB[Ki+1] : Sx

The input key shall be the 256 bit KeNB[Ki]

KeNB chaining: Sy

The input key shall be the 256 bit KeNB[Ki]

3. Proposal

As a result the agreements in SA3#51 still apply in this proposal as the operator may configure to do S1 handovers, when one-hop forward security is needed. On the other hand the air interface is the same for all handovers and thus the RAN2 requirement to not reveal the handover type is fulfilled.

We propose to agree the simplifications listed in section 2 and use Ki to solve the synchronization problem. We propose to draft a CR to TS 33.401 accordingly.
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