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Mobile Malware Subgroup Update 

Mobile Malware continues to be a small issue so far, although the emergence of a toolkit and new variations show that it will continue to grow as an issue.

TCG Mobile Trusted Module Overview 

The SG heard about and supported the TCG specifications, which define a Trusted Platform Module (TPM) and its use. The specifications are on https://www.trustedcomputinggroup.org/specs/TPM/
A5/3 Support

GSMA has been leading industry discussions to expedite the roll out of A5/3 enabled infrastructure and handsets. A survey of handset manufacturers is underway to establish A5/3 testing needs. GSMA is also following up last year’s survey with individual BSS infrastructure vendors to establish the current A5/3 support levels.  

OMTP Update 

OMTP have published various relevant documents to terminal security.

http://www.omtp.org/Publications.aspx
In particular:

· OMTP Application Security Framework 06 June 2008 

· OMTP Advanced Trusted Environment: OMTP TR1 22 May 2008 

· OMTP Security Threats on Embedded Consumer Devices 22 May 2008

SIM Lock Removal ( www.simable.com ) 
This is a variation of other devices that intercepts the SIM ME interface and effectively removes SIM Lock. Gemalto presented an evaluation and a number of possible countermeasures to protect against this attack.

Various GSMA activities

· Pay-Buy-Mobile Security, roaming hubbing and Femtocells have been subject to internal security reviews and Video Share services will be subjected to a security analysis during July.

· The GSMA funded outsourced IMEI security reporting service was launched on 1st April 2008, where handsets are evaluated, and in conjunction with participating manufacturers solutions found.

· Regional Theft Guard is a concept where a handset will only work in certain markets if the inserted SIM is changed and it is designed as a mechanism to combat the international trafficking of stolen handsets. Two possible solutions have been defined by GSMA member network operators and these are now the subject of a technical paper that will be referred to the handset manufacturing community for their consideration.

· Handset Forensic Requirements are also the subject of some consideration within GSMA and SA3 is also invited to consider the matter described in GSMA’s input document (Appendix 2).

· SG has produced advice for the industry regarding security algorithm implementation. A paper, which SA3 is invited to consider, describes the GSM and third generation authentication and privacy algorithms, and gives recommendations and comments on the recommended use of each (Appendix 1).

· GSMA has updated its policy on allowing third parties such as law enforcement agencies, insurance companies, and other stakeholders to have access to the stolen handset data is contained within the IMEI Database. A usage agreement has now been developed along with sponsorship letter templates, etc.

· GSMA SG has updated its guidance for operators on how the GSM and UMTS security mechanisms should be used. The document, (Permanent Reference Document SG.15), provides best practice recommendations on how authentication, encryption, IMEI checking and subscriber identity privacy should be enabled.  

Next meetings

· SG68 Vienna Austria 16 Sep 2008

· SG69 Amsterdam Netherlands 25 Nov 2008

· GSMA SG would welcome coordinating a meeting with SA3 in 2009

Appendix 1

GSM and 3G Algorithms

Background

This paper describes the GSM and third generation authentication and privacy algorithms, and gives recommendations and comments on the latest situation on each.

Details

	Algorithm
	Type
	Description
	Comments
	Thoughts

	COMP128 (sometimes referred to as COMP128-1)
	GSM

Authentication
	Original example algorithm for authentication.
	This was broken in 1998.
	This should not be used in networks or SIM cards.

	COMP128-2
	GSM

Authentication
	Variation of COMP128-1 to minimise original attack.
	This was developed as a quick fix to COMP128-1.
	Not recommended for use.

	COMP128-3
	GSM

Authentication
	64 bit Kc generation variant of COMP128-2.
	This is essentially the same algorithm as COMP128-2.
	Not recommended for use.

	G-Milenage
	GSM

Authentication
	GSM variant of Milenage, which is based on AES.
	This allows operators to have customised parameters.
	Recommended if the operator cannot or does not want to develop their own algorithm.

	Milenage
	3G

Authentication
	Original 3G example authentication algorithm, based on Rijndael/AES.
	This allows operators to have customised parameters.
	Recommended if the operator cannot or does not want to develop their own algorithm.

	A5/0
	
	No encryption designation for GSM.
	
	

	A5/1
	GSM

Privacy
	Original GSM encryption algorithm.
	
	Operators should plan to migrate to A5/3

	A5/2
	GSM

Privacy
	Variant produced for COCOM export.
	This was broken in 2003.
	This should not be used in networks or enabled in handsets.

	A5/3
	GSM

Privacy
	Variant of Kasumi.
	Support for this algorithm is increasing.
	Presently, the algorithm of preference.

	Kasumi (UEA1)
	3G Privacy
	Original 3G encryption algorithm based on MISTY and AES/ RIJNDAEL.
	
	

	Snow  3G (UEA2)
	3G Privacy
	Additional 3G encryption algorithm, based on SNOW.
	Newly introduced. Yet to see implementations.
	

	GEA1
	GPRS Privacy
	Original GPRS encryption algorithm.
	Least secure GPRS algorithm.
	Not recommended.

	GEA2
	GPRS Privacy
	Additional GPRS encryption algorithm
	Medium security offering.
	Not recommended.

	GEA3
	GPRS Privacy
	Additional GPRS encryption algorithm, based on KASUMI.
	Strongest GPRS algorithm
	Recommended


Appendix 2

DRAFT PROBLEM STATEMENTON HANDSET INTERFACES
Suggested recipients: FF, DG, OMTP, EICTA SG.
Current Position

The trend in mobile handset designs is to incorporate more sophisticated internal security techniques to prevent compromise of system components (in particular, the program code and data memory) by criminal attackers who wish, for example, to obtain valuable security keys, change the IMEI, or modify the program code to circumvent other security mechanisms.

At the same time, there is an increasing threat of malware
 on handsets (impacting on mobile users and network operators) and a rising demand for access to user data
 stored on handsets recovered during criminal investigations.  Malware operation can be difficult to diagnose remotely as it may include actions not directly visible to a network operator (e.g. locally on the handset or via Bluetooth/WiFi ports) and a full investigation requires analysis of “footprints” left on the handset in the form of modified/corrupted user data and other traces of activity.  Forensic typically requires access to the same data.

Whilst improvements in handset security to block activities of criminal attackers are clearly a positive step forward, complete “locking down” of handsets is counter-productive as it obstructs the legitimate needs of network operators to investigate malware incidents and to pursue criminal investigations.

Proposal

The proposal to overcome this emerging difficulty is to specify a high-level functional interface for future mobile handsets that meets the needs of network operators and offering the minimum useful functionality to criminal attackers.

The potential need for this interface extends equally to all network operators and agencies investigating crime around the world, and so it is appropriate for it to be addressed as a common feature in future mobile handsets on a global basis rather than as a point solution for individual territories.

The detailed implementation of this interface (e.g. electrical/physical specifications) could be left to individual handset manufacturers.  The analysis in this paper suggests that the high-level functional requirements must always include:

· Read-only mechanism – There must be no possibility of using this interface to modify the contents of program code or user data memory.

· Ability to verify integrity/authenticity of program code – Note that there is no requirement to read the detailed contents of program code memory.
· Ability to obtain a raw dump of user data areas – A low-level “hex dump” including deleted or damaged data which may no longer be visible to the file system.  Detailed interpretation of these data may require assistance from the handset manufacturer.
· Appropriate level of security for the functionality provided – Protection is clearly needed to prevent casual access to this interface.  The implementation and strength of this security is a topic for discussion.  It might include, if necessary, a scheme for distributing “unlock keys” for individual handsets to network operators and the investigation of crime.
Conclusion

Comments are invited to consider this problem statement.

� Including viruses, worms, trojan horses and also legitimate applications that function incorrectly with harmful side-effects.


� In this document, “user data” means any data relating to the activities of the handset user, whether explicitly entered by that user (e.g. a phonebook entry) or retained implicitly by the handset as a result of an activity (e.g. network registration).
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