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6.1
1 Comments

1) S3-080699 states "The discussion about IMS media security in SA3 has been revolving around e2ae and e2e protection ", and also "there are no issues with the target for the e2ae media protection".

Concerning this we consider it important to keep in mind that "e2ae media protection" is not a notion specified or used in the general parts of TR33.828, e.g. the requirement part. It is only mentioned within one specific solution approach and TR 33.828 clause 6.2 even contains an Editor's Note stating that it is ffs whether an end-to-middle approach is needed at all.
The requirements in TR33.828 focus clearly on e2e security. Requirement 20 states "Encryption and integrity protection of user media should be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing".

TR33.828 however also mentions specific scenarios, where media security must be terminated "in the network" or "in an appropriate network element" and states in requirement 30 that a solution "shall cover both end-to-end and end-to-middle media protection scenarios". Requirement 24 further states that "multiple solutions should be avoided".

So it cannot be inferred from the list of requirements that 3GPP shall provide a general "e2ae protection" solution. , Although this is not explicitly ruled out either, introducing a specific, additional solution would fail to satisfy requirement 24. So, it should be 3GPP's first priority to investigate whether a single solution could satisfy both end-to-end scenarios and end-to-middle scenarios (where the latter is required).
2) S3-080699 states "From a user perspective it would be beneficial to have an e2e solution which would allow interoperability with other SIP based systems. However, this might not be a very important requirement."

We strongly disagree with the second sentence. Without such interoperability, the value of the solution for end users would be cut down dramatically. IMS-internal traffic is expected to remain only a fraction of all VoIP traffic, let alone total traffic for the foreseeable future. We consider the current requirement 26: "The solution should support the possibility to protect user traffic on an end-to-end basis between IMS-capable and non IMS-capable user equipment" as one of the most important requirements when aiming for a solution with the potential for commercial success. 
3) In the "Conclusion" section S3-080699 presents a specific set of requirements. However, as pointed out in S3-080768, solutions must be evaluated against the agreed list of requirements rather than against individual lists. (We also propose in S3-080768 to introduce a "requirement summary" into TR33.828 to facilitate the evaluation of a solution against the most important requirements.)

4) Referring to this individual requirements list, S3-080699 further states: "The above requirements can be fulfilled with a framework solution based on a Kerberos like ticket based key handling as indicated in clauses 6.1(Kerberos-like Key Management Solution) and  6.3 (MIKEY based solution)".

We have doubts about the validity of this statement and feel that a more detailed evaluation of the mentioned solutions against these requirements would be needed to validate the statement. Note that the solution 6.3 would have to be specified in much more detail to allow such an evaluation.

2 Proposals
1) We strongly disagree with the proposal to add "The key management shall be based on a Kerberos like ticket concept based on MIKEY" as a working assumption of TR33.828. The intention of the TR is to gather requirements as well as solution candidates. To restrict the solution space to a single solution is incompatible with this intention. Moreover, we found a number of issues and disadvantages specifically with the "Kerberos-like" approach, as described in S3-080869, like the adverse impact on the IMS performance and the missing interoperability with non-IMS capable equipment. So we propose not to add such a working assumption. (Note that the TR currently doesn't contain any list of "working assumptions" anyway.)

2) We disagree with the proposal to add "Use of different media security solutions shall be under operator control via registration of e2e security capabilities in the system" as a working assumption of TR33.828. The TR doesn't intend to collect working assumptions, but requirements and solution candidates. The quoted statement is also in conflict with requirement 24, which aims at avoiding multiple solutions. So, it is not sure at this point in time whether this negotiation capability is needed at all. Note also that SDP already contains the possibility to negotiate whether SRTP should be used. We further note that a typical user cannot be expected to understand the different security levels provided by e2e and e2ae (e2ae on one side vs. e2ae on both sides) and make corresponding choices. Users would understand, however, the need for the protection of their calls all the way to the communication partner. So we propose not to insert the quoted text into the TR. 

3) Concerning the proposed modification of requirement 4 and 5, we feel that appending the remark "Attackers may have access to both the media and the signalling plane" (which BTW was not marked in S3-080669 as a revision) doesn't result in a clear requirement wording and we therefore propose not to add that remark, or alternatively mark it as a "Note".

4) Concerning the proposed modification of requirement 4 and 5, we feel that adding the remark "Autorization shall be based on need-to-know" doesn't add to the clarity of the requirements. The evaluation of who needs to know what is certainly dependent on a discussion of roles, which is missing so far. Furthermore, the security requirements on SIP signaling in IMS and on media in IMS need to be balanced.  We therefore propose not to add the additional sentence on authorization and to keep NOTE1 in requirement 5. 
5) The proposed change of requirement 6 would mean that the solution must be tailored to the assumed requirements of specific target groups. This runs counter to the intention of the original requirement 6, which implies that 3GPP should develop solution addressing with priority the most significant parts of the market (“vast majority of users”), not niche markets. Furthermore, we consider it likely that such target groups will rather use security mechanisms fully independent of security functions provided by operators of public networks. 

We therefore propose not to change requirement 6.

6) The proposed requirement 6a on Lawful Interception states exactly the same as requirement 1. We therefore propose not to add requirement 6a.






















































