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Abstract

This document analyses the consequences of the LS from SA1 (S3-080648 = S1-080763). We conclude that a stepwise upgrade only makes sense when the complexity of the first step is significantly lower than the complexity of going directly from pre-Rel-8 systems to Rel-8 compliant systems. Based on this conclusion, we still believe that the solution recommended by SA3 earlier, namely solution 6b, still strikes the right balance between complexity/impact on the one hand and security on the other hand. 
Ericsson: When SA3 made the recommendation for solution 6b at SA3 #51, the only use case was the inter-working use case in a roaming situation and the "no impact" requirement from SA1 applied. However, the situation has now changed as SA1 allows changes to the HN for the use case where HN is upgraded stepwise. 
Therefore, recommendation for solution 6b does not apply anymore and the solutions need to be revisited.
We therefore propose to approve the companion CR in S3-080764, which implements solution 6b in TS 33.401, and send an LS to CT4 and SA1, with cc to CT1. This LS shall be sent from this meeting early, so that CT4 can still handle it during their meeting taking place the same week.  
Ericsson: We propose changes to CR in S3-080764 where another approach is preferred.
Introduction 

EPS AKA differs from UMTS AKA as CK and IK never leave the HSS. Furthermore, the HSS has to perform an additional key derivation step. Hence, an HSS supporting EPS contains security functionality not present in pre-Rel-8 HSSs or HLRs. However, it is unreasonable to require that all pre-Rel-8 HSSs or HLRs are updated to Rel-8 at the same time and prior to putting into operation the first E-UTRAN access network. 
Ericsson: This would be a decision for the operator. We see this (i.e. upgrading HSSs or HLRs to Rel-8 with the introduction of E-UTRAN) as the most straightforward way of updating the network to support Rel-8 EPS functionality. However, it is understood that a stepwise migration could be desirable by some operators. 
Therefore, a migration strategy is needed to allow a stepwise introduction of Rel-8-compliant HSSs into an operators network. This need has been confirmed by SA1 in their latest LS S1- 080763 = S3-080648.

Discussion of requirements from SA1

SA1 considered two migration use cases:

· an operator makes a stepwise upgrade of HSS/AUC to Rel-8 EPS to its own PLMN. This is considered by SA1 to be the primary use case.  

· an operator makes a stepwise upgrade of HSS/AUC to enable his users receiving E-UTRAN access while roaming in a foreign Rel-8 EPS network. This is considered by SA1 to be a secondary use case.  

Stepwise upgrade means: In a first phase, all HSS/AUCs within the operator's network shall be modified according to the selected solution (numbered 1 to 6b); when the first phase is completed, the second phase may start. During the second phase, some (eventually all) HSS/AUCs within the operator's network are upgraded to full Rel-8 and the E-UTRAN is deployed. For the secondary use case the second phase is not needed.

SA1 states that the earlier expressed requirements about "no impact"/"limited impact" do not apply to the primary use case, but the secondary use case should not add any complexity on top of the primary use case.

However, we find this statement difficult to use as a guideline for selecting among solutions for the following reason: all the feasible migration solutions (numbered 1 to 6b) discussed in SA3 and CT4 previously (cf. e.g. LS from SA3 to CT4 in S3-080489) had in common that ALL pre-Rel-8 HSSs or HLRs needed to be modified before the first E-UTRAN network could go into operation. Now, if there were no restrictions any more on the amount of impact of the various solutions then the obvious question would be why one should not go for the biggest impact possible and upgrade all pre-Rel-8 HSSs or HLRs to Rel-8 at once. This would, of course, be against the very intention of a migration scenario. 
Ericsson: As stated earlier, we see this as the most straightforward way of updating the network to support Rel-8 EPS functionality.
We therefore still believe that good judgment is required when selecting among the possible solutions. The good judgment would have to strike the right balance between complexity/impact on the one hand and security on the other hand. A migration solution where the impact on modified pre-Rel-8 HSSs or HLRs is only marginally smaller than the impact through a complete upgrade to Rel-8 would not make too much sense. 
Ericsson: We believe that solution 1b would have a good balance of complexity versus security. SA3 analysed the solutions carefully at the Ad-hoc in December (see S3a-071031) and SA3 stated the following in their LS (S3a071030) when analysing the solutions:
Although solutions 1-4 do require some changes to a pre-Rel-8 HLR, SA3 believes that they are relatively small changes compared to an upgrade to full Rel-8 HSS functionality.

Furthermore, any solution discussed so far, which satisfies the primary use case, also automatically enables the secondary use case. Therefore, no complexity is added by supporting the secondary use case as well. 

We also note that SA1 believes that a solution “can, if necessary, accept UTRAN level security for a limited time.” This means that SA1 is not asking for the solution with the highest possible security during the migration period. Also from this point of view, solutions 6b and 4 would be acceptable. 
Ericsson: SA3 should still seek for the most secure solution, if this can be achieved with acceptable added complexity. It should be noted that as SA1 has defined the "primary use case" to be the upgrade of HN, and therefore, solutions 1- 4, in fact, provide EPS level security also for the migration period because the IWF can be in the HN for solutions 3 and 4 (see further comments below). From solutions 1 - 4, solution 1b could be regarded most secure as was stated in S3a071031: 
Furthermore in solution1b the K_ASME derivation is done in HLR which is considered slightly more secure than 1 and 2; solution 1b also reduces the overall complexity of the IWF.
We finally note that SA1 states that revisiting “earlier discarded solutions … should not delay the work for Rel-8.” This means that our focus should be on timely completion of Rel-8. 

Conclusions from requirements discussion: 

· a solution which accommodates both use cases identified by SA1 is required; 

· complexity/impact are still important criteria, otherwise migration scenarios do not make much sense; 

· the secondary use case is automatically solved when finding a solution for the first use case;

· UTRAN security is acceptable to SA1 for a transitory period; 
Ericsson: See the previous comment.
· the focus should be on timely completion of Rel-8. SA3 needs to agree on a CR and forward it to CT4 and SA1. If CT4 and SA1 agree to the proposed solution then this CR shall be submitted to SA in September. 

Discussion of Solutions

Of course, it would be possible to tell CT4 and SA1 that immediately moving all HLRs to Rel-8 would be the strongest security solution, followed by a list of intermediate solutions ordered by security strength, and leave all considerations on complexity to CT4 and SA1. But this would have the drawback that no CRs to 33.401 could be agreed at SA3’s June meeting. This would run counter to the requirement on timely completion of Rel-8.

So, based on the above discussion on requirements from SA1, we believe that there is a need to take into account the impact on pre-Rel-8 systems also in SA3. Let us briefly discuss the available solutions: 

Solutions 1, 1b, 2, and 3 all have in common that HLR would have to be upgraded to be able to dynamically set the AMF separation bit in authentication vectors depending on the requesting node type. These solutions only differ in the entities which perform key derivation of KASME and MAP/DIAMETER protocol conversion. But changing the AuC so that it can dynamically set the AMF separation bit seems to go already a long way towards a full Rel-8 solution, so that it may be not much more difficult to perform an update to Rel-8 right away. The migration step seems of limited help.
Ericsson: See our previous comment on LS S3a071030.
Solution 4 is very simple and has the problem of leaving the user possibly with a false sense of security in certain cases, cf. LS from CT4 in S3-080467. It may therefore no longer be the preferred solution, given that the complexity requirement has been relaxed by SA1. 
Ericsson: The statement above seems to be incorrect. As the "no impact" requirement from SA1 has been relaxed for the HN upgrade case, the Kasme derivation can be done within the HN (i.e. in an IWF) and there is no more fear of "false sense of security". As has been stated in this contribution earlier, the secondary use case (i.e. roaming) would be solved automatically when the primary use case is solved. This means that the Kasme derivation could be done in the IWF in the HN also for the roaming case. The consequence of this is that solution 4 becomes a viable migration solution which seems to also have a good balance between impact/complexity and security. 
Solution 5, which is the simplest, was ruled out by SA3 earlier because it would make migration to Rel-8 close to impossible, cf. arguments in S3a071031. 

Solution 6 has the drawback that it relies on configuration in the USIM or the ME. This drawback is avoided by solution 6b proposes by CT4 in S3-080467, which, however, still enjoys the advantages of solution 6.
Ericsson: Solution 6b suffers from the drawback identified in the LS from SA3 (S3-080489) to CT4, i.e. risk that MEs are barred from access to E-UTRAN if a mistake is made during the migration.
The following concern about solution 6b not related to security was raised during the discussion: when an operator upgrades his HLR/HSS to Rel-8 and sends an authentication vector with AMF separation bit set to 1 then, according to solution 6b, the ME sets the HI bit to 1. If, however, the operator discovers problems with this upgrade and therefore reverts to the pre-Rel-8 state of the HLR/HSS then the ME is barred from access to E-UTRAN as long as the pre-Rel-8 state persists. SA3 asks CT4 to assess the validity of this concern as SA3 does not feel competent to do this.

The current contribution does not take any stand on this concern. A rather complex migration strategy to overcome this concern was presented at CT4 #39 (C4-081110). All operators wanting to use solution 6b would need to follow this migration strategy to avoid the aforementioned problem. This is an additional impact of solution 6b to the system and the solution in C4-081110 should be specified in some 3GPP TS to be of any use. 
Solution 6b has impact to all EPS-capable MEs, i.e. all Rel-8 EPS MEs need to implement (and be tested for) this HI bit functionality, regardless if the MEs will ever be used in a migration scenario. It is our view that migration solutions should be implemented only if they are to be used. 
Solution 6b solves a network problem in the ME which is conceptually a strange approach. . It is our view that problems should be solved in their place of origin, i.e. in this case in the network. It could also be noted that problems should be solved in correct 3GPP work groups; ME based (stage 2) solution 6b was proposed in CT4 whose remit is to define stage 3 protocols for CN internal interfaces.
In addition to the issues above, the following can be said when comparing other impacts of solutions 1b, 4 and 6b: 
- ME: solutions 1b and 4 have no impact to the ME. Solution 6b has impact to the ME to handle the HI bit.
- HLR/HSS: solution 1b would require the HLR/HS to set the AMF bit dynamically and do Kasme derivation. Solution 4 would require the HLR/HSS to set the AMF separation bit statically to "1" whereas solution 6b would require setting the bit statically to "0". 
- IWF: solution 1b requires the use of IWF in the HN to do protocol conversion. Solution 4 requires the use of IWF in the HN to do the Kasme derivation and protocol conversion. This IWF could be the same for both the HN and roaming cases. Solution 6b requires the use of IWF to do the Kasme derivation and protocol conversion and, additionally, behave differently based on what the result of AMF bit checking and policy checking is. The IWF in solution 6b would be in the VN in the case of roaming. This would mean impact to the VN and additional configuration effort as the VN operator would need to keep track of "policy defining whether subscribers homed on a given HPLMN are allowed E-UTRAN access with UMTS level security."  
It can be concluded that the impact of solution 6b is much bigger than solutions 1 or 4.

Security-wise, solutions 1b and 4 are able to provide full EPS security from day one when the E-UTRAN network is deployed. This is because the IWF can reside in the HN. Solution 6b provides UMTS level security for the migration period. The difference of these security levels may not be big but it is a difference. 
We therefore recommend solution 1b,  We also see that solution 4 has better balance of complexity and security than solution 6b.
Ericsson: Recommendation for solution 6b does not apply anymore, see our comment in the abstract.
Proposal 

We propose that SA3 recommends solution 1b to CT4 and SA1 and approves the companion commented CR to 33.401. Alternatively solution 4 is prposed. If CT4 and SA1 agree to the proposed solution then this CR shall be submitted to SA in September. An LS shall be sent to CT4 and SA1, with cc to CT1, shall be sent from this meeting early, so that CT4 can still handle it during their meeting taking place the same week.  























































