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1 Adding Additional Information to the Requirement Evaluation
Clause 6.4.2.4 in /TR33.828/ states the following:

"Concerning the interoperability with non-IMS-capable UEs, SDES provides a very good basis, as SDES is a standards track RFC of the IETF and is probably the most widely deployed mechanism at the moment."

We propose to enhance this by replacing it by the following:

'Concerning the interoperability with non-IMS-capable UEs, SDES provides a very good basis, as SDES is a standards track RFC of the IETF. SDES is already widely deployed in UEs – currently it is the de facto interoperability standard for "IETF-compliant" equipment that supports SRTP. (Quotation from the summary report of the SIPit22 interoperability test event on April 14-18, 2008 (https://www.sipit.net/SIPit22_Summary): "There was a significant amount of successful SRTP interop at this event.... Most of the tests established the session using sdes.")
Clause 6.4.2.8 in /TR33.828/ states the following:
'For example, an enhanced SDES may be used to establish a "shared key" for TLS-PSK (RFC 4279), thus allowing to secure TCP based media traffic.'

We propose to enhance this by replacing it by the following:

'For example, an enhanced SDES may be used to establish a "shared key" for TLS-PSK (RFC 4279), thus allowing to secure TCP based media traffic. (According to RFC4568, each party currently provides one master key for securing the media traffic it will send. For TLS-PSK, a single shared secret is needed. This could be generated by applying a hash function or pseudo random function to the combined keys provided by the two parties. This will create a single shared secret and at the same time solve any issues with forking and retargeting in this scenario. See also section "Advanced Support for Forking/Retargeting" below.)'
2 Adding a Summarized Requirement Evaluation

In /TR33.828/,we propose to renumber clause 6.4.4 into 6.4.5, and insert as new clause 6.4.4 the following summarized requirement evaluation:
"6.4.4 Summary Requirement Compliance
Within an IMS environment assuming trusted SIP proxies and usage of the recommended security mechanisms (e.g. TLS or IPsec in the access, or Za/Zb interfaces in the core) SDES provides a a good security level corresponding to the access protection of cellular systems. Outside the IMS, support of SIP over TLS has to be assumed and if applied would is very common and fully protects SIP messages between the proxies. A remaining security risk is that one of the involved operators is malicious or fails to protect its proxies against attackers. It has to be evaluated if this is acceptable for operators as well as the  users.  Still, it would be an  improvement compared to the unencrypted media streams in a "legacy" IMS and the PSTN.

SDES is a very lean approach, without needing any involvement of the network and without the need to modify existing networks. Therefore it is cost efficient and scales very well. It does not require expensive computations or additional roundtrips, so it does not cause any significant overhead and does not adversely affect any IMS services.

SDES is a mechanism that is already widely deployed in non-MS UEs – currently it is the de facto interoperability standard for "IETF-compliant" equipment that supports SRTP. SDES allows to comply easily with any LI requirements, as the operator has access to the keys exchanged in the signaling messages."
[Ericsson] The text should be modified as indicated.
3 References

/TR33.828/
3GPP TR 33.828 V0.7.0, IMS Media Plane Security






















































