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1. Introduction
In the last SA3 meeting (SA3#51), support for Mobile IPv4 (MIPv4) security procedures were introduced in TS 33.402. However, there are a number of open issues for MIPv4 and they were noted with editor’s notes. In this contribution, we discuss solutions to resolve a few editor’s notes. 
2. Use of MN-AAA and MN-HA extensions
When a Mobile Node (MN) or UE registers initially with a HA (Initial MIPv4 Registration), it is recommended to use MN-AAA authentication extension (MN-AAA AE) rather than the MN-HA AE. The reasons are:

· Use of MN-AAA AE ensures that the 3GPP AAA authenticates each initial MIPv4 registration with a HA by ensuring that UE is present at the serving network where the HA is located and the UE is indeed requesting service. This is especially important when the Home Agent (HA) can be dynamically allocated and/or can be located in a visited network. 
As specified in the TS 23.402, the 3GPP AAA server after authenticating and authorizing the UE, indicates the selected mobility protocol to the UE, therefore the AAA server can very well ensure that the UE is at the serving network and the MIPv4 request from PDN-GW is for an authenticated UE. 
As the MIPv4 keys are generated from the network access authentication derived Keys, the 3GPP AAA server while generating MIPv4 keys, can always ensures that the UE is authenticated and the UE is indeed requesting service. 
The 3G AAA server and the PDN-GW have a trusted relationship, so 3GPP AAA server can ensure that the MIPv4 request is from the trusted PDN GW without MN-AAA AE even if the HA is dynamically allocated and located in the visited network. When PMIPv6 is used over S2a, the AAA authenticates the UE only during access authentication, even if the HA is dynamically allocated and/or located in a visited network. Hence it is not necessary for the UE to be authenticated at every initial MIPv4 registrations.

As there is a trusted relationship between the FA and the PDN GW, the 3GPP AAA need not verify this at every initial RRQ. This is anyway not verified when PMIPv6 is used.

From the above arguments, there is no valid reason to have MN-AAA AE in the initial MIPv4 Registration messages for an already authenticated UE.   
· In case the MN-HA SPI value and/or MN-HA keys get out of sync between the HA and the MN, the use of MN-AAA allows the ability for the MN to recover from such situations (by sending MIPv4 RRQ with MN-AAA option). When the MN-HA key that is shared between the MN and the HA does get out of sync, without the use of MN-AAA option, there would be no way for the MN to recover from this deadlock until possibly a new EAP-AKA is run and new keys are derived to break the deadlock situation. This could be anywhere from few hours to weeks depending upon how often EAP-AKA is run and a new EMSK is derived.
SPI value is used to identify the security association agreed/established between the peers. If the SPI does not match any security association, then authentication needs to be done. Similar case is for the MN-HA SPI value and/or MN-HA keys and also for MN-AAA SPI value and/or MN-AAA keys.  
Therefore, initial MIPv4 RRQ’s should use MN-AAA AEs. The MN-AAA AE is calculated using an MN-AAA key and it’s associated SPI value that is shared between the MN and the 3GPP AAA. The MN-AAA key and it’s associated SPI is derived by both UE and the AAA from the EMSK that resulted from EAP-AKA authentication. Alternatively, MN-AAA SPI be a special reserved value that is assigned by IANA.
SPI need to be issued/generated dynamically to reflect the key changes (EMSK) due to re-authentications. Sticking to the reserved SPI despite key change causes problems (stemming from race conditions when re-authentication and MIP signaling happen around the same time).
After successful authentication of MIPv4 RRQ from the MN by the 3GPP AAA, the AAA would calculate a MN-HA key from EMSK and assign a SPI that uniquely identifies the MN-HA key for that MN (i.e., SPI, NAI pairs should be unique) and sends it to the HA. The HA would then calculate the MN-HA AE (using the MN-HA key) and include it in the MIP RRP (MIPv4 Registration Response) to the MN. Upon receiving the RRP, the MN calculates the MN-HA key and verifies the MN-HA AE. The MN-HA key along with the received SPI value would be used by the MN for any subsequent MIPv4 message exchange (using MN-HA AE) with the HA until the expiry of MN-HA key (which shall be set to less than or equal to that of EMSK lifetime). 
The Mobile IPv4 Extensions (such as MN-AAA AEs) are specified in RFC4721.
3. SPI Handling

In Mobile IP, the MN-AAA and MN-HA keys have 32-bit SPI values associated with them. The SPI value is used to identify the key and the associated MAC algorithm to be used for calculating authenticator value for Mobile IP authentication extensions. Furthermore, the IETF has reserved SPI values of 0 to 255 for special purposes and use of any of the reserved SPI values for any purpose must be registered with IANA.

One option for SPI handling (option 1) is to reserve a special SPI value with IANA for MN-AAA key for 3GPP use – this value would indicate the authenticator algorithm to be used as well as how the associated MN-AAA key is calculated (e.g., calculated from the EMSK). If this approach is taken, for MN-HA SPI value, the 3GPP AAA server can choose a unique SPI value for a given MN that is greater than 255 and send it to the HA along with the derived MN-HA key. The MN-HA key is derived from the EMSK. The HA would include the SPI value to the MN in the RRP. After successful verification of MN-HA AE, the MN would store the received SPI along with the associated MN-HA key.

Another alternative (option 2) is to derive the SPI value for the associated MN-AAA key also from the EMSK keys. Note that SPI for M-HA key need not be derived. Instead, AAA can select a SPI value that is greater than 255 and is unique for a given MN. However, if the SPI values are derived from EMSK, then, since the length of SPI is only 32-bits, a mechanism needs to be specified for collision avoidance. One simple method to calculate SPIs (and avoid collision) at the AAA/MN is as follows:  

1. Derive SPI from ESMK

2. if SPI is < 256, then SPI = SPI + 256 

3. AAA checks whether this SPI value is already in use for the given MN, if so, the SPI value is incremented by 1 until there is no collision.
The UE performs the same procedure. 
Option 1 is our preferred approach for its simplicity and because it requires no changes to the EMSK derivation rules being specified at the IETF.  It is the approach that is implemented in a companion CR to this meeting.
As commented above, we disagree with option1. 
4. MIPv4 Key Hierarchy Summary

This section summarizes the proposed MIPv4 key hierarchy based on discussion in section 3 & 4; the derivations are based on draft-vidya-eap-usrk-ip-mobility-01
It is highly recommended not to reference and adopt mechanisms from individual’s draft submission at this stage of EPS Rel8 completion. Please note that draft-vidya-eap-usrk-ip-mobility-01 has not even been accepted by the working group. Adopting such a draft at this stage might risk delays in the Rel8 completion.   
MIP4-RK = KDF (EMSK, "Mobile IPv4 Root Key"|"\0"| Optional Data| Length)
Optional Data is NULL and Length is 64 Octets and is used as defined in draft-ietf-hokey-emsk-hierarchy-05

From the MIP4-MN-RK, the MN-AAA key is derived as follows:

MN-AAA key = KDF (MIP4-RK, "MIP4 MN-AAA Key"|"\0"|Optional Data|Length)
Optional Data is NULL and Length is 64 Octets and is used as defined in draft-ietf-hokey-emsk-hierarchy-05
From the MIP4-MN-RK, the MN-HA key is derived as follows:

MN-HA Key = KDF (MIP4-RK, "MN-HA Key"|"\0"|Optional Data|Length)
Optional Data = HA IP Address|MN IP Address, Length is 64 Octets and is used as defined in draft-ietf-hokey-emsk-hierarchy-05.
This proposal does not define the MN-FA key derivation. MN-FA key might be needed for protecting messages between the FA and the UE.
It is necessary for the SA3 to consider the Draft-ietf-hokey-emsk-hierarchy-05 requirements to generate cryptographically separate root keys from EMSK, as not to have technical problems within and outside 3GPP in future. But it is not necessary that SA3 need to adopt the child key derivation procedures also as per HOKEY requirements which are in draft stage in IETF. 
5. Proposal

We kindly request SA3 to adopt option 1 in this paper and approve the CR in S3-080781.
As there are no reasons to have the MN-AAA AE and reserved SPI, which increases the complexity and delays EPS Rel8 completion, we request SA3 not to adopt the mechanisms proposed in S3-080780 and in its companion CR S3-080781.
