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Abstract of the contribution: This contribution considers the forward secrecy additions to handovers and considers methods to simplify and improve on the solutions.
Introduction

At the previous meeting, several changes were to the handover rekeying procedures to add some forward secrecy. This paper looks at ways of simplifying and improving the solutions in the specification. 
Different types of eNB handover
The current proposal includes a different handover procedure for intra-eNB and inter-eNB (not via the MME) handovers. An LS from RAN2 requests that these are harmonised so there is no need to have different handovers here. Another issue with the way the inter-eNB handovers are currently defined is that it is necessary to wait for a path switch acknowledge message before the eNB can do a handover. The security procedure should not unnecessarily delay the handover, which might result in the mobile losing coverage. Hence it is proposed that the current intra-eNB (clause 7.2.8.2) and inter-eNB (7.2.8.4) handovers are combined into one procedure with the addition to the handover procedures that the method of calculating the target eNBs new key is signalled to the UE. The choice of which key derivation method to use is simply if the source eNb has a next-hop key it uses that one to derive the new key otherwise it uses its K_eNB. This has the security benefit that the first of a series of intra-eNB handovers can take advantage of the next hop key. 
Proposal 1: the current intra-eNB and inter-eNB procedures are combined into one procedure using the flow for inter-eNB handovers with the keying method signalled to the UE.

In addition to this change, it is further proposed that the derivation in the Target eNB is removed as this provides no additional security benefit on top of the next-hop key.
Proposal 2: Remove the derivation based on C-RNTI in the Target eNB as this is redundant from a security perspective. 

Calculation of forward secrecy key

The current proposal keeps a key that is used to calculate the next forward secrecy key at both the MME and UE. It is required that these keys are kept in synchronisation as otherwise the UE and Target eNB will end up with different keys and hence UE will forced to drop into Idle. There are at least two scenarios where this synchronisation can be lost. Firstly suppose that the UE sends a Handover Confirm message, but then loses contact with the Target eNB. It then re-connects to the network using the RLF procedures. The problem here is that a UE is not aware of whether the original Target eNB received the Handover Confirm and sent a Patch Switch Message or not. Hence the UE and MME can no longer be sure that they have the same next hop key.
A similar situation occurs in the case of handovers via the MME. In this case the new next hop key is calculated before the handover completes, so if the handover does not succeed then the UE and MME may again have different next hop keys. 

For these reasons it is proposed that the forward secrecy keys are derived directly for the current K_eNB. To facilitate this the eNB passes its K_eNB to the MME in the Path Switch Message and the MME returns Next-Hop-KeNB, the forward secrecy key for the next handover. This means the key used after a handover is always directly dependent on the current key used at the eNB and hence there are no synchronization problems.  

This makes the rekeying for the various handover as follows:
Non-forward secrecy eNB handover

1. Source eNB calculates K_eNB* from its K_eNB and Target Cell ID and sends K_eNB* to Target eNB

2. Target uses K_eNB* as its K_eNB

Forward secrecy eNB handover

1. Source eNB sends MME its K_eNB in Path Switch message

2. MME calculates Next-Hop-KeNB from K_ASME, K_eNB and Source Cell-ID and sends it to Source eNB

3. Source eNB calculates K_eNB* from its Next-Hop-KeNB and Target Cell ID and sends K_eNB* to Target eNB

4. Target uses K_eNB* as its K_eNB

S1-handover

1. Source eNB calculates K_eNB* from its K_eNB and Target Cell ID and sends K_eNB* to MME
2. MME calculates K_eNB*+ from K_ASME, K_eNB* and Target Cell ID 
3. MME also calculate the Next-Hop-KeNB 

4. MME send K_eNB*+ and Next-Ho-KeNB to the Target eNB

5. Target eNB uses K_eNB*+ as its K_eNB and store Next-Hop-KeNB
The method used to derive key needs to be signalled to the UE. 
Proposal 3: It is proposed to use the above simplified key derivation are used for the handovers. 
Conclusion

This paper has proposed some simplifications to the handover keying and it is proposed SA3 accept these changes. If they are agreed then Qualcomm will draft a CR to incorporate the changes into the specification. 
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