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Annex X (normative):
AS message protection exceptions
Most RRC signalling information elements that are sent between the MS and the network are considered sensitive and shall be integrity protected. A message authentication function shall be applied on these signalling information elements transmitted between the ME and the eNB.

After the RRC connection setup and successful execution of the security mode set-up procedure, all dedicated MS <–> eNB control signalling messages shall be integrity protected. 

All AS messages except those listed in the table Table X-1 below shall be integrity protected:

	Reason for excluding protection
	AS Message
	Restrictions

	Broadcast and paging messages
	Paging
	

	
	SystemInformation
	

	
	MasterInformationBlock
	

	
	SystemInformationBlockType1
	

	NAS messages, SRB1 establishment, release or reconfiguration, before activation of security
	DLInformationTransfer
	

	
	ULInformationTransfer
	

	
	
	

	
	RRCConnectionReject
	

	
	RRCConnectionRelease
	For releasing SRB1 only

	
	RRCConnectionRequest
	

	
	RRCConnectionSetup
	

	
	RRCConnectionSetupComplete
	

	
	
	

	
	
	

	
	
	

	Reestablishment: messages before security restored, or reestablishment rejection
	RRCConnection Reestablishment
	

	
	RRCConnection ReestablishmentRequest
	

	
	RRCConnection ReestablishmentReject
	

	Failure in security mode command procedure
	SecurityModeFailure
	


Table X-1; AS messages which are allowed to be sent unprotected
	See Editor's NOTE 1
	HandoverFromEUTRAPreparation Request
	

	
	MeasurementReport
	

	
	MobilityFromEUTRACommand
	

	
	RRCConnectionReconfiguration
	For all other purposes than for establishment of SRB2 or DRBs, or for handover

	
	RRCConnectionReconfiguration Complete
	As above

	
	RRCConnectionReconfiguration Failure
	As above

	
	RRCStatus
	

	
	UECapabilityEnquiry
	

	
	UECapabilityInformation
	

	
	ULHandoverPreparationTransfer
	

	
	
	


Table X-2; List of AS messages for which more justification is needed before allowing to be sent unprotected.
Editors NOTE 1: According to TS 36.331 (June 2008), the messages from Table X-2 are allowed to be sent as unprotected in all situations (unless mentioned otherwise in column “Restrictions”). Reasons to include the messages in the exception list needs to be commented by RAN2. Possible restrictions are to be collected from RAN2 and security evaluated by SA3. Table X-2 will disappear when the final decision on the protection is taken (messages from Table X-2 may be moved to table X-1). However the default SA3-position is that all dedicated AS-messages shall be protected (S3-080502) after successful security set-up unless an acceptable justification can be given not to do so.
All other messages not listed in Table X-1 shall be integrity and confidentiality protected after successful execution of the security mode set-up procedure, except for SecurityModeCommand and SecurityModeComplete, which are only integrity protected.
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