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Abstract of the contribution: This contribution discusses some clarifications that are needed to the DSMIPv6 text in TS 33.402. A companion contribution contains a CR to implement these changes. 
Discussion 

There are several outstanding issues for the DSMIPv6 text in TS 33.402. This contribution proposes a resolution of this issue which is implemented in the companion CR. 
Use of separation bit in DSMIPv6 
It is currently FFS whether the separation bit should be used for DSMIPv6 or not. As stated in TS 33.402 

“Public key signature based authentication with certificates, as specified in RFC 4306 [3], is used to authenticate the HA” 

and noted in S3-080445, 

“ … lying authenticators cannot impersonate a responder in the IKEv2 tunnel set-up, e.g an ePDG for untrusted non-3GPP access to EPS or a PDN GW for host-based mobility, due to the mandatory use of ePDG certificates.” 

there is no security justification for this addition. As implementing this would require changes against current implementation of EAP with AKA in IKEv2, it is propose that the use of the separation bit does not justify the cost, hence it is proposed it is not used and the Editor’s note is deleted. 

Certificate Profile

The certificate profile from TS 33.234 is proposed for re-use. 

Reference to CT1 Specification 

It is proposed to add a reference to the CT1 specification as suggested by an Editor’s note. 
Removal of non-security related text

In step 4 in section 9.2.2.2, there is some text describing the sending of information from PDN GW to the AAA to inform the AAA that the authentication is for DSMIPv6. The test is effectively a cut and paste from TS 33.234 with the relevant changes. It was not added to that specification for security reasons and hence it is proposed to delete it from here along with the associated editor’s note.  

Conclusion

It is proposed that SA3 agree to these clarifications and approved the CR in S3-080784. 
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