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1. Background
In EPS AKA, two changes were introduced for AKA, namely, the AMF separation bit and Serving Network Identity (SNID) binding. These two AKA changes were required for LTE access authentication (TS 33.401). In addition, SA3#51 introduced these changes to EAP-AKA when it is used for non-3GPP access authentication (section 6.1, 6.2 of TS 33.402). Whether these features are applicable to EAP-AKA when it is run inside IKEv2 for authentication is FFS (i.e., DSMIPv6, ePDG). In this contribution, we analyze the security benefits of AMF Separation bit and SNID binding changes for AKA. We also identify a possible security weakness with the SNID binding.
2. Analysis for LTE
LTE uses EPS AKA for access authentication. The AKA signaling is carried using LTE L3 (NAS) signaling which terminates at the MME. The MME is assumed to use the DIAMETER protocol to obtain one or more EPS AKA authentication vectors (AVs) called EPS AKA AVs. Furthermore, the MME can be located in a visited network and therefore, in order to authenticate the serving network, it was decided to bind these vectors only for use with that particular serving network. This was done by the using the MCC/MNC of the serving network to derive EPS AKA AVs as follows:

EPS AKA AV =  [RAND, Kasme, XRES, AUTN] where Kasme= KDF (CK, IK, SN Id), SN id = MCC/MNC of the network where MME is located.
In LTE, the UE learns of the SN Id using information broadcasted by the serving network  (e.g. PLMN ID). Similarly, the UE also uses SN Id the to derive Kasme.
In LTE, it is assumed that, in the roaming scenario, network entities in the visited network (e.g. MME) may potentially abuse the EPS AVs, e.g., leak unused AKA AVs to another LTE network which uses it for fraudulent purposes. 

2.1 One LTE AN masquerading as another LTE AN

Since the MME could be located in potentially abusive or not fully trusted visited networks, MMEs in such networks colluding with the Base Stations in their network, could lie about their network identity (i.e., SNID) to both the UE and the HSS. This attack seems to defeat the purpose of SNID network binding and leads to following two types of attacks:

1) The MME in a visited network where the UE roams into could lie it’s SNID (e.g., victim’s SNID) to the HSS and obtain EPS AKA AVs intended for use with another serving network (victim SNID); The MME then colludes with the BS in the serving network and successfully defeats the SNID binding.

2) The MME in a visited network could obtain a set of EPS AKA AVs from the HSS (without lying about it’s identity to the HSS) and leak it to another malicious serving network. The BS (colluding with it’s MME) in the malicious serving network can lie it’s SNID (MCC/MNC) to the UE and trick the UE into connecting to it. Note that the malicious serving network does not need to have any roaming relationship with the UE’s home network (this could be used by the malicious network to perform, for example, phishing attacks). However, if the SN does have a roaming relationship, alternatively, the malicious network could report the roaming accounting records for the victim UE to the HN using it’s real SN Id (i.e., it’s real SN Id) and get paid for roaming service charges from the HN. For this attack, note that the real UE does not need to be present and connect to the malicious network.
Implications of Attack 1) 

If there are no intermediary nodes between the MME and HSS, the Attack 1) above can be prevented by HSS checking address the HSS is replying to against a claimed network identity (SNID). This can be done by maintaining a table of binding entries between the network-level address of the MMEs (e.g., IP address) and their SNID that is carried inside the application protocol (e.g., DIAMETER application) to the HSS. It is assumed that Security Association (e.g., IPSec) exists between the MME and the HSS in order to ensure that the network-level address is not spoofed. One major problem with this approach is that need to maintain this table up to date. This is because, additions of new MMEs or IP address reassignments in the visited networks need to be made known to the HN. Realistically, this is not a viable solution.
There is also another problem with the above approach: for the above method to work, there should be NO intermediary nodes between the MME and the HSS such as the Security Gateways (SEG) between the MME in the SN and the HN. In this case, the SEG (or HSS when no SEG in HN) in the HN has to look inside the DIAMETER protocol message and verify that the IP address (e.g. of the SN SEG) matches it’s SNID inside DIAMETER protocol message. Alternatively, the HN SEG could add the SN node’s network-level address field to the HSS in a DIAMETER application level protocol message. These kind of requirements to SEG or HSS are undesirable.

Note that if the IP address is spoofed then the reply may not reach the correct node, so the this provide some defense against spoofing IP address.

Implications of Attack 2) 

In order to mitigate Attack 2), in addition to the techniques discussed for Attack 1), the UE must securely report the SNID that was broadcasted to it, to the HSS. One way this could be achieved is if the USIM generates a MAC value over (SNID, AKA root key) and the MAC value is reported to the HSS using modified AKA or other protocol messages. The HSS verifies that the UE reported MAC is same as the MAC value calculated for the SNID reported by the MME. After successful MAC verification, the HSS delivers the AKA AV to the MME. Note that for this method, the HSS should give only one AV at a time to the MME.Another alternative is to rely on law enforcement to catch and punish the offending network operators that broadcast wrong MCC/MNC after the event. However this approach has the following limitations:

1) The location area of the false serving network is known or easily obtainable by law enforcement
2) The local law stipulates that the broadcasting of wrong MCC/MNC is illegal in their jurisdictions 

3) Malicious network is still in operation and broadcasting the false SNID’s once the investigation is started (i.e., not a fly by the night type attacker who broadcasts wrong SN ID intermittently using a false network). 

2.2 LTE SN masquerading as non-LTE network

In this attack, an LTE serving network masquerades as non-LTE serving network (e.g., UMTS). For this attack to work, the LTE AN must have access to UMTS AKA AVs. To prevent this type of attacks we do not need SNID binding nor AMF separation bit. It can be simply achieved by setting Kasme to KDF (CK, IK), so the MME can not obtain original CK/IK from Kasme.

2.3 Non-LTE SN masquerading as LTE network

In this attack, non-LTE serving network (e.g., UMTS/IMS AKA AVs) masquerades as LTE network. SNID binding does not help in preventing this attack (as SNID is not a secret). Using AMF separation bit would prevent this type of attack.
Conclusions for LTE

Based on the analysis in this section, the SNID binding, as currently specified for LTE, does not mitigate certain attacks based on lying authenticators/SNs. SNID binding only works in the limited case where the SNID is reported to the UEs  is different from the one reported to the HN. However, we have shown that in LTE, no mechanism is currently specified to ensure that the MME is reporting it’s true identity to HN and there is no mechanism to ensure that the MME is not spoofing some one else’s SNID (for which it has the AVs). 

SNID binding does have the additional property that the compromised EPS AKA AVs are not used with pre-EPS environments (e.g., for UMTS/IMS access authentication). If this property is needed, the EPS AKA AVs can prevent it by setting to  Kasme = KDF (CK, IK) and does not require that the SNID be used for the network. 
Proposal 1: Based on the discussions in the papre, we request SA3to re-consider the decision on introducing SNID binding & AMF separation bit for LTE.
3. Analysis for EAP-AKA

In this section, we analyze whether there are any security benefits of these two changes for EAP-AKA (in TS 33.402). In SA3#51 meeting, a requirement was introduced in TS 33.402 that the HSS and the UE transform their CK/IK into CK’/IK’ using a SNID reported by the authenticator in the SN. It also required that the UE check the AMF separation bit during EAP-AKA authentication. 
It’s worth noting that in the EAP-AKA model, unlike in 3GPP accesses, the AKA AVs are given to the 3GPP AAA server and not to authenticators in the SN. The authenticator in the SN only has access to an EAP derived key called “MSK” after the successful authentication. Assuming that the KDF is not broken, we can not obtain the AKA AVs from MSK. The MSK may be used by non-3GPP accesses to protect traffic between the UE and the non-3GPP access networks, however, this is outside the scope of 3GPP. In the EAP model, the 3GPP AAA server is always assumed to be in the HN. Therefore, the issue of compromised AVs at AAA server being used by another serving network does not arise (i.e., HN does not have any motivation for leaking AVs to other SNs).

Furthermore, due to EAP model, it should be noted that the UE must be present in the serving network for it to have access to the successful AKA authentication response (RES) for a given RAND, AUTN pair. This means that an SN can not claim to the HN that it was serving an UE in it’s network unless the UE was present and authenticates successfully with the 3GPP AAA Server.

However, despite the security mode of EAP model, the following two potential vulnerabilities still remains:
1) Compromise of MSK by the authenticator

2) Lying authenticators in non-3GPP access network

Implications of 1) 

The MSK compromise is similar to Kasme being compromised in the LTE (e.g., authenticator leaks it) and neither the SNID binding nor the AMF separation bit mitigates against such compromise of MSKs/Kasme.

Implications of 2) 

If EAP-AKA is used inside IKEv2 (e.g., DSMIPv6/ePDG cases), then the IKEv2 requirement that the IKEv2 responder authenticate itself using it’s server certificate to the UE mitigate against the attack where an authenticator lies about it’s identity to the UE. Therefore SNID binding is not needed for this purpose when IKEv2 is used for carrying EAP-AKA.
However, if EAP-AKA is used without IKEv2 (e.g., for non-3GPP access authentication in section 6.2 of TS 33.402), then the SNID binding depends on what value is reported by the non-3GPP access network for SNID. It is important to note that in these cases, 3GPP can not mandate that all non-3GPP accesses use a specific identity format as the SNID. This is because:
· Non-3GPP accesses may not make use of identities that can be easily known to both the authenticator and the UE at or before authentication – one such non-3GPP access network is cdma2000 HRPD access systems – for example, use of MCC/MNCs is optional for HRPD ANs.
· 3GPP mandating a requirement that the non-3GPP access introduce an identity such as MCC/MNC may place burdensome requirements - e.g., configure non-3GPP access network’s with such an identity and broadcast them over the paging channels or carry them using EAP/EAP method signaling (neither exists currently)

· Non-3GPP access systems may choose to define any value for SNIDs and 3GPP can not mandate a particular value or type of identity – thereby further diluting any security benefit of such a scheme.
Even if an SNID is readily available for use, the some of the vulnerabilities identified for LTE is also present for non-3GPP accesses (i.e., authenticator lying it’s identity to both the HN and the UE). The techniques to mitigate this vulnerability may be even more difficult due to the existence of 3GPP AAA server, and the possible existence of AAA proxies (where some of the AAA proxies may even be outside the control of HN/SN, e.g. use of broker AAA networks). The security threats related to unused AVs does not arise for EAP model as the AVs does not leave the HN.
It is also unclear how the UE figures out that it needs to perform the CK/IK transformation or not when it’s using EAP-AKA.

The use of AMF separation bit with EAP-AKA prevents a compromised AKA AVs (e.g., from UMTS) being used with  EAP-AKA. However, this has the following limitations: how does the UE know when to check the AMF separation bit and when it does not (e.g., PDG vs ePDG)? There is also no way to ensure that the UE checks this bit. If this type of binding is needed, then channel binding needs to be introduced (either at EAP level or EAP method level).
Conclusions for non-3GPP access
We have shown that introduction of SNID binding for non-3GPP access systems has even less security benefit (if any) than for LTE due to the threat model of EAP. In addition, even with SNID binding, the security vulnerabilities that we identified for LTE relating to authenticator lying about it’s identity to both the HN and the UE also exists for the non-3GPP access cases, however, the mitigation techniques become even more complex. Furthermore, SNID binding introduces a burdensome requirement for non-3GPP access systems (i.e., non-3GPP accesses must support the concept of SNID that is known to the both the authenticator as well as to the UE at or before authentication) without any perceivable security gain. Furthermore, with the AMF separation bit, it’s unclear how the UE finds out when it needs to check the AMF bit. 
Proposal 2: It is proposed that SA3 remove the requirement for SNID binding (i.e., CK/IK transformation into CK’/IK’) and AMF separation requirements for non-3GPP access systems.
Proposal

Based on the discussions in this paper, it’s proposed to SA3 that:

· Proposal 1 be considered by SA3 – if SA3 agrees to remove SNID binding and AMF separation bit requirements for LTE, we volunteer to prepare the CR to implement this to TS 33.401
· Proposal 2 be accepted  and approve the companion CR in S3-080777 for TS 33.402
