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1. Introduction
In the last SA3 meeting (SA3#51), the NDS requirements were proposed for 3GPP2 IMS in S3-080397 (from Alcatel-Lucent, Huawei, KDDI, Motorola, Nortel, Qualcomm Europe, Starent Networks, U.S. Cellular). This requirement is quoted below for reader’s convenience: 
“When providing security between network elements, where at least one is in a 3GPP2 network, then the requirements in this clause or TS 33.210 [5] may be used. ”
However, this was not agreed by SA3#51 in the final approved CR in S3-08515. Instead, the following editor’s note was added:

“Editor’s note: The exact requirements of when to implement/use either the mechanisms in this Annex or TS 33.210 are still FFS.”

In this contribution, we discuss this open issue and propose a resolution.
2. Interworking between 3GPP2 and Common IMS
3GPP2 IMS NDS (3GPP2 S.S0086-B) allows the use of TLS or IPSec to secure the IMS signaling traffic between the IMS network elements for both inter and intra-domain security. However, in order to interwork with other IMS systems (e.g., 3GPP IMS) that may not support TLS, S.S0096-B mandates support for IPSec ESP (in tunnel mode) for IMS network elements (e.g., S-CSCF) that may interconnect with other operator’s IMS networks. The use of SEG was NOT mandated for securing inter-domain NDS traffic, as this was not required. This is because, for example, a 3GPP2 operator complying with S.S0086-B can still directly inter-connect (without going through the SEG) with the 3GPP IMS operator using IPSec in tunnel mode with the 3GPP operator’s IMS network element or SEG. Of course, this is subject to inter-connection agreement between the 3GPP & 3GPP2 IMS operators and is not a standards’ issue.

We believe that this should be the case for 3GPP2 IMS operators in Rel-8 as well. If this requirement is not agreed and instead use of TS 33.210 is mandated, then a 3GPP2 operator who has deployed an IMS system complying with S.S0086-B must introduce SEG in to their network in order to interconnect with other IMS networks when it’s not needed for security reasons – but may be needed for scalability, e.g., when the number of interconnections increases dramatically. The IMS network elements must also be re-configured so that all IMS traffic goes through SEG. Furthermore, for intra-domain or inter-domain security if they have deployed TLS (as is allowed), then to comply with NDS/IP they must replace TLS with IPSec and SEG (this could potentially involve replacing their existing IMS networks elements such as P-CSCF, I-CSCF, S-CSCF and AS’s etc). This would be a burdensome requirement for 3GPP2 operators and may be a deterrent to move towards a common IMS.

As 3GPP2 operator’s IMS network grows and the number of interconnections to other IMS network increases, at their own pace, may choose to introduce SEG. Therefore, a recommendation or a note could be added, suggesting that “For migration to Common IMS and scalability purposes, it is recommended that 3GPP2 systems migrate to using NDS/IP for securing inter-domain IMS signaling traffic as specified in TS 33.210”.

5. Proposal

We propose that the open editor’s note in Annex S, Clause 5.1 (S.5.1) of TS 33.203v830 is replaced with the following (see CR in S3-080774)

When providing security between network elements, where at least one is in a 3GPP2 network, then the requirements in this clause or TS 33.210 [5] may be used.
NOTE: For migration to Common IMS and scalability purposes, it is recommended that 3GPP2 systems migrate to using NDS/IP for securing inter-domain IMS signalling traffic as specified in TS 33.210 [5].
 We also propose that the reference to 3GPP2 NDS is added to TS 33.210 as proposed in S3-080398
